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j-ojJJ xLxl 15 ^^^>^ jj<-«Jl 'lJ c~>t-_s^l c- ^ ^_yJl j_5jUJJ ^jjJjI 

Jjlp "uJu jLtJ j^^J t 4.<>->- ^^xU jjJl 4 ft la", o II J jJuJJ JjJjJl -i-^ 

_»1428 ^y>ViJs\ ^ JLajC^I ^"J^ cr^'^^' • 

cJ^)/lj t^!>Vp)Jlj (.jLs^'yi JjL-j dUi Lftj tjjjiLJl 1*^^ 

t jUJlj (Jj ^^iJlj I oL~«Jl ! A.,s^iJji\ 0 (_^JL;»-| iLftJlP'l I g '■ (3"^^ 
A-iflj J tAjj-^l A-iiJlj t(jJLJl) j» -.^ II a_aLi«JI oLiaiJlj t oLjL.«-Jj^^Ij 
tplj.lgll J s-UiiJlj toLJ J II J oVUfl-^Vlj oLJjjJlSDVIj toLojJL«_«Jl 

.Ai-Jlj tioJliuJl il_^lj tiSUaJlj 

^ U Ls^l jli; ^1 ^y<-Jl ^ _j::>^JiJ 4JJI jl^ dlLJl ojiL^ : UJU 

i^l^'l ^1 ^-L^" tOJ yLl^l ^ ^^1 ^-i-Ul JJ-si^ u-^ "^jl 

j^^jLp "C^IJIj |_;^JJ (J-^^ j»-5L4jl ^ J-*-^^ l5 'CLaJ^ ^ 



.Ji-i>i jvJixj ^jj<-!i t5j^' -^Jj^ '-^■^^ 

i^L™J|)) L^JiJL^ oLiaxJl j>i J5 |_j3 ^j*>Ij |_jJlp 5Jl™LJI J^oJuU 
Lw<JU- Lj<^_yi JjVl jj-Svj ^^-S^-Jl '^rr-^'j -"^^^^-aJIj j» jJuJJ 4^wJajJl 

j>i ULp LjIiS' ^liJlj tLjoiL>- LjLS' ^liJl Oj^j t^-iiJl dUu ^ Lsjjj<^ 

"Ulilllj 'L.oJlxJI oL>tJl b o U i j-A^ j^^lwij 1— ills' ^jO-'A^- L<>^ I Lo-^ LillS' 

j^. ^ jlj c2000 

oJl* jjJI-AJ SJLji^ A-liJl J ^ jJLxJl] JjJjtJl Jl-P (.LULoJI AAjJLo (jl^ 

j1>mJlJ aUI dlLJl 

J. 1431 /3 /20 
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oLo jJL)ix>JI ^ LJloLxjJ a-^ jJI LjL?- ^ Ji'-Juj liLxjl ^^j-^ 

.43 

^ jSuj .jLJij 4_JLi:Jlj 4_^L™Jlj j^Vlj ^LijJlj ^LaisNI J j-a^ 

j^UaiJl ^ s-ljJLoJl i^lj^SCJl ^—JaU-cj .oiljiji Ja.;.->o t ^^j^j^l IJl^ 

il ^'Vl JL-jw ,_5-Lo 4--_<._*^I| ^t-^I oLoj_L<_<JI 4-J^ ^! (1)1 

i-^LoJL^Vl J AjiUfljiiVl LljLj»- a la .t. il Jits' jj-^ Lo-? .J jjJl J oL-^jH«Jl j 
iJaJaitiJl iL«j| i__>lj;5^l .iL<jL«Jlj ij^^5^.«jj|j iL*<iL«Jlj iLiUiJlj 

^1 jJ 7:^="*^' J ^L«Jl J-v^i J-oJL^j .4jjlk<JI ol«-l fj^^^, ^L^j 
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4.w'j .i^-axJlj J^^LxJlj 4jj.Ulj ^^Vlj ijL«J«tJlj tSjLS'jJlj 4 o Ij'. o ll J 

JUtiiVlj J-iiiilj ^jjJlj tJj-/?jJlj iUJij JjiojJlj i,i/>*>LJlj 

j_™.j>^lj ti^jL>tjJlj <.i^j^\j JLji^VIj (^i'Vlj ii^^lj ol lg:^Vl j 

oLJl^^Ij >Sj\jJ>±i\j ^U^lj oljJUf^lj tLJVlj f-\y>-y\j SJlSL^Ij 
j^jl-jLixJlj j_yiAi:L)lj tj-Jlj-SJlj JlpIj_1)Ij oLi-^lj^lj j-jjL«_«J|j tJJiJJlj 

tjj la '.oil J J-o-xJl jIJ'Ij ^j^lj ^ J 1-^1 J VJ'^-^'j 

"WsLi^ jl 4_s^Lp (1) j-So Jj CjI jJJ ^j-^ (_5-^l (j.'ijo C—ivil J-aJ 

4-j j-«-ll L^j^^VjLLo ^ LjJjstJ^!/! cjUxJ <JL c~J kiUJiS'j tio ^jJU L^j^^^ 

b'. <Jl J t ^UXiJlj jJjJJ JjJjJl -Up idiLJl i j-lSI Laj 

oL^I i^j-«-!l t5-^l ' ("U-^lj j-^' ^ j-L^I IJla j_jLj i^ji 4.0^ 

.s-llJlj J-i^l Siljj ^ |»_aL,Jj iij^^l iL/a^lj 



2011 /3 /15 ^ ^LJl 
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JlJ jj jjjj olJuJLflll jLkj^ till i J j2;jJJkU- I jjji^j Ol iS'j^l 

VI oLojJbtxJI J^i h> J la : o I JJlOj 2^;.>-^j j»L.JI ^LS^I 
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.oLo _^L<^I 'ijJC ^ ioUJiJ 

(JLp oU^Ji^lj jJiJl iliJl UpU. ^1 JL-p'Vlj oUI^Vl 

j^^lj ^ j^s^ oL^ijLo^ J-^' 1^-*-*^ J*5^ ciiJjj I. j.Jc^\j (_^Jj>ixJl 

Si j» j-^-a^ t "^-Ju-JiS^ ^j-^'^l j» j-^-A^ iJULiJi SjJL-auJl OjiiJi (_r~''-^ 

j-o .oLoj_L«_<JI i^J-Aj J ^j-»'^l ol_«_<>JL>,^ J^'-^ L/sLi- LoLoJLal <..^^^\ 

tlr°*^ -J^-J*-^*^' jtJLxJl t J a ll L^-vij-Jt^L-xl ,__yJl toJuJLjJl ^^^--vilj-oJl 

t o Lo jJlj<_oJ I (Jj_vsl) cj LSvJjLo-oJ jl^^-oJL^Li oJjIjjloJI »i_<>_^Ij t cjL«jJ_3<_oJI 

Lg-j Lj toLajJL><^l J>iI |__jS io^^jiJl LiUdi JjVl |t.~»2jl ^ yC^_ 

oL>iL-»j toLoj-Lx^l j_jJl^ iLijJij (wiiij^l j •>- ^j— ^ SJjlj^l iJL-^ 
iJjJjJlj jJaLiwJl Sjbl^ oL:>«-jI^,:l^Ij tiJjJLaJl |_y>-ljjJlj tLjb^iJl j-^Vl 

dUS J 1. oU jJbc«Jl j^l 4^ » aJL^^ W'-^ ~ a. l l ^ji^j 

ojJlxjl/o ?jL«_;>«JI y>-\ jj>- f-LiJ^ ti^JJJl oLJLijI ^ S-JlSL-^I 

.oLojJlji^I jj^l oLJu-jJ iJLi>-ljJl oIjuJu^I ^.JlIS ioLjJL^^I 

io^ jj>Jl LUAi jC-pJJ J t Ji^l JjJ ^^-^ (.5^ kiJlill jt--~ajl jS^^ 

Oj-^^ 4_„^ (_5-^ 4- J-AjJ I CjL« i ^^J>tJL™J .4_J_SL_^I j^^yj^l jjjl Ll ^ J 

t^LJ^iJl (J . . Ig" rt.^i-S' o_^jli^l ^Lx^tjj oLojJu<_«Jl iLj^ ^^1 oljL«.i^l 
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ij-* ^jjcl^ .L^ijLv'j L^JlJoIJ j^r:^^ «-*>UJl J tL^Ju^ V^tr^J 
]a.JaJ^\j toUL-Jl ^LryL--lj Jii^ ^LkJj tCOTS 
tijj^l ^ ij^l>ai\ ^ i_^jJ_^-Jl ol_^-.«-«Jlj toULJl ^jLijj t ajjI^^.«jl^*>U 
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is f-ljJUo j~S t jJJLjj-Ji (l)Lojj-> — 0 Jj JL;>«_<>J| TRW j-Jbi jl jJit 

tJjjL^jjjJl ojIjVI jj-^jj JjJ-w,^ tjj-jLijj-j ^"^Lpji _ SijjL;>«_<>Jl CATIA 

IS jJiJ AjJL~i;jJl ojIjVI J (■d'^j^ - Dell j^>Jl) 

4jjL.ijJl ojliVl (JjJ.*.^ tOLjL»<iLS^ OjijJ-^ — (_;-~^^J' 

j^^ijS^ - t_yl 1^0"^^' ^-UaiJl I (j-^ J^' i^lj t 1^ — A~<JL)J| 
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JJu! (IITSbook@aol.com) ^ j ^^:LSL!*yi Jb^l ^ «^Lki-SfL 

.ujllSCU aJUI iljbtxjl A~«-k<JI f-Lks-^ll ^t~>wal] lS-^^ l5J^-^ 

p . *■ 

Vn'^^'j oL5L^lj S.«JajSllj oLoj-U^I ^"Ul j>» i-^UtilSVl 
j_jS J oLojJbt^l y.lOO Ji'jpo ^U<J jjk ^.lalL oJl^I oj. -^/j^ 



liJ 



2004 /ijLi 
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oU^l ij^- j^V ^^IJI jlUJI 

^LjI dUi ^ Lj tjjyixJl L^-Asto ikjj^l ^iJb^"^! JjJjJl ^Lj^-I jj 
"UiSj ^ J"^"-^ ' jJj<-<Jlj ^jj-^l S^_,~5vJl 4JLJI j^'dlj (. j_y<Jlj<Jl 

.4^l>Jlj 4^j5v>Jl oLojJlx^I iaJai- b « » 1 LjA^^ Ij.,^'^ oLojJjtxJI 

tAiiKj j^'Vl U5Li^ JLla-; ^2003 J*>y- jLiI j^yiLo ^ji. 

7.40 cyber JUi^Vl oLSLJ, Jlp oI^Ijl:j>VI oiliji : 

Lai J jj t jVji 3.5 ^bJl liJJi ((ojjJl)|))j j_^j^,_iJiJ 

J ^,:;5^Vl JU^jVI oLSLJ. ajL^ aJI ^ j» j tCERT J-~J>x]l ^ 

jl jA^'' _) L« J^'-^ J jJ^jJl t_Jj<j J*>Lj^ ^yj J t ^ jJ^I J^l J 
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<J (J— i>tJ ^j-wo-o <»Jl <_i9 2 ^^ll/oj Ijl^ aJlJj LJLp 

^ ' ' ^j_Jlj_iJLi j_j^j.5\.>tJl jsljjJ^^lj t jjjjJl cjL«j_L»_aj cj*>L>t_^ iij.^ 
H1PAA,GLBA,FCRA,N0RPDA,P1PEDA,SAFTEY, SARBANESOXLEY 
and the (U.S. A PATRIOT Act). 

oilj^ iiyaj^lj toLxj^^lj tol-*j-*-ll (Malware ^-Jj) ^™-=^ '—'W^^ 

^ oljLiL^I iwJliaj Ji iojLiJi J» A;>-jJlJ| tilLo jLCxJl (^jliVl JLjAjcJI 

0 j-jLj A:L..<>jtL I ji^j-' ^ ^j'-^^' x^iju ^ ^L,(^ <Jl |_5 ^j:u~<Jl IJla jJ 

JLi] .oiJb>t^l ^Ixj^l J^l j>j k« I oLo jJlx^I 4jJ«j |^^*JL>t>i ^ 

iJoTLj cjI^^JcJI oJla j-oL JI_}j .2001 ^^-.oJL™- /Jj-^' 11 jJu<^l 
t_ojJii!l oUsLL) ^ dXi'i j_yLp Loj tjjJLSJl JL>-jj 4^1'. II jL^j J-J 
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^L::^ti^ oLojJlk^I Jj-^Ij 4 «> 1? i V I ^1 4 la .til oL; ^w>lj y'^ 4JU tJU- 

Ol o Ij: o II op Vlj t5JuJL>Jl jjJl oJufJ J '■^Wj '■^Wj-" 

SJUp 4i^^ j^^'^^ 

JuS' S __,.,oJL™« 4J.0-P ^c-wsl .4_s^lj>cJlj 4^ j.S\j>Jl 0 1 <> Ig '. <> i I 

oLS j-iJi jj-j J-oi^jJ I «-ljJL<JI jiJajtj oj .4jjli^lj 4.JL4l]| jJajJl 4.^^j ^ 

Jlj>«j LoJU-j .(ojLaJl) jj-ojUjI ^ 4jLJli oUaJ<-^ ioJaJVl j2^*>Lo Jl,^ iwili jj 
J^>>t™JLi j» J-4J ' '"lS-^J J'^^-^ L..<>-;>t/o LoUaj jl t LoUaJ oljiVl oJuk 

i-wsl j-a-U oJL-_i» jjol oLo j_L«^ J (oJ j-^)^l J j-S^ j^Jj-;-^ — " (j-dJ^-*-^ 

^ jj^ ^u-^ij jjl- (>ri*^ — 4 o bfvi i}\ jj^y (Dos) 

.L§lajj 4^L<JI oLojJLjixJI 4;>JU» 

L«_i 4,JlJ<-1iJI iwijUi jJJ oJbJLc- oLa-Js 1.5^ ^j-*^' ilr"*^' olf-l J^oJL.iJ 

(oLo jL>^\ y>\ oLlflj' ^y.) « jUl jl jJl;^)) 
. J.~«j>tXj| jl iLiJl 4Jl1s JLXP ^Ju>tLl».v^l 4jjJk ^ ,Ji>tj • 



.ojl — [\ ^1 jjJ*'' — ^ La-Up t ol-^ 
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"UijLSvJ ;j~^J^^*=-^^ ^j_wa_b>iiJL™<>JI I -jj-Aj * 

.AP j.ia ft 11 oLo ^^ijtftJl JJ 

tSjIiVl ilj^j c JJ) la ■>»-ftJl J Qj-ft-^ft^ll ^IJli^JL^Vl Sjiij. oL^L-_^ • 

j-P ^\js~')l\ ^Ju Li_UP ((OJb~ La" f-\jj j-il JJl>o 'uJ.o^ • 



1« ^ 1* 



Ijji Lgi^>UsJ (j-S^-ft-J oLaj-Lx-ftJlj i/oJu>Jl oiLxJL--*^ ^Ij ^-LaL~i iJai- • 
A-lj ^jA>tJ JLvibcU J.5\-Xjj L>oj-U ^jA>^\ 1 g .,(? m (3 j3 oLaJaJl oJl» (_5~>J 

A-jj ^ !l (j-a ^j_«j>»jJlj ajjJ a_«1__« 7 ... " : JLl«jI J™_^ •0""'^' 
Uil c A ft Ig oLSL_^l |_jJ} iLijJl ^^^wL>tJ j^|^j_^.>,^^l j-^JL> T Li->.^ftJl 

j^l oJl oULJI J'^-aj .a_i I aJlo-xj I j^Li La J ^1 ^ji^JLajj 
JuSs-Lj 'k^'j>^ oLo jJlx.^ oULJI jLpI ji O jJu |^l«J Jais aS a.^jL>JI 

.(a;>i~>w' ' ^v^' oLo jJu<^ idili ^ \ jl) ^wilj 

9- * 

J™x (_?^ -U-J^l ■iLiJi jtiaJo A~oj.S^>Jl o'^LS'jJJj L^JLiiJL^ jl ^ 
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UjLUl N jJ iJL^ J^l |^<-kL^ ^*Val-Mart ojU^ ji^" jJ : JL^I 
^_y>c] 4.j^jJl oJuJi J jJl J t<(jiJLScJl C-jlji 30 aj<.«j oULo ^ ^jl,.^ 

JjJi>J jl i^pIiLvJ jl ji\ iJi>.^lj i^LxJl jl^^Wll cjIS jJJ jlS U 

j^yJl oLojJl>c«J| 4.«Jajlj SJ-ijt/i CjULj JLpIjJ jv-^I Jj>cJL~^I jJ t ^< g Ij^^ jv_Jaj<j 

tiJLJl oLlJjJl JLJl (3 a5'jL1xJI tAjjUiJl oL-^j^Jl ol 

oLojJlh^U .LfJwo oJiUJl qLjVI jjJJojj 1^:o.? Sijj<^j 5.«^jH<Jl Sjiij. ^ 
.^oil>.>.<Jl iflj J (Jj^l 5_sLi^ ^i^j^ i»U>j 2j y J iaJjiJl 

0 J5' j_j3 kiUij t AAJi oU jJji.o.S' oJJj j^o->=j UJiif- oU jJji^l ilijj 
<u>_oi]| oJla -^IJj (♦-^l_y^J ' ^-^^ j»lJL>iJUj| jl 'tjiL^Lj ^jjL>iij 4_J.o^ i^JL>cj 
. . . t ^iJU LaJjuj ^jjL>cj 4_J.o^ ^] A>c^Lj ^jjL>cj 

jj5v-«-j JLLoJI J^^^ i_5^ (»-^-*-^ ''-^^ oX^I jJl a a lli .C^ jJl Jl jJs t ^1 

S_JL<>_^Ij ^1 ■ I oLiiwa-ij t |_g ^< g ^1 *l^_^ ol a a ' t_w™Jo jl 

03jJl jjy ^ (_5~^lj t o ISvJcu-oJ I jl t oljjUaJl jl t oIj^LlII jI toljL~Jl 
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^yfi oiLijL^Vl J toLa-iva-ii j\ o*>1»L><jl]I j_jJlp jvJUJI i^L«Jl 

(Nolan, 1982 j»Lp ^ Harvard Business Review ^ 'CJLLo ^ IS^ y -V^-^ 

2001 _^ j»Jl3 .^j~>Jl dUi jo. ^^.>-T JJ ^yj ^ ^y. j 1 1982) 

^Lp jvjiwaJl (_JjS^j^l i_Jj^l^l Jl^ JIjLXjI "UliJl jjiaj ' J^'j^" tlr° '^J'-^JO) 

1995 ^1 1980 ^.^J^l c_;_^UJl -L^ J\ 1980 (.U 1960 

(^y>tii Oj-jj 400,000 ^ J-oUiJ cJ OwoJLiti^l cJj-^j^^Lo 

jj t aJloL5c^ 4 o la il ji jj cLUJlS'j t^LjJL oVLajI aJl-^ t^jjj 

'dL-.L,,<5 A— «J 4_2jL«JI oIjIjlvsVI 4_i " (2^-^ (_5-9 — |__^Li^_JiVl 

.95 jjJOj ^Uaj Lf) (Is^^ (.5*^^ oiJLjCU jl~>-l 4^ Ja^ j»J |_y]ULjj t ^^LjJl 

tliJ-oJ jJ-*.oJl l)I ^j^x^jcz!}\ p-Ij-u>JIj ^ y-u>Jl I? ^ (3"^ LoJ-o 

^ oilil-x^/l J*>li^ 4.0 <J| ^_jJl 4jtS ^jJuJl 4.o_w2jl ^ ^/Jb (. V^j\i\j 

U-a) ^"■''(l Jji» J 1^5^ O*^' j»Jbk:L™j : Jll«Jl .U-— 



-U-l 0I5 j-i U* J Gateway and Dell (sO 



22 



iLoJ ^1 oUb: oil J t L.j*>Ul o^^ii; oLiLi 
tl996 j»Lp JiJw« (, 4_Jjy:5L]'^l 5^jJL>Jl olj^Lyj j_.JjJI iJjl» 

ojU>I : jLo oLo jLw ^1 (j^l J j-^ J sjl>*:lJ1 oL'y jJJ iJljJuxJl 

^jjlJlj ^-Jij tiljLpVl JlJ oLxJj..1iJI A_j<-/Sjj iaSIj^I jjaJ>-I^j oljL?-!^ 

oL« jJj<^l ^j-^ UAjI ll oL> b'. oJlj cj\S jJl}\ kilLoJ jJ 

jl t SJjjjjJl oLjJLixJlj |xJ.«Jl j_jJ<JLv5 jLSv^LJ t jv^jJLjj j»_^LS'^^ cr*^' 

^jfi ji 4i ^y<^ J ^ j-~«Jl cjL^^ yi 43 jj<_<>J liJJij ljjL>tj 0 ji _^^^-«-Jl 

oJLpLi jjLjJl jjtjLv' (^^r>-~d • jLS-oJl 1^":^^ •^t'"' ^^Dwo ji ^iXjt 

^yLjJl cJlJ li^ Lo I iijJl ^[f- o j-a1I J~><-~j oLo jJljoo 

^ L-AJi 4.«JU^ 0 jSc^ oLijtiijJl oJl^ 4ij.«Jl J I o^p^Jl Jl,^ j^^bJl 

.oLo _^Jlx^I oJia 
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oLojJl«^ ^-*>^ ('W^' 'W-^^-*-^ ijlj-<Jl (jLijLj i^Ja-LoJl oJub 

iLaJl o-L^ j\ JuJL>tj J JLxiVl ^ JuJljJI jI IJl* ^_jJlp i^J^ aJ! 
5_LJjJl JuJL>tj jj--J ^ ^ o II (1)1 .oLSL_^lj 4 o la iVij t oLsj-Lx-oJl 

SjLo^ oIj<3^j 1 4^jjLiJl k_^Lrf2^lj tj^^xiJl jLwSjcJJ ^,.<>jl~<JI juI^^I ^ 

t (web-enabled) cJ^Nl J-o-*-^ aIjUJI ^^UjJm^l oU-JaJl JLjcLw-I 

LJijSlI ^y. -b-bJl .dJllil jl ^llJl iJuAiSlI ^UJI 

o j5sj ol j_jJl I S-j j-xlj>Jl ^< b'. U y^JLitiw^l iLi) oL^^ljj SJLJl 

liJJij t J 4JLw^ ^ iaJj^i j-x oLoJlS' j»lJi>ii^L t(JLp JiS\-Xj 'L.<>.;>c^ 

.oLo ^^LtoJJ iLiJi iLo^ J ^Jii^i~xJl 

J^ yjdaJiwi jl 4 W « ■> oNl AjjL^JLiNl ioj-xL>Jl 'WjjjaJl jJ 

_ Jj<-js-j LJLpj _ W 7 . .. ^ i^jjicji |_5l JjLxx^i ^J (_5-*j ' J— -L^>=-Jl ^-JLia o- jJ 

jIJL?-" J JjVl (_g ^jl-^l JLlP j*-4^l ^r^^ ^'^^^ oilp ^.1?"..." Jl^ J-^"*^ 4o o .ir^/t IIj 

5jL^ iiU>.j>Jl jLj jSjj — j.oJu~a J^SLio 'UjI L^I jI t^^ljl ((^x^ J 
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iiLvsVL) t(DoS) i/oJL>Jl oLo^^x-il oL<>.:>tAj toiljjs iu^^l J tjlJujJij 

^JJl jj-i jJli^^l J Awsl j-aJl Wc^l iLiJJ J 2lSL_.1JlJ _^oJL>.>.<J| jj,fi:>«.il]l 

'lSJlxjloJI oLo j-Lx-xJI i>j J b '■ J 4_JlSL_a ojlij cj*>Vj^_-^ aJLwsj Ig" .5 

J^™^ t oL<>_>t^L ^bo^i/l jaliij jl jsJiiiiJu^oJl jsUaj ^Lj JJ-iJ J-asI 
^UjJI Jai" oiLp oLxJl cjLSL^I ^ iJj^j^l cjLIjJI 4.<>JaJl jl^ : Jll<Jl 

.^LviJl ^bjj Jii- J^ i» jia^JL ^1 oliUaj ipUaJ ^ ^^SCJl ^UaJL 

j_y/oJj^jL«^j (2;^^^ j^l J^lj J-S>>-! ^^-j'x-.aJI iLiJl Jj Jj>«j .7 

oLaJuJi ^j.«j>tJ J^LSCJl iLiJL) ^j.«j>JJ qLo-^JI O jJu ^, g ^ " • ; I j-» j-^^J ^1 la ■ II 

.iJki'Vlj 

J^l ^ ^yLjJlj c-LS^^Ij jjjijj^l <u Ji; jl jj-S^ jj-^ .8 

0 j_i^>t>j JjLxj j j-aJI jJi^tJ Jij t jl-^-^ jl ol—^j Jj ^^^;-Sv-i*^l 
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iLUJl)) oULJl (J oi (^^iCo-ttJl ^y> J t (Steganography 4i i^^c) 

i_iaiJl ^^LjJ j^L^t^l jvfj ^'-J*-; ^ -^^-^j*^^ LJjJUJI oLjL>txJl ^^.«jl«J 
^JlxJ t jI^,.oJL»xLj ti/oJjJl O J ' J "(-^-iJi J Jj-^ 'ilr^j^^ 

oLS')) :JLaj Lj ULpj toUjJu^l A-iiJ ajI^-j-JI LLJl Sjl^^l j_5l£i 

Juljj jLip*yi LjJ^I Li lilj .((J.x>j>tL^ j^jI IJla ^jJb^ jl Ij-o-Lxj jl 
j^^Jlp iw~^Ij-!I jj-o ^"-"-^ LjU tL^oJLt- cjLjjJj<-oJIj ijj^l aj^-x 

Ji L^l ^ jJL (. I j-x'yi iJl^Jl obkjjjL-^ UU-i.' jl oLj jJbtxJl "UXaj oj\i\ 

.iJjJl iLii j jiJ 

oLojJu^l AjJt-ijJl ojbVlj LLxJl SjbVl ,_jJlP ^ (>° 

jLipL oLo jJjtxJl SJLa; Owoj Lo 1^S;"II j jl 

oil J (2?^L^ U-jU jjio JlS i^,j>-Li\ jl A.<>j>t^l ^1 jl 

.tt^Jjs- Lo ^*>Ls<5| oLaijj tiSjj^^l oLojJLx^Ij tjjjjJl iflj jlJiai 

i^j^-f' -^j-; Lo /. 55 ^j-o j.lS'l O-i jJLi^L) ,J_Lxjl«JI ^jJjlII ^J.5\_j^ 
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^ ((iJ^^'Vl iJljJL-iJi ajjUjJI ;-v5>iJl» LfJbj^ (^jiLi 500000 
7.45 ^ J-^. '•^LS'jJi o-j^-l Laijj .2003 

cJ^VL jLiiJl c_^*>LJl LUwi SjLi- JsL^_^ j! Uii! iJli'jJl ^S'i; .j.2002 
i:..«JJ L^j-j-i (^jL5LiJl i~«J^I cJLS'j .j'^J'^ ^95 cJLS' 

.(FTC, 2004) 2003 ^\s. J y, 7.42 liu.. JljJl Jlp hJi J\ 

JbJbJl ^y^j^l jJLvfl 1996 j»U> jj;^ : jLuJl J™- ^^^Lo .^\s^\ 

[HIPPA,GLBA,21C.F.R.PART11 (FDA DRUG : Lo-. ^lj_iJl ^ 

i-L>.: ^1 MUNUFACTURE), Sarbanes-OxleyANDE-SIGN] 

.oJL<>jjt«Jl oLo jJlx^I ^^tL.^j i^Liji 
Jj_^' oVL/2j1 LjLo J^JaJU «Li:La "in dy\l Iju ^2003 

iLajjJaJ 4 aL^I JlI) .JL^VI jj-J Oj-jJ-ii ^ 4j*>Lp 

:^v^li]| ^S'^lj jUjVI Jt» 4~,flii.^l 
4_JLj<Jj jj-il^ Electronic Frontier Associationj National Law Center 

i_gjJl t CAPPS2 ^_j.o_>~<Jl o^UaJl *_j15'^ 4w»L>JI oUjJji^l 2^U^ 

cjLa jJiA^I jL 4^ jilwa.>= ti^j-ys JLaJ .iaLjiJij 4_vsU>Jl cjLa jJj<^l 
g : •. " jl JLj<_j ^jl>^ ^ CAPPS oLiL^ SJLpIJ Si j_<Jl 

.dUi J^^^LaJL) IjjJ-o jvJ 4-^ J) ->J| jl ^/^ t 4jjj j^W^ 4l^__^l 

is jJa>J| J j_s^a^ JLsi> J,i:u~« J^SLLj ioUis |_5 j-^-i Cf-'' '"^^ ^LkJl i-jlSj ^jAf^ 

iLUJi JjMjlJI Lo oS/l ^ jjij 4i5J J .iwai^l (^"LiLn (_?^ ^j^' 
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oIS'^^-LJI iJUa^i jvJo (1)1 t CjUjJji^I "ULaj '*4^J ijr" t JwoJ;>t^ j^'^ ''-'1 

oljb^ aJlJi-IJI i^-dJlS^I -^J^ o*^L>Jl 0J14J 4jL>cX~-NI j| .1 g S^; W'j 
^JLxJ S_JjJL«JIj S-JLoJI oLij-AjtJl jL« .fr? " ■ J 14.4^ cjL«jJ_3<_oJI 4_j_4j 

o*5lj>«-^ iij^j t J-Ss-iu 4_^o.j-c_oJl iS'^,_lJl oULo JLt-ljj ^j^Ls^-JiVl 
"uLS jv-f-j ijj-jj ^j-* is J— J jl 

j^jLjilxJl i:-ljJL<Jlj ^l^jb^l jVS .4ij-JI djjX>^^ L> jg'. <Jl 

«-Lxj1 t4-jjJL«Jl oljJL>tjJlj cjLjiJjjJI jj-^lj IjJj-S^ ol oLojJui^l 4.jlaj 
ol (2r° ^■*-! '•^-d'-'-J' -j*-^ J-*' i-iiio oijj>-j^l oLJujJlj 4^ b i I ^ jLju^NI 
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5>.....J J^LSai jlJLiiJi oLo_^UJl 

^j-<jJl djLJL ^j\.x^ ^^-^1^^ oJS' |f»««Jiil ^^^^ yK^^^ 

"llSCJl IJlA J^''^' J j"^! ^^jwi j-<Jl jv.S^;>cJl J iliJi 4J 

.l^-o^jJ ol^,i,L<Jl 4.J,idJj tj-^ oLojJjixJl 

.jv^s^i oj^^'y j.~Jl.~jij "Ui^ijij toLLojJij t^^u^'yi 
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i^y>"^l SJ>.iJl oL'^jJl t|_jJ5jJl ^UjJI i«-olj>- 



c--ii Lo iy>-j ^Jip (. Carnegie Mellon ^uwU- CERT (CERT-CC) J^j~J>Jl 
LfLP ^1 4^iljj>Jl ^e- jAS^ (1)1 .oLojJlx^I ol^-i^Vl y^L.>^\ 

^LLjLJl ^J^L 2u£.UJl dhJ <Jlj^ ^\ cJl^ j JlJ bJuj^ (CRET-CC) J 
137,529 o^l ^UyVl li iJuJi j/Vl ojjU^j (.Lj^" 

. (CERT, 2004) 2003 

<L«JlSvj OjJli Jj tjLo-t-Vl CjLS'^^ ^^oJL>t.oJ t SiJjiJLoJl CjU^j— «^oJl 

^ j^L>Jl cjL- 4^1jJ1 ^L>,^1 4JJlSJ (Trend Micro) j-^Vl 45__^ 
. (Reuters, 2004) 2003 ^ jjUJl *UJl J5 ^ j^/ji 55 _. LA-b-j 

jl— ) t (Price Waterhouse Coopers & CIO Magazine) 4_S'^,__^ 
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.(CIO, 2003) ^Jl^^jl^I 0 jl 2004 (.U ^ j\ 

5-L>^l oLN^I ^ ^Ij-M-i' o^;L5^I Jl^- ^/j .L^'U^L^ 

(General i^ljJl 4™-l>,^l jiL^aJl 2003 j>lj<J ^Lj j^^lS ^jij 

Jj 5_Jlj-LiJl 5_^jJL>JI o'^LS'jJI JbJjJl jl Accounting Office - GAO) 
jU>c_a ^ L^jliJ Ju»3 4_JjJ.™oJLi jjj<.»iJlj JjIjjloJI oLjLj*^!" cJij^*^ 

oU-i.>cJl jl cjI:l™>cJI oJla jaj^ jvJ^jJl j^jJ^" 'j»2001 j»Lp ^^^i 

tiJljJLoiJl Cj'yLS'jJl jv^wil jj-^ J"''-' ' ^l^J if-j"-^ 3 Cj^^ £° O-b-Jl 
i^L™>Jl iJljJLjjJl CjLL>-»J| Jj<->^ (^-iJl y>'^\ t CjUjIx^I j_j3 'j-^ L«j<-si> 

IJlj^ i-u>^. .(GAO, 2004) « J^=^ ^ cJ^\S^\ oIa ^ Ji" ^ J^Vlj 

^y.-^^ ^ jJl JwQjJl jLLp) : L^i (GAO) ia^j^l oU jJu^l j^I 

(_j-i>tiJl 4j>t«Xj j-jco 4j>t.j^l oJla (1)J .AjLiX^\ «i.«~jjJl j^j-i>j<Jlj ^j'yi 

.l^ii--- ^1 i™Jl ^ (GAO) Jl 

ilLS'j (^jJ v-a « II 5JaU oLoj-U^I j^l gj^Lij-j ojlil (.5^ 'iL<J 
J^^Ujo JlS ^oLJ^I |JU> ^ Uaj! j»SJI II* jj-iU:l liLJj ?'Lj^" aJI jJlJ 
jLIxJVI lift j^^L t^SlI (I4JI ^_^jJl >U liLJ SSdS 
ipL-All j» ^ ijA y ^\ oLajJl ^ Lo .cl>jl _pJl] ^^^j^I ^IJI j ^I j-)I 
oLo jJlx^I j (j^l j-*^ A-jL«..^ji^l aJlSCv^I iis^j «-Llapl^ (_jS i/» j^^l J 

t jJ-«_^l jl ^j-^Lj oL>c-i 1? ^ ^^^^ *y 1 ^j-a J_jJ.^l ^^>-*ao La^ijLP 
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^ J^Lj<jJ ol o Ij: o II LiLj-l .(malware) Jl tiLj-jiJi oL:>«^^l 

^ySz iLSLiw^Jl jl t i>^lj if-Ls ' Ljlaj o jjJlLs^I il ^"^1 Jj-aj -li 

S llj S_aLj<Jl cj|jj_»ij_oJl ijji ^,-i.SvJl jjljJj ^-^1 ij^Ut^'yi 0^ t |_5jJ^I 
Lo ^ ^y^^ oLojJijtxJl ^1 ^ 0j~5sJl 4JlSLi^I oIj o_^j^ Ji ^jjLi^Nl 

jj 0 ^^iCiJl oJl* (1)1 Vl t IJlj^ ^Li (hackers) iL-^l (_5-«-~^ ^jj 

ti— 'LftjVl IJijJi^ *>V5Li jL jj^Jb 1, J-.ax^<JL IjLjjuJ ((aj^p^^I iJL^^^^I 
.IJl^ aJlSCIxJI oJl* jl j LSji jVl t (cyber) Jl i— <Lajl 

JUiJi jj^"^! 5^c^>J ijAr^' (^'j^' "^^ j^"^! I j-^l ^ iJl ^^-^-'^ 

t lilioJaJlj iJjjLijJjt>i cJ\:>x^ ' ^ 4j.S\-i^l 'j.,o->- iSi .cjLijJu<.<JJ 
tiJjLi jJu<_a ^ cjI jj<j ^.,(^ ' ^ tiUJLS'j t oliJ-^^l oJla JjJjiJl i ^-^J 

tl)jl>tJlj<^ Jj<j>iLj ^1 L cJ\ jj<Jl oJlA JjJjiJi Jb Jb<Jl ij^j jv-^J ' tiJjuJajlj 

t cjL«jJ_»_qJI ^j^l oLJJaJu Jj&L>cJoj t j_jJL>JI (jL^Jl i>-jli^ 4JL™<JJ 

oLo jjjt/i 4j.^a.l..M.o J I jisL>txJI JL>JJ 4-^-3 y 'L.^i.^j^ L>-'JJ 

ik^'Vl !jlJ JlS t((o*A5Li^l)) ^! lJj lil dUl! 

4.L^.>jnJl oL^j^j-Jlj jlJbjJlj ol—^jj-^l jl jj-Sv-o-j L^*>Lj^ (_r^' 

Ji^b (malware) ^ ^"^1 
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bjjj tlilij^l j\ (.AJL^jli JLjJL>J| AJialJl (1)1^ lii Lo iJLxJ Jjtdj liLo 

' ' ' ' t 

J-*^ dUJii'j ?l LU-lj iJbJufj J-^^-^ 01 '^j-^ i>° 

i^yJLxJl (Beta) jLj^I Ij^x^Jix^ us^l j"--^ " tlr*^ 

J_p- dLLj ol J-^i ((Server Software X» ^ 4j,^™jJJ 

(^JJl ((Rogue modem)) i.i,wj-jiJl j»i j^l jLlj 
Ai;-iJl |_jSX>.*iUl iLiJi ikaj ^Jlij Jls tdJij oiJL>wJl J.<>-«Jl ila^t» iLiJL 

i^ysUtJil jl ((the sys admins)) oLojJl«_<JI ^UaJ oj\i\ ol tUi;! JLiij<J JlS 

. LljLojJlx^ jj^l oU^Lj:^!-) ^Lo^LaVL j ((the network guys)) 4JL_^I 

tfc-ijUijJlj toU^y-A^I j_«.;>t^ c.l.l:i5l; tLjLojIj.^ Cr^^ ((JS'LI^)) 
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.oJl* oLo _^1»xJ| jj^l oLlLla:u 

^ ^ i isLvi^Lj oJla ^ g a"! . JjL-jJIj cjLJ <J|j t JL™]! 

i-lSLjb iJL-^j oLojJut^l j^l iJL.^ J-^ -W ' 4i*>Vj<Jl 

■(_?^'^' Jb>Jl L^jjJ oLojJL>t«Jl '^hj cy t^j^^^'j 
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?Jby ISLa 

jJu jl .L^«->t/3j Lj-oI J^^ixJl liJJi Oi t J ^-L^ 

Lx-j oJbJLc- 'uJlliiL/o (3 jJaj «L.«j>t^j Ll^I" ojL^ JjJ-' ^LaLoJ AJuLk L« ,_5J-f- 

.i^LJl SJu^ ^ ^jA>^\ (^-iil jj-^ 
JbJijJl j»_^jJ jjJlUI j^^jJl jJl ^\ A-^L J i>»l^" « jL^ 

ojLp Jli t j-oJiJl ^IL t_JUJl ,_jJl* J ?aSj ^1 

.LoLoj LiiLls^ LJjl« I ^JLpLaloJl jVj-^jjJJ 

<C-Jl! Lx^ 1 .ii?^! 4jiJLx>tx>Jl j^LjtxiJl (__frf2j<j ojL^ tili-oj JLi 

j>.T)) SjLjJ bJi^ "yiLo Uij! Oji^' pLi«)) SjLp oU ^-^^.j 

J^l Jjl/o ^_yjLP J j-/a:>Jl J^^:^! liJLLiJ (_^U? CjLi^j iiUii^lLj 

j_jJlp J J .,^->Jl Ju?-I JjJuJi ^L>c^ -jfc-^^ iS'j^ jj&j *^l t dUJiS' 
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(JjLLoJLi (jJjiJLi Lo_j i^jSoxJl j^L«_gJl I J g ."'.J (jl t^j^lxJl is 

JaL-ilj tiikuJL 4^UJl jiJlj -J^^aJl (»-ij<-! SJl>^I ^J'J-LJI J-ji (j-^ cjUI ^ 

(_;^ ji jv^L™j jl ^^W: ..." L^l t^j^Vlj 4jU>.j>JI J^I jj^l jij ^^Lx^ 

Oi ojil-v' i=-L^ 1.5-^ '-^ j-va->t_)J 'L^^j CjLsLviJ 

.i^AxJl jlj'.ll i^^j iaJli>«» *'(_y<>j>t»j «jLjJ oli IJlS^j 

.dUj oLiku (^jx«^l ^jJu iJL-^l oi^ j^j-jjtJl ^^^^ 

.oLo_^LixJl ^! Jj>-! bjLLku -u..^ ^1 (_$JJl JjVl j-a^I 

tCjLjL~Jl 4_ii*>L^j tij^,_Ul : ^LJl ^^..woJ-Jl cjb^,_L<Jl c^^e.-.-.^l J-iJ 

4.ojLiJl L» Lf- jj t,J_JijjJl jl 4^ J ^ !l ^jjJ ^^.i:>cjJlj tjLS\j^i/l j»-^J t 4_iJJ&L>Jlj 

(DoD) ^lijJl ojljj J-S' ^ '^•i-^j cJL>e-l- JJJ .oLJLkuJJ ((ajoJlaJI)) 

((j^jjJsjJl oL«jJ_»^l Ja-wi • (J~^ 4_^5vj^'yi iJljJLoaJl 4_aj.So>cJl ^J^Ljjj 

4009 jvij oL^JuoS (CNSS) «4-ds_^l j^S/l iJiJi ;j>J» JJ ^ ^^Ul 
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oL. jL^\ ^\ oLiku V JlS oJl* . (NSTISSC, 2004) 

^JlSL.^ |_jJ<^j^I ^ij.o_J|)) |__j.L~~<Jl |_j^LjJI jLj<_<JI iJi^ JLiJ 
(ISO 7498-2) (ISO, 2004) ^.UUJ ^j-iJl ^.JkJuJl jiLvaJl "oUjl^l 

JuJuJi (Garther Group) ^5^^ 

I. J . J .^4. 11 J tj^^^^jiJl ! L^;^ J ijjLJLiJi ^j,..t^s'ti\ oliji<Jl j_yJ| oL] lg"<> 11 

. (Witty, 2002) Ji-JcJl ^Jip j 

. (Dhillon, 2000) iatJij tiJjj^l : Jlo (RITE) 

tj-o'yij t 4>Ji:-!>Ljlj tjL«Jl ilj-^J tijJlj tJajl^lj tJU>j5'*^lj t k_™-L<Jl 

. (Holmes, 1996) j 

oLLkuJl)) U^^li (^L. ^y^UjLJlj jl^ly^U OjjjT) IBM ^S'^ Li^L 
. (Mani, 2003) ^JikJl «oL.JuiJl 5i_^ j^^jJ 

: JlixJl J.;^ (.s^ ' c^^r'"' ^^^jj^^ ^j-*^ 4: o oli^^i^l fjAx-> 

0 J L»JlL£> j»1991 j»U ^1 oLiki^l oi jjJJ 

iijik* oli-^ ajJaUJIj iu*>LJlj tiu^^l (John McCumber) ^_^Lo 
clft JL. .(McCumber, 1991)INFOSEC ^,-^^1 <>r'^j^ ^ oL»_^Jb^.Jl 
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Jjjj jv-wo-^^li L O j-oJ>c-a ^ 4_5^-^ ^^^^ j-v:a>E-oJl Oljl-^>Jl 

j-woLJI ^ JjIjliJI S-JbUj iLJjj_~^ Oj-jLs" iLXjj^Vl 5Jlxjl<JI oLVjJl 

ajUjs-j a^wj j-v^i- 5jUp- ciJLf) (HIPAA) ^1996 

oLVjJl ^ iJLJVl oL»Jl>JIj iL>t-AJl ojljjJ Laijj J . . la 11 oL»j_L>«^l 

oLojJl>«_<J|j 4 . . la ll 0*>b>t^l ^\ oJl* jU) i~5Cjj^Vl oJL>t:L<Jl 

iJ j-aj^ jl tiw^lj^l ^ jl t(3jj-Jl cJLS'I 4 . ■,r?->.-^l II 

oVU>- <wi-AJ «i~vj_^jiJJ UjJlJ)) ii_i>Jl (HIPAA) j^^-o-viij .((L^-Ui 

oLojJlji^I ^L^iVl LfJ i>S^ j_^l oVUJi JuJljJI iilL* (^ji^l 
aJUJI oJl* ^ . (U.S A Dept. of Health and Human Services 2003) A^t.^s',^\ 
"CSCl J t 5jj_LJI ^jji /il (j-^ J . .^j 4. ll 1 Ji la: J j| JLLoJI ,_yJL-^ 

AjL>j>J ojLa<JI oUI^VI J. .la" jl tliJaLs- lyil j jiL^ Aj^^^JJ Oil ^,.0.5' 

.i-v' J ..^-^ll t_JlJal« (J_a>ilJ olS^ j j5w<i oIJjJl^I Jaii Aj^^-JI 

i_jJjMl 5 jJaJ-Jl jj& oU jJm^l ^j-^'^ \JlJl>J}\ CjLJ W: <J| jLS' lij 

Aji-wJa ^ i.l.^>t-Jl ^JLiL<JI J-i^-ll jli tJUtS CjLijJjt» ^j.»l J jw» jJ-J 

Ju>-I 'ijoLj 4jjLo<_oJl i_^jLj<jJl (1) j-So JLS -iSjJj-^ j-^^ J-* k— JJaJL<JI IJlA 

oLajJjt^j jj-al oUJaJu ^^-'i*^ ,_5Jlj tjL:^*^! ^j-^ ^'j^' u^J^ i_5^ 

J jl JUo oLa jJ-Jt^J jj-^'^ ^-d-*-^ 'Lo-lijLa l_5^ ^J-~d .SiJL>t_a 

i^JlLll^JI jl j>j JlS'lju jl tiUi JL«j |_y<-^ U-S' i ^^i.Jij>Js\ I^JlIsiju jJ& U ^jI 
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^ CjLa jJj<^l ^j^LJ ((((cjU jJ_»^I (J-o-x^l ^-lijJl» 2^ 

(Joint CjUjJm^l j^l ^Lk^j UlS Jj>JI a-Jo iJu&j t iwUjJl 

: JJ_. ^U^SlL; Lv^UJl oUl^Nl Jwo-^- . Chiefs of Staff, 2003) 

.« jUl jl j-l^" J til j:;i^*^l ^JlIS J <■ iJajVl Ji» I 

^LijJl)) cl^liJl oL-j<_^l oJl* J-oJL^' j! Vjl^ jJL>-<J| j 

^ JL;>«J| j oLo JJb^^l j^;-^^ i$ aJL^ j SjI ((oLo jJLx^I (_J.x>-)^^l 

oJu^ AjjJliJl ^^LljJl oJL?-I j o o cLUJlS^ .L^ aSJL;>wJ| ^U^^I 

jJaJu La oiLp .(IDS) (_;lj:Ll^*yi ci-lS' j^UaJj tJll<Jl J.^^ ^ji-c- <■ j^Jc^ 

■ 1, a . 1 i_5^ ^SL-i (_5J-*' l-^i J-^ 'LJLaj 4JI ,_5J-«- (IDS) jsUij 

jl jsUajJl (_5J-«- 5jjb->i-^ jl ij.>L«- oUsLiJ "UXiJl oJlA C-o-o-v^ 

t j^LJl (IDS) Jj^JuJl j^Sl Jl ^Ml cJ-li" JL^ oLi^ IJla jl .5iC_^l 

IJLa (_5J-^ '^-^J-^ "("J^ ^ iU>cj*^ jiJ.™- t iiiiU^ LaJLXjO 

f-\jj>-\ ^y-H '-'^ ' '^-^ j-~^L^ 4.5L«_Ji jl j-oJl jl-SI *l t ^j,^ jx-JuJl 

liU .iiiiUsJl ^jij^ Cf^ ^ 5-3lwiJ Cjli,wi>c:o jsL^I 4^ jjaj ^ji^'CJ |JLoJjt>i 

4_jLs t LojJj LijJ-a o<_iljLoJl oJla Jjj_~^oJl jLS 

jjlS J ^ Jj Jlj^'yi lj_^l tJbJL^ (_;l__,JLj^l *±jJL>tj Jj Jlj.^'^l 

.i-jLiJJ ibL^Jl oljJjJl jv-f-j-JL; ^-iJ-Jij t iSv~lJl ,_5Jlp jI JjjuJI ^ «-lj--- 
J.5v-io i_jjJlS1«JI f-lj^^i/l jl tAjjtljJl 4-.jL™JI iS^yj 4jjU>_« iij jJaj 

. Jjl:^ j» 'l^XiJl Sjljtill J-»^ 
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t 4_i 



oiJL;>«^ (1)1 ^j-S\-«_j t J-jL»<< j-LI J-'^' SJuJLC' |»_jI j-9 

ft .((oLojJuoJI J-Lx-ftJl ^UjJ|)) 4.-;>t-jl^,;L^| '"^j^ O J-So iJUi"!^ 

iJiiL^j t(»I^Vl L. JLi^l J-^ (ISO 17799) jL^I 

. (ISO, 2000) 

lyS yiS^ L^Jl ^Jls- ^'^\ ojl-ij °JJ-^ ^ J-^w^' ilr^' 4-ft b i I )) 1. a 

! j^^jJ^ CjI jja^ Ajiij-ftJl L^lj t CjliL»ijJj j_^Lj<_aj ! (_5J-J L« J js>- 

. (Internet Security Systems, 2000) 



jj-^Lj oL-j>- ojji "5— j J jJLSD*yi oLJLwJI i_«JaJ|)) ' 'n jJ-T 1 JLs^ 

<. t|t-?-lj tjji • (_y ol jlg?- iaJjpo L^l oLojJlx^I 

.(EDS, 2000) c_Jljj 

jl tiji^ jl t 0 jio L^l |_jJlp CjI«-I__^NI oJl^ UjLipI jJiJl ^J^^j^^ 

JjL>ijJI oJla jl Li'lji^ jj& ji-^-<Jl oLs t ji^l J^^^ (^1 L^l jl ' '"JJ^ 

jS\ iJLc- i_iJs>^ oUjJlx^I ^I 0L3 dUJUj t oUjJj<^l ^1 SjLjij 

.^uJalftJl ^ ij.isUiL-i'^l ^ 
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^jAL^ .J-o-xJL) ^2j-5vjJ^ t jvfi'S J j^J t Oj.i~JLj ^2j-ij<JL.l^lj 

t5.<JaJVl j» JLi>-l J o*>IjJl«J «•! JuV jLS' lilj .Ajjjlj: oil ^ j-^ ^Jl j 
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.JjjjJlI iibiMJl oL»_^iJl oli*>l«J Ul?-j 



iJL;>xj Ol—o— 'J oUaLlj t *ALo 'uSsjj^jVI SJljJLdJi iojiC>Jl ^^^3 ^-o-^i t 4i.A>Jl ^ 

oUiJuiJl ^Lki ^ (HIPAA) jjJU JJ_« j_JljJjl J'ili- \^ oL^3_<Jl 
Ojjlij t^^LxJl 4^L>,^lj jJjjJl cjIS^^ (Sarbanes-oxley) jjJlij tA~>waJl 
y'\j\ -bo M 4JI Ml .aJLJI oUJLkJl cjI^^^ (Gramm-leacch-Bliley) 

JuJjJl jl "yi t^UJl ^UsiJl ^ «i™-3^l ilSLft)) J 

.oLxjL<>_«Jl ,/}'>[£ ^ASLi jl j\si>^ ol5j-iJl 

iJljjL-iJi oVLS'jJl jLi ?i^jiUJl «4 -j^l U5La)) liLJ 

ji-pji >— 4^5' jL) J oLojJlx^I ,_5Jl^ LfsLiJl^ J-r'-*^ 0-*^ ^rr^j-**^' 

J (( Ji-oJ I aJ-SL.*)) j j g ->■ ^ - I g " " g ^ jLijtJl LgjjJ A-ttJaJl 

i-» j.SC>tJl ol jJaj>«Jl J - z^"" ^1 jJl j_y9 .4 o la", o U oLo jJLk-oJI oLj-iJ «-lj-~i- 
J-*-* J ^U-^^' «i.~-^3.<Jl S-LSLjk)) JLjJL>«jJ oJl>«JL<J| iJjVl 

j5o>JJ iuJuJi cjMLS'jJI t((i™-j^l 4JlSLj&)) ^t^Ij-j 

Jajl^j t 'lJ..^iL>~<JI 5 J b '■ 1 1 ! it- j.o.j>t^ t4.«5o^'yi ^^jJl ojljjj aJIjJL^I 
ja-Lij Lo_l_Lo_S .4_J_o_3<Jl jl 4_o_^_o_U 4-wLw»»-.L-'l] I J 4- Jwi-wl I j-Jlj t J-^>-3<Jl 

jU (. Aj ^j^iJ-Ji] (_5jjJaJLoJl ji_~-^l |^yaJL>t_« |_5jLo-3<_oJl JjJLoJl J '. g 

A*3l j^lj ^Jajl^^J^^I jJl ^j-a AP j.<>->c-a j jjiSAj ^j-wojL^-^-^l j.5o>xJl ^^^^JJ-^ 
(_^jjJij^l j»— >'j-il Ij^ jl jj-JL-Jt-lxJl iljJUjI ^LJLj .AjJ^j^I 
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'ilS' tl—^ 4_Jlj_LiJl ojJoJl ^ ^^jj;^ IJla J «4™>-j^l 4JlSLa» 

^j-^tj'' jjl jLijol ^..^^^.J IJj .0^--o--*'J tjUsLio ^j-^>t>s U 1 

j! (DOD) «^UjJi SjijjJ a -j^i ^lK-a'j^ jmji jl. j! ^(feaf) 

. (Zachman, 2001) oUjJU^l ^ 

jljlii t_«l:>«j (j-J J oLojJbi^l Oi-tai t_J.;>«j JjL?«J ^_^>^ .\^'..'.~s' jl 1 g b '< 

. (Von Solms, 2001) UU: iii::^ ^KA- tij^iJl jl ^IkJl 

oLpi Lo (John McCumber) ^j-S'Lo j»1991 j»U> 
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.(McCumber, 1991) (1) Ji^AJl J oLo_^i^l ((J.lJJl 




. (1) 

(McCumber) Lgj-a jLiI JjJ .«oLajJL«_«Jl oLi-rfslj-^" -> (McCumber) 

(McCumber) oLL^ ((oLojJl^^I jI->t<Jl ^UjJl)) a_x>-«J Lo oi 

oLiiJlj oUujJIj t|_y5UtJi^ll j» JS' ol^ JLaii .oiUiJi ;jAi\ ol^l 
SJ*>ltJl (McCumber) oLoj_Lo J.>t» «oLojJlj«^I ^^r*^ J.«_><^l ^liJiJl)) ^ 

JL43 toLojLtJl oVLxj oLL^ Lo ,J\ (McCumber) ^ <l^\iS\ (^L>Jl L.1 
0 j_a 5JL>- ^ jJ oL» j_L«_<Jl ^-::-<>-^ ol (McCumber) JLs 
Ji^y o! (McCumber) jU-l JlS j j! ti^LiJl j! tJL-jVl : il^*>ViJl 

o! JL^jVl 5JL^ ^ d LoJ-j^ SJL-^I ^«^Jai^ tJLiJi J™-^ J^^j^' 

.L,(? J ^ji^l iJL>- j j5sj 

Ui^ 2001 j»U ^ (Maconachy [et aL], 2001) Ui^j t ^_sii^ j 

lla ol .(lA) oLojJuoJl ^^L" ^ij^ Ji\ (INFOSEC) jy^ 
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ij-A jji}jj> ,f-Lo»*^i j] ^ - ■ •■ * ^^Vii ^ j"^^ cy -T^^ 

jllsl ^^LxJli . (McCumber) t^JL>iiJ ol^^-JcJl ljJii> JbJL>Jl 

c-^^jjt J-i L^l t ((oLojJlji^I oLi-/5ljjj)) (McCumber) L^Jip 

(McCumber) SjUA^I ol^^l yrl ^Jl^ ^2001 ^ij-^J JLaJ .j^)" 

oVU-» (McCumber) ^jij-*^ ^LlJl i_JUJl Lo! .i-j^l j oLJu^l j 

.oi jJl Lwa:u (2) JiClJl 2001 




. (2) J5LSJI 



JLkj jl jjiCoJj .A o Ij; o ll ^ oLojJbi^l ^jL>tl«J j_^l ilj j]a]\ j (. oi\ ./! o 11 

.(McCumber) 2001 i>t«jJ j_^vaJl LoJiaj jjlatll iJia 

o:>dl oLojLtJl oLiv?lj>. (Maconachy[etal.], 2001) 
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I <C\(-\ js^l cJJl^^j 'V^' V"*^^ cr~^ cf'I (McCumber) J 

% j>.>cJlj iUJUJij (.JL-j)fl 
l^Jl j_jJlp t ((CjU jJu<^I oNl^'i I— ivJ' J ^ (McCumber) ajLp Ji 

1 4J jiJaJl |_y3 Jljj M oLj jL«^I iJijI J ^ j^l^ ol5L^ c^LJ (McCumber) 

.t_~«5UJiJ ^liJl JLxJl IJla civf jJ ijjLio (McCumber) J «oU jL<^l 



(McCumber) «oUjJu^ oNL^» J JjJ-^i' «i..^j-Jl 4JlSLa» oI 

ijA>^ 1^^^ ojJlHJI 4 o la", o II JLx-^ «S.«^jH«Jl iiiCjk)) ^|jL>tl^l ^loJ 

(McCumber) _^x>jJ ^jlatll IJl* ol .i-LaxJl iLi>iiJl LiJl j aJlJoIJI oUI ^VI j 
.(3) JSLlJl (Maconachy, [et al.]) JJ ^ i^Ji;>uJlj 



D 

D 

n 

D 

a 
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. (3) JXill 



°JJj~^ 'iJ.Sv^ f-\j^ t i_5^j:u~<Jl jj<-~3j oiLaJl LajLoj:^! ^^^I <iJ.S\,^l 

.0^1 .,<? oil oUl ^^^Ij oLo jJutxJl 

(w^Vl J-* oLojJlx^I j^^Lj oLJ la:^ □ tiL«_^jH<Jl jJL^ 
j_y9 1 j^jLlJ S_s^ jjJl 4 o la", o 11 jl jil 'jl .4 o Ij; o 11 oIjl?- j 

j_yi>tj j_^l AjjJj-aII ojLa^I OUI ^;^Vl J oLo jJLx^I j^^Ij oLJJal/O JbJL;>«j 

U^l diJuLoj jl .((S-^^JhJI JJiSLjk)) ^y>-^ Oj-L«-«-; ,_5Jl 4.g^?«-il 

.oLo jJjixJl (j^lj JjJ'i (3^t~^ t_»*<iLL<Jl ^ ^ all 4 o la". oil ^ ^^^^.ai^ 
t iSjb oLo jijcoJl jj-~"lj oU la7a jLlP^^I jj-J<-i Jii-lj oJbJL:^ A-^t-^JJi iijLia 



50 



^ (i-f-o-" ^ t 4_lSL>_<>JI ^LsjJI JjL^j ^-;:-<>-^ 5_LoLi jjJljj 

4JlSL^)) 4iLi>l Jj<j t(McCumber) j.<>_J ^liJl J~?Jl jl 

j-J«jlj ' I - g ■ Ij^ oIjuJl^Ij tJLo-C'Vl ojjj-^j t5_j.iJl jl 

JlI) .i»JLL<Jl (.r^ ij'J o^y^^ t-l-^x-j jl Lo-jlj 

((LLs-V LfliUi'L) V J S-J^l ^ CoU Ljj«-.^)) ojLjJI oJl* CU:><--^1 

«-Lj J ol oLo jJl«_<J1 J^l (.yJ^i-oJl la H jJl 

Ijlo Ji~jJl s-LJl jl .s-LJl ^ jl^?tJl ^^-«-=rl-i l-*-ri -*~?*^1 Jj^l 

IJlJ jl ^\ ikiJl oJukj .(_^jUjixJ1 j»-x>-aJ1 ^ ikiJl oJl* .iki^ 

.U^l oLo _^l)t^l ^1 aJl»^ L^ju 

iJlj^ oVUJl j»-laj<^ ^ ojiU AjjUtJlj iL»jiC>Jl ol o Ij: o 11 jl 

dUJiJ (_5a5o .LfLi j» iSOi.0^1 ajjUj<^1 Lfjl^~Jij >_a]9_^l ^1Jl>i1^1 

' ■"■'I g ■ j" ^ aJij-oJl ,_5-L^ ^-fr-'njj^J ^^--«-**j-!l (J-o-'-^l "1— i-^^J jl-''— ^1 

4 o Ij: o 11 jL aj-'-a^ 

ijl ^jJLi jl j-oJl (_5-l-^ '^•^J-^d ^ 'LjLi ^z-Jj—O-^^ "La-^ jJl oJl* (JjIjJJ 

lil ?J j^i^l j^^vi>^l ^IJj^JU-"^! t^jJl Ja>Jl J jjjl J 

il^\uy\j t5_y>LUl ijOl^ i^w-l^l i^^->Ul ^1 iUJl ^ L^^JLlJL^l U 
jj6 Loj 1 4_^U>jL?-*^l Jw^l^jJl |^lj-«j i'i^jJu]\ 4-J J ..,^11 oIj_Aj>cJL™oJIj 
i_^A;>tjij jj— i-k j-oJJ ^t^^>— ~j jl 1 . a W 1 j~J<-J ?*1_JlX-^NI lj_A |j^ J j_^LoJl 

|_jJl I jiJj>cJ *ljL^I ^ (weather.com) al? U j ^y^SJ'^l 4j>r-a..y?Jl 

ojLjj j]^-^l j-'^ ^L«— Jl ^jS- liLo ?i^jJL>Jl 4.SL-lj 'UlvsLaJI 0 j3 j j^c^ iS-^ 
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^jU- LoJiiP jLi-MJ (CNN.com) ^ y o^^^^ ^jv^^Uisl 

I— 'jj (wi-lsj-oJl J-S' J Ig i rt-^-^-j ^jj> ' j*-^ J-* La jj .«llSL«_«JI o*^L>tJl 

^C-*-?*-^ (J-~^ j-^ g • j-J (_5-L^ (_S j-^^^*^ ^ jJlSL^ J'-*^ «lja^ ij^j jji I J^^>_3<Jl 

jLxpLij jI y:C^\^ jsJlio »i.j.iJl jl jLj^L .L^ ^U-^ ' y jr-^ J-<Jl 
ii^"^! ojb^l Jlp Jj& tj»|jj^:u-^l J J^Jj o-^-J-=r ^^^i cjL>=:u>jj oUJi^ jl 
(IM) i^.j_^l iJu^l^l JJl— J '"ki" jl _ ^^^1^ c^\^'cJs^^\ 

iwsjwajiJl 4JL™<J (jjj bJU^ j*^l L>J& ^-JLi oijj^l iJLiJi iJlj^lj 

j^j_oLa ^Jw^L^jlU (^^-— - j-j jl) c-jL.--Lw-.*J1 j j U " jl iw..^>E_) .oLa j_L«_^l ^j-^lj 

J (U^ljLitJL-^l ^JLp jI) U^IJLitX-^*^ oUijj ,j--5o<j ^i~>o jj^JUliJl 

.J^l jlSCo 

t jj_)jj| i^JliJ jj-jLoLp iwflJi jJ t^-^' c ol o la •. ft II JLjJLxJI i^^l jJ 

iLJuJi jjjjJl i»JLj>- JlS'LiiJ LgJbjt^ j Jj^^iSUVI Jlj^Ij <_4jL^I oLftJLSCo 
oL-L^ ^Ig.t.iVl oJl* j jjJiJ«i..lxJl jj^_^l jl .JLajVI Sjj^j 

gJLi^Jl j! (.jJaJl i>^»'LJI 5JU^ tJLlJl J-^ Jlo ILJlJ oLojJbt>. 

.<LJ-JjjJl A~Ja]l Ajj-5mJI 
CjI j_iJl Cj^LS'jj iJLoJl (jljjVl (jl j_~-l J^-5-« - Cj^L>J| ,_;/a_3<_j i^jJ 

Ajjijljuj tij|Jb>-'yi J^^>c-~j ciLj iUL)^ 1 ■ a W'. a jj^So Ji5 _ 4j» j^^lj <u>cJ_>~<Jl 
jl j»liaJl Jl c^j^l Ji~-L UJ-^ djJ^ |__jJl o*>UUjJI J~»^~-J J^I 
4_JLSv_aJ jl ^wiljl .oLil» jl cjLaj_Ij<_oJl J^ -'-'Sjo jl 1 4.SL_iJl 

tj^!>U -iSL^I t^l tij-Aj>cj Ujj^ j-^j t i^l-^lj *Llj^l ^Lf- o-ij* ^ luJi 
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t J-As- i^jJi i.^*^' d5L§ljVl ojjJai- JuJL>tj iwiU- J-vfLiJi oj-* '^l 

f-Vjh* ^j^^ >^L<>Jl5^ j ^1 la". II ojlij oLL^^^ J j-^ jJl (_jj>- I 

JjLSjj t L5wL«J (JjI jJaJl oJuk ^Jl4j .oLo jJijtxJl ^, g I j oLjJL*.^ ^rr^ J 

(I) :L-A 

Cj^L>J| JUJLxJI 'LlSLJj tCj^l_>Jl ,j.^i-><-; ^ J-r^ ^ j-^. 

(JjUo oLo jJlxjj ^^I 4_^1_^^ j»— tj-^J"^ j»Lia_Jl iljJUi jj-S^j N |_5 j^Vl 

1,^ o jj: o II J-="b J^LL/o oLoj-L><-«Jl 1^1 J^LL/> ^-j^-LpI oI Lo-; 
5^ JiSfl jJlp (.UkJl "ojbl oL-L-j oUI^I SjbNl 1^1^- j! dlilJi 

^ u «• ft 

olj .'Lx-ji/o 4.1 jj W oJl ^j-^'^l cjLjJL-vwo oI JlSLJI J^I jj--" aj^JI SjLj-Ij 
JLxj L^JiL^ |_jJlp j jwa>Jl J iilU igj^ ^UiJl ojb| iilij JiLxjJl 

'uJ<_i LJwoI j»l b '. !| (J oljLjLalj cjLjjJl~.^oJ (_jjj-^l JlLajJI .2 
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' i > - - > 

.dJJJu ^li- 

JjUjJI jLaij J^l oLojJl!<_<JI jji-iij J SjUjJJ S-iJij ^j^j .5 

jj» jL>tj LLo ^UaJl SjliJ J^<i-*^ li-^Jj J -^-ioJ' (j» J 

ijiiill jjU><^ ^t-^ 'hiJ-^ cT*-^ j»l b'.ll jj^l oj'-^l ^ J-S'LJl .7 

jLi^'yi j^-;^ Oj^jJJ LftjisUit^J LaJjIjjJj ijiji l_5^ jj--o-A L.~<J I jU t iS'^_^ 
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djj>-[:j>t^ 0^ ' LJLo Jl LJ jJU jl L o .la'." L-..*.^ oLo jJjtxJl 

.j»J!!L.w<>Jlj OjJ^I OLOjJ JbJL>5j .1 

.^Lo JU^I ol jJ .2 

jJl jJj-laj .3 

.iJL- "ojlil .4 

oL>Jl JjUs- LfJl .fTtA* i,^!! Ai^^l 3Li^*^b til-fU 5ia^ ^1 oJl^I 

jIjlo |_jJu> j ipL- 24 Jl Jl jJs oLo jJlji^I o j.ojkL-^1 j (^IjjJI ^-«-^ ol ^ jJl 
tojbVl ^jLiij j»*>U^)fl ij^^j LftjjjJ ^_^l oLojJl«_<J| IjJjLajj t^y-_^Vl 
jl t ^L* j^l (31 j::i^l : Jl* - i»jVl oli jl J*>lj>- .oJi^ j oli j ^1 I ji'jJ^J 
j\ tia-^sLp «-Lj! oULJI jlJiii j\ lOjjj]] oLojJboi j! oliLJ Zj'jLj 

i^.»*..5o (2;^ J II ■ J ■,^->- Lo jl J ■.^•*-; Lo «ijljj|)) o^,-.-5sJl oLo jJl)<^I 
Ljt^ Oj^ Lo Ulp (_5JJl) jvaL^^I jl ^_^LJl jv^jJl iS'^^l jl iL^j^Jl 
.SJlax^I Ji'Ll^ olj~«^ ilLa jl (lJi^ 

JS\j j»_*L«^l oLo jJl»>j Jajj (_|^^ jj-* iLxj'^l oiJjiJLa 4..,>c.^JLa U>_J J"^ 

.S-jL>cj^Ij "uJi^Jl oLo jJljcJI 
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: J/Vl JbJl 

^Jij^^J oLo jj iJo- • 

IJ^J liU) (diU)) iiji! • 

0 ji |_^L>«_JiVl liLJ) ijjJJl JLo-pVI J jIJl^ * 

.(Lo-^Xa ^ d\^^ i^vi) d j»-*L«~<>Jl ^j-j 0 jjcJl -L>i • 

Vr^ (^'j (♦-'^ 0^ ^Jl ^^>^' -^^^ « yj-^ ^ J' oUajw 



^LUVI II* liLJ 

JbJljJl 'k>t^ J ■.^•*-; ijljj-liJl <_ias^ IJl?-Ij ((Lj^^^)) ^^L^I JUfflj^^i 

p. s 
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^J.5^-1j <C-**«J1 jLj»-*^lj ^jJ-^jo 

: dJUJI JbJI 

j2^LjJ|j (^_yL-ai^<Jl j-ojJlj ^1-<JI ^LJIj t5.«^jH<Jl 2_«.<>-^) Oj-o-ftL—oJl 



: ^1 JuJl 
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WWW ^ La J ttl>jL5- liLJj ttl>Jb- Lo ^j-iJ oLojJbt^ liijJJ 

.4jtJj->i 0 jyJCJt OLvii A-J*-^ 

ojU<jdJ J 'Oji^l^^i J-f" 2001 ^^-.oJL^ / J jJb 1 11 oL«j>tjk 
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(IV) ^1 ^1 

i^yVl 5Ji>.:uJl oL'^_^l <.^_ji_pl ^UaJl ijwU- 



^1 



(_5JJl (_5JL>tiJl jjk iJuk tJU- ajI |_^Jlp .ap^^ ^^JcuJlj |_y>Li<Jl Ja~>wJl 
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Ai~Jl oJl* ^ ol jkii\ JLjJL;>«j ^ jL»i)Cj| i( j» -,^11 oJuk cjl-A; 

jL>±L^Vl A--~l5C<JI 4_<>_^l ^ ^L>«^l iiji jj3 iwotvaj liJJJtS' .Lg.«»ij 

(^.»~«J aJjLx^I ojLas ^ Is^ iiJL~<Jl olj toLojJuoJl oLiflj 

OjjjJl 4i*>\^ i j-?^ •^'-*-!' cr'l '-^J-Jj-'^ i-^LitJl oULJl AjL«^ JuLoJ 

jl oLojJu^l (j^U ^~^l ^< .o.,r?i) oLS'^^l ^Ls 
ij^ j! ^1 2JlpUJI 2_jU_^I oI^I^VL L^I Ml^I 

J™-^ (.r^-*-* jJj<_oJl oLoJaJI-oJl JjJLxJl Ja-il^nj 

4_LjLa i-:-o-S' (IRS) iw-Jlj ll i>i j_SCj>JI J^-> Oj->^ : JlJ_oJl 
oJ-A ,_5-Lp (IRS) J^va_>^ .(iw-Jl^^, ll j-xJb ^1) 1 g •. "iL; j oLii j_L«_oJl 
oJla J^.^a>J (IRS) jl jj» jv-i- jJl . J^o-«Jl *_jL>w=>I oU jJm^l 
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*y Jli 4j| t i_j j^U-Jl 4.oJaj|j oLSs-Ji j_j3 cjI yC Ukjii JL>-I j:;:^^ U>jlu 

JLii tJ.-iL>.^l ^ Jlj>Jl oJla |_jJlp ,_5^ 'cr'^^' oJjJl I-^-^j 

.(jlj-^^*^! SLs^l ,__y*Jlj<Jl ^^bjJl JiJ .iiUa oL<Jl ^ Ja-j^ 
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tiL>«j^l j» ti_jjU^ yS\ c-^t^] Lfi«-S oibjl LJlS'j tLfio-S ojliji 

> ^ ^ 

.aJ^^I j>i Jjj; ^1 oljl jjLs\ 
oL«.j>tjk : jLxJl JJLiJi ^^jJlp S^Lp oULiJ^^I oJu& g .j^ II -i-><-; 

Jlp tlaU 32 j>= ^LJI (.aJJI Ji-p j»Ul^l t(.2001 j.Lp ^ 

«L5;.^I ^ o^a^ 400 ,_^!)) (Forbes) ^^'^J ^r^^ 200 ^! 

-^J:! L« (_3j-^ iiL^Lj t ^Ux^ J'^^-"' jj-~^l-*-!l oLl— ^ ^z^jii oLo jJjtxJl 

oL^Jol iiLkj 800 ol k 1 ... ll CjJL>-j .jslj&ljjl |_jJLp ^j,^ . a ll 

.^jU ^Ik 20,000j iJLx^l 

i^Jw^Vl oULii-^ll jl il tii'j.^l j^Ju Jii o>L>t-AJl <-«->^ jl 
liU tijkl jJl jj»Vl oUI ^1 oUpU^^ t^j^. C jtr^' ij^^j -cy^i^ ^T^' 

Je-Ua^ Ji aJip J tdLw <cS*>l«> ^laa..^ <bl ^t^jVl ^y>i tdkS'^ jj» 

.ajI^JI ^ J-^j aS'^I 

^j_jJ_^Aii]|j s-ljJLoJl j»LJ ^^^jiSCj jjjbw™Jl IJla *^jJb>- iw-J^>iijJ 4j| jJ-o -ii 
aJL-^oJI j| tJaj><Jl .oLajJm^l ^j^l (( jj.^>.^>c_~-ll ^ ^ il oiLi/o jLx_Ji 
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4 o IjiVl (1)1 LJUaj t ioJaJl ^ J_va::J iSL-iJi 4 /> Igil ft ,,n' .jl j-oJLw-L 

oils- L^jlJLSljii LjLoJ ^j-uSo<JI J-j t^jji j-o-Lj IJjLp SiU- cj|jL>±L^*yi 
AjU^j toLojJu^l i_laj ioJajl 5jUj>J aJLJI iiLScJl jl jj» j»J>jJl 

(.jL^ ^ ^LaJl ^Jlp jl iiljil jl .;r^l ^ J-»UJI (wis jJL*^ LaJHP 

A-;>i_j| ^^^1^ ikj.- iljLpI J-«-«J ^ ^,^1 J-«-?«J 

oLojJlj<^I ^-J-aJ; j^I J jU.iJL^'^l jl iiljil ^jl-^l -i^ |_gjj__,waJl jj-^ 

jj .jj-oj-oJ.^ LJLp jUkiu-iNl J-f' -XjLjiJI jlj t 'Lo .bp iJLi .Sjlj-^ I J W^. ..^ 

.JU^ ajI Jp 

A;j>iJl j»l jl toli'^^l oli*>UJl o-L- J tAj jJl.^1 j» oL JlEJ 
Jc^ tLf!j-s^l <;L<>^ JiP j-S'^L ol^^^l Ijlj .^L^tJl oL-oJU ;ja ja 

dl .(J J>-\ oLS' jJ> ^ o*>LoUxj L^LJ a;?<~^ JL^rl ol ^dJl jl dUJu L^LS 
oULJl JiLJ Ji» t(3j^l J L^LSCo oJl^j ^I iLxiJl oljL5^Vl 

aS*>UJ| Sjbl LJijfj (ERP) 4 -J^l ijl_^ -la-kio" iJijfj (EDI) Jj^^^^l 

oL^'l ^1 J 2r°^ <-5^ oLJ^I JlS t(CRM) j_^3Jl ^ 

t3>~Jl J L^^LS'^ j! Jl jbiJsVl ^ SlSLi oLS'^l .iAJuJ j! .IfJ 

ol ^^JiiJl iwii^ JLJLj t iJujl^wJl olJbJUfJl iwJ.;^ J' o^U^ j^l oLJl 
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^ (EDI) ^UaJ J*>U^ ^ jjijj-<Jl J^\jJL>_ .U lV^^ 0^ 

oLaJs oJlp oiLp (EDI) j»Uaj .^1 . . jj>t-iJlj tiijj^l 

oij^j^l (ERP) iaJa^tj i«Jaj| jj .JbjJxJl iLJlw- J jia j_jJlp 

^1 oUoiJl J i^^UiJl i^jy Jlj^L (ERP & EDI) iJiii 
lJ*>^J=*- 0 j_JiL-*3 ^jjjJl (^Ij-w*; 

ti__yXiJl jLScj^yi ji^p-o^l Jw=>l_j^ -is tUjL- C/*^ '-^^J -(CRM) cjLuj 

oJlA .ijj^l j^jJ^ jjjjJl JIJJLiI 4j_al.Sl]| JbjJlJl 4j_vJ_»- J jja (_5J-^ 

j2;5o j»J .jtJUJl a5'^ j^l ^ Lvii^i J-^LjcJI tiJUJl 2L<JL>Jl (3j-~Ji 
iL<JL>Jl iLJLuJi ^jj^ oLS'^^l Cots' JlILI tj_^LJl L5C<>^ IJl* 
(3 ^ lij^j^ Jl«j j»J liJJj oj. .oUJJlj to*>L«->Jlj tLiljJi:>tJl Jj<-aj 

j I '■ if.y'^ (_5^ ' I (_5^ A^-o-^j I ™:;5vj (_5^ 

^j5lo-<Jl tJjl^Jl Jjjj>Jl5' jjJUi^l jjj-i* ^ Cjlilii^^l tcJ^Nl 

jj^ jJ <LwoJLj<J| (3 j-~~Jl ^LlaJI jJ .jj 4_„^o_)_i 4^^,.^l Cj*>U>t_»^ ^\ J jw? jJl 
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dlilS jiyi .LsJLj jlS'^l jji^] j_jJlp J J ■,r?->JJ oLS JbJuJi 
iJiP ojLj aJLSCoI oli tjj^Vl oJui j>i ^1 j_j3 iS jJ^\ cJL-li lj| jl 

Ja-i>tLj i_3 j-xj is' j-iJJ "to-^ jv.^L« jJ_>t>j ijl (_jJj ^LijJl ^jJ-oJaj jl k_^.>iij 

jjjjJl jUjol isLkj 

Ails t ijL<>-;>«Jl CUj>tj jJ jl 1— ^.^tJ OjJ j-Jl (j-^ oLoj-Ljt^l (_5-L^ Jj-A^xJl 

'yiJu .ijiLS^I SjL>j>J| Olf-I y>-\ 0 j»JL<J| oLx-jJI (jrfi-x-^ Jd'j-^ (_5^ 

i( tSjIjjij Alvap-lj oI-XjJJI 'jLi-Ju i_Jj^L>«Jl A-oJaJl i_Jj^b>Jl 

U^l ^1 LjJL>t; (_y5UJl J ^UJI ^ la all ^ ^ oU Ij: o il <i^l jJ 

j» Jjk :^LfJl Jlj^l (^jL>tJl iJuk J-io^ .Lf^UaJ ol^ JJcL^J LojLiP 

?i.UJl Jip 

J_>>tL_.^ W'j-'^ ojjJuo (^ji^l ^j-^ ol Ig 1 ... ll ol tL&jl^l jLii| j»JLp 
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^L^l jj> (.JLiJi J™- ^Jlp 5JL>wJI oLMjJl ^ t(FBI) ^Jlj-uiJl J:^LJl 

^ jJl3<^I jJ?JI j_5i j_yL,AiJl J-ij>cJJ li UAjI ^LkJl ^1 la all 

L^Ju_J L^ji^l oUJluJl jiCJj t(FBI) Jl oLaJLi- 

.(NSA) ijJs^pi iJlSj Uil >ii ol j>lsjJl 

j_jS (CERTs) 1 j->^L>Jl jiaJ 4jL>ti--^l (3^ -^-*-«-!l (j-^r-"'^ 

Jls. aj/Vl oI^Ijl:lpVI ^Li! ^.UU SJlJ^ L«JI .(CERTs) oL-Jii- 
^JLOjj ^JlJL)t.«Jl JuJL;>cJl1 oJuJlo oLJI oLj-a: (CERTs) o ^ cupJlijI 

LoJ-j-i Xa^^ jLjT j_jJJ j-a'^l oULii-l i^-sj-j ij .1 ..h )\ J-oL.^ ^1 

ii-'yi 

j_yJl t^ijj JL5 t<jli 0^"^! '^1 -^J^^w^' Wlj-i-Jl 0J14J 

Jl^ l^H^'^ ^ ji-t UijI ^i' ^1 jJlo 

^,.«±L«^I iai Lo liU .^^.o^li^^l iaJ olJtiij 0_^^l ojLJ^ j_^l (^ijj JlS 

i_j j-alll jj ^ ^^^Nl ^\ 0 J la a iiii j jjJ j^l 0L9 t Oj-jJ-ll J 
^^^oli>».<Jl J j^LjJl iJLoJs ojLpI^ j_^I^ Uaj| 'U-^' Sjj^j^l 

0^ .iLLJl dUj J iojUJl oLj>i^I olijV 5iLA<Jl oUI ^Vl iUijI iS ajL 

j1 , J. .^ll J~laj J .^".^ ti^^iJl ^jjj.o.iX^<JI J ^LjJl JL«il ijij 

ja*>Lt-^ iJjj.™^ tJUjjJl 4j.™L~j *15'^^ ^ \s y (_r^' olS^^^-iJl ,_5J-*- 

0 j./oj_«Jl ^j./o'^l ol jj<J jLLljI JL>iJl «lJ<j J_s^1j>iJI j^^jJLaVl JJ-ixJL jv^LS'^_^ 
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"Case Study Scenario, the t«J_<>ji:>t» J ^ .t ^ iJU- X^lji)) iJLL«Jl JL^ 
ojIjI La^-^ (.5---" iPremier Company (A): «Denial of Service Attack» 

^\ c3l-«-=^l -iL^ 2:^" sr^' cs-^j-^' t(DOS) ((o.jLjiJl jL.^,_>Jl)) 

^\ t LLxi IjJb^ ,j-J jjjL-Jl iJuk (1)1 jv^^l j_jJlp .25^^ I Ji^li oUjJU^I 

.(Austin, 2001) LJiiJl Ji-li 

jl oiLp ^W^' jl lij^ LoJmJ LjV dUij .^|^-^L™<Jlj tojb^l |J-Jl>,^ 
iJL^ jl jU ^ J^l IjojJ ^Lill ol jil jv-Ji^o SiUI jl .dj-b^ Ji L> U--i 
4^1 y .Jl j^Vl jj-~^l ^ t—ow' j>>l j-^ '^-^^rT *'l5*^ ^j-*^ ^-J-^ 

jU <.^^_p c:^-b>o (J lil .L^Li^ UiU (DHS) a-SL^SII ^^jJI Sjljj 
go II ^W^' ij"^ JLiu^l IJla J j-^ k_owaJl ^ ?4j>c^Lj (DHS) SjlJjJl 

.^LiJJ iJbli iJLa ol j->ij^ ^ j..->><dl 4j| i^^ip oiLp ci^^ ^C,X^Jd^ 

cJLS' li^ ^LiD jJblJ ol^j^/o ^_yjLf> J J ./T^Jl jj-S^ tJU- ijl |_yJLp 

^-y^Sc!^ iJbUJi olj-ijnJl jl (t-<^j-!j '^j-* jJljo" jj^l J L^JJ 

oUj>«4JI aJLp j! VI 't^L<Jl ^y_Jl sJ*-* oLoj_U_<Jl ^yo! SJU- 

oLo jJl>i.<JI j^l oLJl cJL5' lilj .L.«ij (j-^Laj L*Ju<5 ^_^\ iL»L5Ul 

t_»;>tjj .AjL«JL;>t.<>Jl oL>.;>«^l oJuk J jj- oLo JJL)^.<>J| ^x-o-^ ojili oJL-^ 

oUu-p oliUi-lj oU-L>«J Ji' ,_^Ju> oLo jJlx^I j»1 aJU- ^jUj jl 

.oJia ^UjJI 

^ ^j-Jloj J jJaJo jl '^-■^>^ jr^*^' oLJI jLi JUL) J t^^^SwoLo^ I? . •>c->3 ^^^^jlaJI 
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jl 1 ^j-ifej^l jlSv^iLij .(_5jl>ti!l 4jo-uJl ^ t—j^Sv^i ^j^j i:^L>Jl 

^JJI (PDA) ^1 jLpL^I 

.olJuJl^lJl ^ oilj^Jl J Ol yd]\ U^l J ^1 

L^l jil j j-Ssj Lo jJlLi oJL^ oLo jJux-oJI jj-^'^ 'L^:ij>tjJl "LJ^I o j-Svj 
oLJLSLoL oijj_a (VPN) 'wLi- ^1 4_SL_i ij-^j-d j'-^*-^*'-" ^ J— ^Lau 

'Ul;>ilJl A-Jl (_jJL* Ij.lg^ IJjJL^ tiIU>«Jl oJl* ^ iS y»S'^^\ i— Jj-oU>«Jl t oJUJLx^l 

^ "il-o-t- La J^*-'^ ' *^LJj j-i^l j-oJl I-La i^ji j-xj Llp^ 
^_jjiSo Lj jv-L<j ''-^^j ' »— ' J— -L>Jl ^ LiJwi jj-ijJl jj-SL N jJ oiLt- I kilxSj-i 
((jLi) jIj^ jjjjJl ii-LL>j N 4.^L ^ .ijU) ^jL^iJ iJijL^ jLfo^ 
dJJJuj t olii^l ^uijj-c- 4^!^- *^LajI o_^jJI .4jj^L^ ^ 
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Jii <dlj 1 ^ « J j^L^Jl 5j <djL«j ^-LliS'l JlS (Hacker) 

IJLuj jjjjJl 4_vJl:^ iij-^ jLvf j-^l ("J-^i ■ jLvi' j-i-U JLi 5^L«».;>tJl cLLjULo 

oij^j^l jj-^Vl oLJl j_jJlp iLoJLf^VL .tiJbi'j-i ^j-xU- i-oJaJl J*>L>(JL^L 

JlS (WLANS) iiCL-*>Ul U^l oLSLiJi i-^i^^l liKJl ol 

j_yJl^ J_«jjJl (_5-Lf' ojLlx^ L^I jLjlpLj tS j^Xz.,^ ij_:LSLo oL?-L».^ ^jJ^jl^J 
JlaJ (WLAN) oLSL^ 2Lx^I '(^r^^ «JjJ-=r oL^L-^ 

oL5LaJI o! . .,^-JLil iJU (LAN) '^\xS\ ^-SOl^I SJl^^JI iSL^ 

ojili JjJ i j jJl>JI JlxjI 0 j^aji' iLul ol ^ ji>ij 2LSX^*>Ul 

oLlaj ^IjJ^^L^I (Jj^^is (2;^ jjlj->«-<>Jl ^IJli^I^oVl SJsL^^ AjLo^ 

A_lJl Jj>t» cJb^ ^1 i_5X^*>Ul oU-j^l ,_j.<>^ OVI Si'^^l ,_jJlp i^-^jIj 
i-iLLJl dbiL.^ ■j^'L^ ^jJ" -^LL^. IJl* (1)1 2L:i;>^l 
. (Reid and Seide, 2003) « ! ! SsS ^ ol jL-^l ^ (Ethernet) 

JlIp t^JJl ^jjJl jj-^ (WLAN) i-5L-*>l!l aJlSL^ i-i^l ^LJl ajL^ 

i]|j_iJl JjJ_3<Jl i_j j_~^L>tJl oLS\_^ oLa jJ_3<_oJl ^j-o-^aJLj 

pIjjlpL jv^Miju-l Jjo 5jjjjj<Jl jUiVl ijij oU b'. <Jl ^Lxj Ji ij .LI .,h iJlj 

j.<>±u«j Jii .i_j_^L>Jl ^\ i5__,i^l (jlij^l ^ |_j3 oLS'^^l Jii t La 

l^Lx^ La-ii ^j-a'^l oUI J"^^ ^'-^ ^ kiJ-L^ *y olS j-iJi 

oJla (j-^'^l oUI jl j-^— ''"-^ J-'"-' J->^ '(_5^^^*^' J-dJ-4--^ Sj|j.>cj |_g J .,^0 
oLJIj~o L^IjJLI~-I tiJJi ^JLXjj .oJbJL?- oL«.^>c^ (_gJ .,^7!! |_jJlp ojili 
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k_~4j 4_J I jjli f-l jJLi OwolS JLi L^Li J jj<— i La j>sL>«~xj .L^LpUi j^.™»>tlJ 

jjUJi Jlj-ol ^^^^ jl to^^ ^JUl ^jSi jj jJ (_/^ J .JlxJl aJls-Ijij 

J-u>Jl jjisj ^1 toiLp cjLi'^,-!]! i^-aj jJ^I ^ jl iSj-i iSLwA Jljj ^ 
<l;I ^JJl IJla oLS^^-^l j_^^,:LaJ . (September 1 1* Syndrome) 

jl^ ia-i^Jl J ' Jt:^"-"^' i^.j^. J-^J'-*^ V'^^ J' '--'^^ 

j_Jl AjjLjtiJl LfjLJu-f^ Sj oUL-JI o*>lj>t^ JuJuJI L^jJ 
0 j-^ jjt* >Lk«Jl ^UVlj oL^Sfl (1)1 -U^j-Ij J 

J jiiyrj-^h (Jl^l Ji^^' J^'^\ 500 Jl oL^^I : Jl- JUi 

. Fortune iUt- V 

V > - 

jJijCJj aJjLa 'Lo.^^^I oJla cjL>iI.So<jI (1) jij .j.<>Ji™a JS\-Xj i^L™>cJl jjjjJl 
i^Juij 'U<_J» iw-™^ Jt^lj 45'j-lJl jl ^ '." jl J_«j:j><^I ^j-^j <■ 

oljLjjt^ jl^ .j-oJL>.^ J-SL^ j-oJj J ol jJtiJi J olJuJLgjJl J-S^ JJ) la "" 

ft> ft ftftS'ft 

(_^L*j)fl j\ jL/5^1 j_^l t (Kiddy) jJ«-aJI JiJaJL oj^^l t(^ij^l 12 
«-LajJl ^t->^ ol W >-iLL^ (^-i-il j»-L«JuJl J <_iii^l ^y:i:>t^l 

j j5o jl Lol^ i.^^ tOljUJU^I yl J-j-ojJl JU V (2;^ J t ijJLJt/O 

j! *yi tUI^I ^ ol-bO^Jl jl jjt oiLJl ^Lk^^l jl 
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iLlaiL>t^l jviLkJij tjjjjJl 

JUJIaJI i^JLoJj .4_Jj:^li CjIJUJ^ t c a . b'.'ll jL«-t-j t ^|JL>Jl 

<L5\-^-Ji ^J^^ iS-^ lS^ cJ"^J ^.S" j_*iJJ a oLJ-o-^l 

i_ylj>- J ^ o la : o U j»-jiJl ^UaJj j^lj tiiLalJl JuJUflJl iJuk ^iji^ 

l^jV 1 j---1j>JI ioJaJl |__jJj iLiJl 3I jsA ^ "^j^ oljaj>J 4^jL>Jl oIjjJ^JI 

^^Jj ^^^iaJLj t (31 j^Vl (j~a;>ixJ i^-JJa:o 

ojLLo JiSlI jL-^l tlj^ -j"^ J-f-"^ AJjtljJl ajUj>JI oli iJaJ^fl 

.i.L.~^Jl oUf jiS^II y (31 
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jLo^^l ioJ^iA)) (.\JCJ>^\ iJuk JLloi'j tJ^ojJl ojlil iS'^^l ojJlS Jai3 

t oLoJLjcJI i>JL><^ (_J_^L>J| ojji J-jC (DoS) ((ipjj^l ioJLiJi ^yi 

4.SL-iJl '-o-'JJ oLJU-jJl ijilj 4jjJL3 ^ i_a.i>tj j_jJULj 

i_yjLp (This is Spinal Tap) ((^_^ j-^l ^LitjJl i^jJ-)) jlj_L>tj (»-L~iJl (^jji^ 
t'Uaj! SjU^I jJU 'U^jjw ^yJa^l lift Juo .(Reiner, 1984) « J^Sflj 

.j_5S'Jl]| *j_^-iJl jjk Lo J ,^y^'^\ *,_5-iJl J-ft L» 
JbJL>J aJl*^ ^jIjJ J jl ^yj'yi U 

Oj^ij^ (_5^^ "l-^-^l - ' ^ 4-w»»jl_<>-a t Lww*5lp ^^^^ 

*y J^l II* ol kiJJi j^-o .SJLSLiJl jr-j-Lp j_^1jJLjj t4.SLJi 

(1)1 tJbj^l iLJL-^ (■\SjJ^\j tj^LjJl Jl>-j La liU .^jjJi lg/> II jj^'yi oLisf 

I ^y.'yl ^ 

.jJ^l^>x-oJl ya J j---A-a jJL«^ ^a 4_JLal ^Jwv2jL aS" j^^iJl -^jj-J i_$ll /j-aVl 

'UliJl CjLLv^I j^I ^ \\ t jJaUx^l jj"^ J a-a s-l o 
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(w-JLk/o iSljilj ^aS^^\ j>L^j t4j^jj>Jl olf-LtSCJlj i^JlJi-^jJI oLJW:<JIj 

.jJ»U>c_oJl jjI ^-Jlo-P <J*5Lj>- oLjl— JI oj_a ^x>-:>tj 

dJJi Jl«j jjLi: .Si'^^l oUu-p jl^,.*i->-l oU-a! <^j*>Ul A_jLtL^VIj lo-^UJlj 

oIJjJL^Ij oljJiiJl Ul tj_jJLpVl 4jjJjVl t^jijJl |__jJlp ISjJJl oLL>^ 

oL.>t^l ^yL^I ji_<waj t ol JjJ-^lj ol jJ<jJJ »l,^b^l ijjJjVl JjJb>cj Jj<j ■(_5j-5l 

olj-JLJl jLjlp^^I j-jj<-; Jii^'yi ^ tolJjJ-^lj ol__,JiiJl oJla aJIjJ jI J^J^ 
.A-La'yi oUNi oJia (J;;^iaJ J-*-*-!! (3^r^ ilbcuJl iJLJl 

jJt-oJl ^ j-Jl iLs^JLsl t 1 g •. . jIjj oLo jj_)t^| AjLo-?- jl ^-.(il jJl 

j»j JliJ .ololj". oil ^*j.«j>J i»La tJajl^^:uJl jl >iJl..l^lj 

s 

^ la 2 II J ^LJI ^ la Sll ^ oLjJl:i:^I j oLUL^I JuJljJI JlS^ 

(JJLxJLj L«_J ol o la", o II 1 g g -»-lj" j_^l oLjJL;>tl]l J ^-«4^ *^ t(_yLiJl 

ULp «^rt^ ol^ "^IjJ oLS'^^l jl-^^Vl Uii-f Lo li^ .^y-^j^L 
^_^l is' ^1 ^ 7^"^' o*>loUJl «-l ^1 jls t (jA^Jlj l-fvixj LfiU^I 

1 oUl <_iJi J V 

j_Jlj_a jl (^-*^J ^1 j-^' J-* ^jj"! cs"^' oL^l jJL9*^l 1j_^1j o) 

^l-lJjJ *bLi^ ^J^5\-*Xo jv-L**Jl I'Xa ^v-^owv2j ^j.<>-5\j .oLS" j.*iJJ oLa jJ-*^l ^j-^l ^ ^^ju*^^ 
a : " ^_^1 i-.iLjj-o'^l Underwriters Laboratories i—^j-o j . k oJl 
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ol5^^ jjXoilS' lJu& j^'^yi (vi-- IA—' • (Beach, 2003) «L.! 

J^-AiV ^.slsLLo jIjlS' dUJLS' i^->Jl oi_a J-«-><j ■J-Jj ■J-^'^'j 0^^' j^^-*-^ 

.aS^,^! (_gjJ Sij^j_<Jl cjLxiJi ^Jis- ojSvj^ ij-^'^' 4JL>J ^iJLoJ oI 



4J ^Uil oIajJI 

aJ jJU aJ j3-~^ (J-*^ is^UJl oLo _^Jlx^I ilail;>wJl oj. 

iliJi j_y]j isUsVLjj .L^jli Jl><j iojsw' i^jjL* ^j3-~^ ^y.j'^ cj*>1>,^~J tola 

^\ ^ ^ 4^L«>Jl (v-^jL^ jJj<-« jLi I jJU-Lj jl I -(j^^^lj j»L»Jl Oc^^-^^' 
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Oj-jlij tj»1993 j>Lj<J 4jj.S^j>Jl jjjli : jjjjJL) i-^UJl oULJl 

^LiSSfl OjJii t(»1996 (.UJ (Clingercohen) j_^Li t(.1995 (.UJ Jj'L'jJl JJii: 
A_»jiC>Jl oLojJlx^I j^I j^^j™j>J jjJlij tj»1998 j»LxJ L^^Jl ^-LJl ij j.4>J 
Ajis^^L i^iLJl o_^UJlj t(.2000 j.UJ Oj^Uj (.j.2000 j.bJ 

(Sarbanes-Oxley) Oj-ilij tj»2002 j»L«J S-Jj^^iLSUVl i/oj^j>Jl Oj-ilij t^2001 

.(.2002 (.UJ 

.^\s>^\ J^>\i- iojjli CjUjJ^a ^\ tijwal olilii^J dUJu i™.^ t^lS 
4jai>- olS' j-iJi j-iLj jl ^llJl oJlA k_Jj>iiX] j-viJl (j-^J 

t L^JjL jj its' J j-^f ajL^ 4j>-UJLj oLJlgtftll oJuk 0 ^ J t aJlJoIJI 

AjJ-wi^l J^ojiJl JaJa^ JjJjiJi ,_5J-^ CjL« jJj<^I jj-^lj 'U>c_Jl (_5 ^jX>iJ 

> T» ^ " ^ 

i_jJu> ikiJi oJuk (1)1 iw*^ . J.~aI^<JI H .Xjt y '^Oij^ ikjLs-)) 

tAjytjj>J| ol«-La5^lj tiLjLiX.>.^l oljiLJij olJlkl<Jl jJl>ij oLojjL>t<Jl 

tiJLJl oL«i_^lj tL^JoLj (^LkxJ iJ^^I ^.Jl^ ^\ ajJ^Ij 



The Government Performance and Results Act of 1993, Paperwork Reduction Act of 1995, (*) 

Clinger-Cohen Act of 1996, Digital Millennium Copyright Act of 1998, U.S. Government Information 
Security Reform Act of 2001, E-Government Act of 2002, and the Sarbanes-Oxley Act of 2002. 
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^ J-r^-AiJL; (COOP) L'jLkll oUu^l Iki- jU-^" 



jl <Lx— JaJl jl oL>~j^i ^ ijjLi' ^-S' jJ^\ J^o-*- 'LoLS' J-wsLij 

JaJii- J (.iJhij "UX^cj "tJoj SJb-b J^o-f- ^Ij-^ ^IiiJl iJj>t!; .^Laj^ *iiJb^ ^^>^J 

jjLa^I tijjLSUl jlxj ^ (^j— Jl jW'jJl (_jJl ojjjJl iJai- SjlxJ :UJU 

Jj>-I J.alj Ol ^■^iJ 4 o g o 11 ^/-oJlj J.S1 o li ^ 

C^.^^ i»L^I jiL^-oJi 1^3^ .ijjLSCJl Jl«j . lall jJl Sj jjJl 

.iS oLUp Jjjj^^l L»JL>tj 3iU^I 

t^JVl iJiLx^l oVLs::^! iia^l ol* ^ L^j Sjl^: j! 

L<J| A^^pJl AjjJjVIj j jlaj J 

isj jji^l CjIJU J g : llj CjI ^^JttJl 4.j;jtJl 4_JlJ| ^j^l A^as- iJL>cj ! L«jlj 
iw,^>cj t 4XjLJ| JajajJl (jLi L^Li tAlaiJl oJlAj .aSL-LU oij^j^l 'LJ:>cJ| 'UlJl 
1 4.Sv— iJl J^I-> 5JjJL>- cj I J ■ g J oL^t^jj isLvi^ -'---^j ■illj<-9 't.iJj j j-So jl 
^j-lj L^J .oJjJ^ ((ol jJ<j" jl CjIJjJ^ 4jI (_3 jJaJ JjjiJ jl I— ^fcj <i W->Jl jU 
.iS'^^l J^b jj^'^l '-^LJlj tolJjJ^I Jj>J |_jJl CjL>^l_yu-^l J^rfiidL; 
t'UiiJi JjJ-iil ^ls3 ^>-«-=r ^ Ai^iJLi 100 'U^-Jo kiUJlS' .,(^0 L^l Lo.5' 

.o*^U:*^l ia.ljj Jl ^Ui.);^ 
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Lo_^x>^ oLo_^l)ixJI j^^lj <dai- ('-"'^ .CjUjJj<_<J| jj-^lj idaj- iJLsi'J JaJaj"- 

.L^LJL«-f> jl ^^.xiJL^I iS' 4jL«j>J iLoLi ^r^l 

oIjJlLJI ^^-ft-^r ^l^jX--*^ i/i3*>\Jl iJ-ojJl oJLftJlj tio^^l oLJujJI SiUi-^*^ 



ft > ft 

.^Vl (^^J^ jJl<<_« (^^Lj i-:>«-Jl j-^i J " -z^"" jl iw»:>«-J 

JlS^Jj Olj t LajL.^ oj^JuJI 4^j^I JaJasJl ^J^.J1JC^\ IJla ^jA>^_ oI j_ji-Joj 

jLj^I" 1 ^j^jLiLill ^j-ft •.>^'u Jii .oij^j-ftJl 4.j;>iijJl a-JlJI ^ ^yuw 

-f -fi -fi ft 

jl '—^>^_ ■A-S' j-^l CjL?-L^ iw-™^ lj-A (jl jJLi^Nl jL~^l ^ i-JJlXi^j 

^*>U5l jjJj -bjjo jl '—syj Lo-S' t-b>Jl Ju^..>t^ (jl jJlI^^^I jl~=^l ^L:^ J-*-^ 
j^l Jjj_«^ ^< g . ') ^j-o jl^'jlII pIj-LoJI s-LxIjl^Li 1 g ■ Lp ^j-oLls j.^1 ^^-wo^ 

.iaJi ^ ^lij j_^l (^ij^ (jl ^^^yi jl™"'^ J~.^l j^Ap^l jl .oLajLtJl 
jLjLi-l (j-^J (_y^Vl jjl-JLajJl 'U> « JLl:L»^ftJl oLojJ_)<-«Jl i^ysJt-H^ ^■?*-d 

jj^Vl ol J-^' ^^y, S^^LxJl i^.*^ t (jl ^^li-Vl 

oUly^Nl j^.W:"! .aJlI^IjJI j^1../?-<JI oUjJm^l j^l ^, bp'^l JjJL^jJI 
ajL^ J^^^-*-*^' 'j?^^ diJu_~- Jaii olj-.^j>cJlj oL>t^jJl ioli jJl 

.SJii^b olJbJl^j oJ^j Lo li| Aj:>ciJl ijJl 
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^IJ_aVIj iiLjJl «.(_giL^I oiLp 0jJaL>Jl jt-i-skj .iw~JjJLlJlj 

Ls (1)1 k— Lo-S' t JL>iiJL«.v^<>Jl -o-;^ ("3^^ '-'^ cr'"";^ (_r^^ 4.™^ jJl 

■ ojj)lj->i-<Jl cjUsLiJIj ^j-x1j>JlJ 
IJl* (1)1 •(.^■^tr^J^' J J la •. o U Lai J oiL* iJLllI S j ig->Jl jj 

(ciso) oLajJ-x^i ^\ ^jf- Jj^^^^v^ (*-^^^ cy 

*y ol |^^^~v.>iiX™<>J I ^jA .1 g'.^l j-^J ^ j-iJi oLo jJut/3 jj~"Lj ^ . o " 
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tJUiSll Jl. v'^''^^ (vi^l oUTj t^Sll J5 JJ 

j^Vl oUl f-l^:^-! J;.lg" Ol I J .Jlii J-^>-<i>i J-«-*-^ iivai^ ilaj" 

JjL-jJI ^1 iiU 0 ji^ ol^yJiiJl (JLlaJ ^\ oli^lj^^l jl 

ol J la?- Jls^jlj tJLxi J.5LLj I g s . . U7 L<>JL;>«i t ^j^l f-Lj j_y9 i~^L<iVl 

^ y ij\ ^ (J-^Jj:^ ojU<i<Ji AjLj>JI oL:>t»^ jLaJj 

,(jLij ^J«5LjL) ^Jwo-^ a ^J.5\-Lj AjJ^«» j-^aU 

j»UaJ oL~^>t_ojj i.loJL>tJ iwiJ-a (SMS) oL~>t>!j-Jl Sjlij oLojL>t>i (J.x:>tJ 

j^^yJl cjI jJiiJi 4_l1j>c_«j 4jJL>c_« J^wi-^xjJl j»Llij oL_>c_« j_) ol 

oJLS'Llo ^ ^\ CjLLiJL>tJl oJla j^-L; (SMS) ^1 J-) j> jJj t <Jl 
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'^^LmJ j\ ^JLoJ oLajJux-a oLJl (Firewalls) jl_Jl oljJ-^ ol 
^j^oj .4jww4_**Jl J ^^^-i jt-J--^ jUJl oljA^ 4_)L*iJ c-u^^Nl ^\ 1 0 j-aLoJl 

JiLi L^I jLJl oIjJl^ JlS Ji^l Lol t^j^^l 

Ji>-lj oLo jAjtoJl jjLa^ J J-s^ J-ILi ^ ^ 1 o Ol J-^ ^ J-~^' oLo jJLx^I 

0 ykUi LJLp J ji>-jL]L) j,jC>tlJl aJI A~Laj 0 .J ji>-JL]Lj j»jC>tlJl oLa-Jai) 

A.^-lfj |»Jj>ti.>-^l i^Lu J^SLi ojLp liJJi Oj^j 
iJLs-ljJl oIjLjJL^jJI ^ oLiLJl 4i^^ iJLii JjJ^jJLj ^^Si>^\ 



31 ji^-*^! ci-iS' Uaj! 

JSLIj k_wa:J Uj-^ _bol iJLii (IDS) Jl ^^Nl 4.<JaJl jl 

JnJ i *L^Jajl iwJ-pI ^J^^c_-^ .oJ_)J_Ju iLAij L^joLo^ '^'^l u^-^ ^ *\-iJL) j-**^ 

oLlkJl ^y^j AjLft.^1 ^ y> J-="li ij, 0%oLxJl1| (IDS) 
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oLJI (__^L->'I cj\S j-LJI jujLjJI J_3 ic-L^«Jl "U-o-jcJI oLwojjl ji- 
oLiLJl jLxjJ ^-jJ'-*-^ cJl^ 1 0 JL4jt» LJlS'j .i;.<>j<jJl 

JJ^b iSL_,iJl i^JaJV I Jl OjJb Ijji 5^^5U-^!>lJlj 4_JCLJI 

iJljNl 4j J-Aj (.g-jJi J.x>_>JL iSC;.^! JU^I ^Jai JjLxj j» J-4J .^j-«JI 

^ jW->Jl oljLi^ ^JaLj ^ jl LjjJj Jl ^^Ja3 ^1 W..,^ oiLt- jJtJJj -oi jjf 

^j^j'i/Li ^ . .,>?X>c-oJl ^j-S\^ b" L^J^SvJj I ^ jLvaj*^! 4^ b'. 'aJl 
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L>cj jl Oiljl L« li^ L^JjLjJ iijJvJl ^j^Lo oLoJaJLaJl jii jl "w.-^>tj JU^ iil 
.^J^\ Ji> jlj^j ^UJ ^ >^ ^Sfl 11^ JllAJl j-JiJi 
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4_Soj-o"^l oJ>.:uJl oLNjJl t|_jdsjJl ^UaJl ix-oL?- 



4^ 



Jl2il 



^1 J (j-^L^ ^LlJl jLx^l Jlkj oL-jL>-<JI lilij A-ysl^j t ^UwJl 
iL«jLp*^L oLS'j-iJi ^1 'j-iijj toLajJuioJl J-^ajJ 
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>U«J| jU tiJj^Nl ijjUJi If^-i^ jLva;*>U cJ^Nl Ji^ 

.is 4.*^ oJLjJL:>- oLi«j JU^iL 

' cl'. ./^ll ^ jLjJLxJI ^ iSj-iJl cjL-jLo-oj jt.S^>c;u .Ig'.'llj 

.J-P ^ J oLolj U-'-*-^ oU.,t?l jijIjJl Ja-LrJl i-Ulk^J l-«-vi> J oLS 4j>-I jj aJlp J 

jl jL«-si> ^\ oLo jJu<_«Jl 4_j;_4j jJsLit^i Sjlil oJL>-j i_iJL^ jl ^< g <>Jl ^ 

! Lo itLo^ IJl* (3-4^ 

. 4^Lm>4 |*~^^ ^ 



y.i 
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iLitjIj t 'lS' jjo jJ (_5jJl ^Vlj t Lajj-^Js JLoJl^I ^jlajj i ^^L>t.«Jl -b-U>cjJ 

.o^^>tl«Jl olisLijJl 0 j.,^->tJl oLowii 11 f-l 

.its' jJJi ii _^~Lo A^ji 

>UmJU as" ^1 iiijii 

1 cJJlj-1 LJlS' 

oJijIij ULp ^^-JtxJJ .jIsLi^l j_j3 LrfsLajl^ jl ojLj ^/:;::^1 .jisLiwJl 

Jli (_jJl ^L>txJl i^lj^ oJL>CL«^ jJij\ Jjt>iJ (_^jLjl j^l'yi l,ii3lj» 

.^^1 IJlft 

jLkJl J AJLi^ljJl J^l _^1 J ^jLixJl J 2»1 jJl 
^Ut» LJLp ^ ^r:r?j<^l jJ_^ o j-- .^Lit» cI^Jl^ JlS j_^1 ^'Vl 

jl iJj^l o1ju»-j jljJljJI |_y9 Lgj;^ j-^*^ J-^ j^j^i -''-'J • ^-L«-:^^>«-» SjJl«jl» 

.iLaJi jJl L^jVUt^ 

: aJVI ol jl ^1 SJi^l J t L4JW J-»LoJl j! t ^LiwU ijU«:L^Vl J-oJL^ 

i jLoJ^I JJ-idJ ol jJaJ-Jl JL>cJu tLw^ ! jisL>t^l c_a.oJj>cj .1 

dUi j-o jj oLS' lil SjLvJJl jl ^'S/l JJiiJ jl (.('bjJl^) ^^aiJl 

.>^1 
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j^^LJl JlixJl J.^j^ (.^-'^•^ v^Ll!l JjjiJl oiLp jisJl IJla jj-S^jj -j-^-^ ^ j-i* 
lil it> jJj>- oUJ jiai oiLp ji^l i-i* iS'^^l JiJ j! 

>U1I Sjbi >i 

L^U L^pLjI t5 ^ i_5-^' ^Juj<JI ^^^IjkxJl oj\:>l Jwo-p jUs^ jsJlAj .*_jjJl1sl<JI 

|.UJi ^LkUi <J >^^' b'^V (i>J' i>° 

iLJ,! i3L* SfU=rl .^^^1 ^iLL' j! t J-^l 11* 

! j^yk jJsLiwJl ojlij (J-«-^ J^l J-*J ^ J "U^^^j 

.oU jJla^I j^jJl-JI ii^ojisl (3 Ji iS' j-iJi ol:>-U- jl jLipL 

j] J Sjl^ yl" ji^ lil VI j_^" V >u^i jl • 

^ jjI ^^o->- ^j.^oJ>iiJo ^-o.™j oJLf-li JwojiJi jUa^ jl "^-^^H * 

.^ji^Lill Oil j>JL tl^lj SjjJlllI (j-a'i/l Oil S-lJiiil 
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» ft J- ft 

^|JL>^I jl til^>.:L^^;i jl t^L.JLJ^;i Jl. : • 
io^li oJjJi^ oLlaj cl<IJL>ti^l Ji* oLojJlk^I A«laj ^L>t/> • 

.'^ l^^l^j aJ^I \J\y>lJ\ ^ .1 
j-LoJJ ^^bJl ^\>ij> .3 

.iLoLS' iS'j^l olJLal J-;i>o J^l ^ ^jA>^ J^*^ Cy ''j^ j^>\J-^\ 
tji"^! |_jJlp tjwii! iS'j-lJl ^Ijj&I "bU^ cjIJjJ^jJI JJlaJ jl j»-^-<Jl ^ 

l^jjl JJ.JI ^1 
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?oLL-<<Jl i<>j>-Ul i^jJl jLo^bO iasl j^l oJjUJI La ^Jlxj 

t oLJlo-jJIj toL^iL^I) oLojJl«_«JI Jajlj-^ Ul iSjJu Jjk ^ 

Jjk ^JlL^ JslJ^" (^_U^I /(SOPs) v-W^' J-«^' ^''''^Ij toL-jL-Jlj 

?^UaJ Ji-lj J^li' JSLi; Ja.l_^l cJlft jJaJ Jjk ? Ja;lj-^l ol^ <^~r^ 
?L^L:^ J^'^ (.s^-? ^ LajjJGj aJlv'I^uJI ^^U-c^I iJL>iJ Jjss ^ 

^JlS'j tU^.Jbj ^AJuaj iaLcuJi ^U«Jl ^ 
^Usil ejb| (Jj^Ijj ^j-* 

j_j3 cjI ^,J<jJI jU^i^ ^ W-'J-^ (_?^ __^L>.^I ojb^ ^L>^ .^LkxJl ojlij 



88 



jj il .(1 JiLiJi) ^UmJI c-i-i^ti) jlxjj Lyssj^ j-s^Lp JL^y 

LJI 




. (1) 



(_jJLf> JLlJl j .^Ut^l <_4-ikJ oUujJI 'J~jC> jJ ioUUjJI ^ 
^1 >U«JI JJLiJ (lail^l oL^^lj) iUJi Sjbl oUu^ JU-il J^i 
j» a5'^^I oL»jJl>oo Jl iLiJl cJUjI Ji/> tiUJl IJl* Sjb^ ^Jlp 

.J-ojJl aS'^ jji <_il9_^l 

.^U^l i_J-i>J jU-siJ I^Ljuj jI i^xiJl Jli^i^ jjSlo^l ^ : Ay ' A ' Jl ^ 

4-0 lg i'yi JLa-'J I J 4_^l j-oJl CjL.>,^ Oljil j_A dUi J^ Jl-L<Jlj 

■J jb->t^l iLiJi ^~«J i~^L.«>Jl olS..lg7!lj 
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jl^ .JajljwiJJ j_^j^l J^~Jl~«x1Lj dilJiS' I4JJ jLijj t4^L~Jl JjUj oL^Vl 

J» Jiij (1)1 tCjJuij U li^ tl^jLi J» |__jJl 'JLi\j>- j>^\ jl jLxiVl JbJb>J J*>li^ 
.Jill j.,(?U j^l J-^Jl-jJJ JlLa (2) J5wJl ^J.«J .^^l^txJl 





> 




> 





0 



0 

»it-JI III 



0 



. (2) JiLtJI 



iw4~i>tlJ i»JL>tl«^l S.4Jli>«^1 Jajl j-a!1 iJllil i-laJl oL>Ji la ..r? o 11 ' 

: >U«J1 

oLwiJ isjjj^l J^^>_»Jl cjL^jLo-^ oL^L™JI ^J-j ! 4^L>..Jl ^ 

oL>iL™Jl Jjoj .iS'j-iJL AiJLsx^l jJaL>t_<>Jl JJ-i-j jj>tj ,_5J-^ oLJ-o_»Jl (■\ j->-J 
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4»jLiJl ^-yJ>y_ ^J^J "'*-! ^'Vl'l aJU-xJI (1)1 :iJUjJl ^ 

jl LJ-i-li jL>j<_<>Jl jJ—A^ Oj-S\j ol jj-SCo-oJl j^Vl jl "lJlo-xJI jL>iij 

1^ J.*Jl-jJ| "Uiflj j^\j>^ L^l A-iaxJl J ^^Jl;>«JI jLipI jtju** .L^jU-- 

jL^I jl (SOP) v-LiJl J^l ol^l yrl V'i^l '^L-jUJl 

: >U«JI ojbl aju* > 

^r?*^ ^^^r^ cJA;^ AjJj>^' : >U«JI 

oljJajiJi iUJi ^'Vl jLS' lil Lo ^^'j tLa^'l ^^^-h^Jj ii'^^l 



J-^' ^UwJl ojIjV iaj^ -J^j^ *^ I jut ^ UjL- 

.(17799 ISO) iJiu jL^j tTISACA 
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|»Jl>«jl«J tijjLjt^ iaj^ SLjloI oJ .^UwJl ojli^iJ iijjis iS*A::>il IS jJ:Ai 
.(3) J5LiJl 

.La^^j aJLojJI oljJai>- JjL>tjj 
.l^^iaj- ojLxpI *Ai iA-JlJI i>«_rJL LjIj ^ya:>Jl 




. (3) J5LSJI 

iLloI j»l Lj-i t L«.5^j>- ijs>- jj> ^^J>j -(^0 L«j<-si' Ojjtill 0..b>iJj (. Ja\>^ I ^ ■ ') 
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^ J_Jl4iJJ ^IjuJI jLitjL jJaLit^Jl A^b>t» : <_A»ij>t:LU Sjbjti^Vl 



^l^d^Jl ^2r-^ -^LdJ iJi::j-o ol>3 Jlp jL::i-*^l o^" 

oljJi^Jl j,_«>Ju oLojJLj«_<JI t_^lj-^l (_5JLp jL«_<>.j>tJ t jJsLk^l 

0 j-oJL>.^<JI ^Lji^l jil jv-j^ji-J i-JU-jJ (_j-!j'^l S jJaiJl jj. 

JlS aS'^^x^I i^j-aJl L«-^ *^ tiS'^^l ^\jJcS\ cJLliS'V iijlk^l 

oljla^Jl ^yi jJ .IS jJ:^\ ^ oij^j^l liDb Jj-ljJ jl S^Ui>| 

^1) t ^1 <JI J J jg : 4 JbJL>tj 0 jJai- jJsLi^^l ojliN 5^' J^^ 
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jl tiailitL^I ii'j-iJi OljlP-J J5' ^jj ; Jll<Jl J-;;^ (_5^^ Jjli'.'O 

.(Lo jlg^ (jL?- ojjlJoj "H^j ' ^j-iJl (J-'"''^ 4.oLi»jJl o^^Ux^l 

Ju^l Jlk Jbo^ 

ojli^ JJwt- ^j"^^ .jJsU-c-oJl ojli^i/ L^La Ij jJ>c>j JwojiJI JL>c^ JbJL>iJ Jb<j 

^^^\ j-<Jl J JJj>cjJl ijJbJ i_5^ (jLilJ*^! jW->Jl JbJL>o <uJ.o^ 

^j-^l |,.:>t?-j A~<>^ ,r*^V^ (J^^^^i 

ijiljJi:>tJlj i,4.o.lj: :ll jjJL>tJlj tS-j-iiJl |_yJLP J-»-«-)l JL>t» J_<>jl^ jJ 

I 4_i™o jJl jJajxJl ^1 j>s J^^i>iJ 4.J<j JwoJiJi Jbfc^ ^Jj>cj I ^j>J 

oJl^lj 'LvJ^ J_iJL>- j^^_o_JaJo (J jjLiJ jj"^! J^LS' J jj>- CjLjLwJI j^-'*-^ 

(3Uaj ^r"*^ 't^tJ .,1^ ft 1 1 oli oLgj>Jl jJlL«-o j-jco La oiLf-j .(Ljjj jL>c^l 

.^Lit-ftJl jjI j*-;^ J-*-^ 

: Lo ^L>mJI JijJl>«j J-»-«J' ^1 Jl jiVl 

.<_Jj-xL>tJl 'uJajlj oLJLftjJl oiLJ jL§J^ JL)t»L.»J 
jLg.;^j t oLojJ-x-ftJl A-Lij J tjL5^ ^-jJ i_->j— uL;>«Jl 4 ft la il ^^~.«-?- • 

.oLLftjJl oiLi 



94 



: s^l 

^jj^l ^ ^1 Jl olj<~<>Jl ^-j.x>j>«» .1 

.i j^jjtJl i_ajLSsj ^ j^ • 0 jLxJl Jijl jp .3 

.ix-wJl ol-J-ai jjL~j" i^.U:>t; .5 

^ ol^^-JcJl j»_<>j oij^j^l iS oL-jL^ jl^^-oJL^Vl ojJLaJl .6 

I jJaLit^l ^1 jv-w^iJ 'iLjLS' jW^l (_5^1 jj;i~- cjS Uj ^ 

.4jL<>j;>tx>Jl 4j>c..xi!l • 

.o>ljj (jig'. ft 11 J j~JcJl olj^^ • 

j_j3 __,;;;:j<Jl j*-^ jj-^ liMkjl 4^ j-lilj 4ijL>,^l iJuJ^,^! ^U^l JbJb>cIj jvi 

jLft-p'i/l ^ ^ iSj-iJl j]s\J^ -S-^;-^ IjLki^l 0 j5j Ji jl tj^ 

.ojb- i^yip (. oLo jJlx^i «i>i«jj (. (.is jjili 4jji>tiii 
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ti-^j ^ ti->eJL; jvJ t oJja.j>eJ j-!a-=^ J-S^ J-L^ '-^^ 

jjt i_3JL^I jj .LAJbJb>o |_g jJsLix^l |^^oJ>J JwajLa J^.wL>o 0 jW->Jl 

.^j-Jih j-<Jlj s-lj-UjI Jjiljj 
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.(I) -; I4J '^~^J\ jl JUj:^! .2 

($) JUJI /'yi X (I) JL^VI = ($)>^l 



^"^1 iJiA 0jj1jl«JI 4^j_^I ola^j iw~™^>tJ jl .OJU>Jl La 

•JLJ 



tk_ijl^JL>^l IJlA JaLj<j ^L>Jl j]aJ^\ ^ yL™a oLS' lil yL™a 



97 



ol SUjI 

j_y)LP ^*>UJl UJjj t^*>l>Jl J'>^ ^-^^-"-c^ ^-^^ jj .^^jlaJI jjb'.a 

.IjuJl>o" Si'^l ol^dj jJloj" VLj:^! oIjuJl^I ^JLixS'l ^ La 

tiS'^^^l iLx-Js J t5_ajLJl i__>jL>tiJl j_yJLf> iLoJLp'yL jJlxJj ol^^JiiJl 



ij.<>-,AS .JUi J^v-^ ^Ut^l 5jb^ V'?''^ '--'W^'j"^ 
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oLojJlx^I j,.5C>tJL ialxJuJl ^UwJl v-a-ik; oj : JLiJi J-^^^-- 

^ L^-i* (J-i^ aJU^ J J il^ .Jia3 oJjJL^ j^U>- oL:>t.«^ 

iLiJi iJLSLol j! oLo-s-i J-:rl ^ h>.J^j ojjJa^ oljJaVl ^^j-o-^ J-:-* 

<• > w 

. (SOPs) ^.J*^' Jc*-^' j^l • 

.^^\ jL^I O 

.jLi^Jl O 

.^jAj>^\ /ioJixJI O 

.c_ojJcJl O 

.JipI jiJi j! jiJi o 
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^yij J .^'^ ?i^_LJwo 5JLiJL?tji jJsL»t^ ^ Ji^LcJl ^ ilLo 

ti-jLgjJl oL— ^jjJl ol ^-/sljJl .oJuJL;^ "LJ-Hj Ji/j SJLjJL?- oLJLo-Pj 

ju^bJlj Jlp'VI ((^UlJI ^1 oljUJi 

."Uajj^l Oj-o^lj t^J.^>j;>t^l ^^ii>Jlj t4j<3jl«Jl i_aJlSvlil jLxp*^lj Jii-lj _ 
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Lo ii^ .^UwJl 0 jIj^ aJu-o J^LS' ^I^J^^I 

(^JuJl ^Li Jlp Ijili t^U^.I >'! >U«JI SjIjI J5l>J oLS' lil 

^ jj-iijujl (1)1 oL-s^s j-» 1-^ j_^L-'!lll ^lli<JU tiJujJl i\s^ oJuk 

: j-JiJL (.IjJVl ^Li olj/V JaJa^l 

jJ-ci^ (ji' t'U-Li (^-iJl Lj : (j-^Li J;.W" (jLkj ^ 

•<>^ Jc^ (irfJ <.oL-UJl 

jl to%LiJl j\ t (web-based) "i^oj" Jl iJl (_yLp ^^^^^1 oljiVl jl tolJJl 
.S-j-jjjJl oLJlo-xJI JuiJ oLai^^oJl oULva:?-^! jl tjJ-sJUJlj i-^l^^l g^SLo 

(oULJl J_^-,fl^JJ i^jlkJl cJjJL <wiiu«J ^y) 

l>> 

(_5Jlo (_^LaJ oULJl ^Ijl><jl^I iJi^ JuJlxJ tijU-Vl ,_;-'LJ JjI^ ^ 

.^IjJVl 

. ^JJj.,(?ll ixjLuJi OUI j>-l ^ 
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IJl* ^ i^-^\ ^f!^ t^r^H^ ^IJl^u^I jl jjk 5~<>jk! j ^^Vl ja^\ 



aJUlAil IgJfli'^U (3j^J^I 

J*>y^ i^L* oLojJbt^ o'yUJi J» JuJLjJI JjLjj .LfLJL^J 

Lfji 1— 'j^^^l jJ^ |_y)j^,iSU*yi JLj^i J^^j oJljIji^ oL~<>-? JL^ijI jt-tLxj 
^-Jj^^l JiL-^l ^LJ J^f oUI^Vl JuJuJi cuiJjJ (.(SPAM) 
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,43 aj a,* 

J jJl^)) jI (Etrust) ((c— ~- ^ t is jj y>^ ilijL^a jsLi _ 

4j>,^ iJUIj iiij jlS'LJIj ^\ ]i : ll |j,^aj>tij t (Network Solution) ((iSL-^l 

2j Ai^ji i_5^1 ^J-*"'^' '-'j^j^' '--'^ jJLx-o iLoJVtj ^ jij (1)1 OL? J 

ft % ft > ft ft 

jl (_^j:l~,<JI _ ajLojIjixJ ^\jJti^^\j Oj-;jJl 

oLojJL>t» i_^Li5Ul iJuk ^ liJLiJi (^j^^ (iH^'j ''j'^^^'j 

.((liLJ)) j\ 
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jJlJ k—JliaJ oJuJLf> U jJa L^JlI Oli Jjj i^j-li - oJj— - LfJl 

oLo jJiJtxJl SjL^ oj. .iaill JJ^ "^'j^ iLs^UJl jl^^Vl ij^jjcJJ (_jJLaj 

tSJjIjJuJi cj*>ULj<:JI aJUJI ^LjVL Jj-oJ^j ^Lk^l S^Lp J JjljiJl 
iaiiJ JLSLi! ^1996 (Lewicki and Bunker, 1996) J-^. 

.Lai«-lj| Ipij iaiScJl J-^^-io <.\ds^ iJlp iai!! aJLa (3 

LoJlxp J±/> fdjjs- Lo a jj>^ J*Ai>- Jr-^'j y^^^ o^^l olij.,r?" 

oU^U- i-o-o-^ ^1 jl 0_^3^i t_JlJaJ Lai J ixJ-A^ A-iLajl J-ixj 

UAjI 'UXixJl (J-i>-aj (_g jj-l j_5J| 0 ^ W 1 Li J I L^IJLitJL^I JL~«j jl I ^ ^r*^ 
J,Sv-1j t L^ iS oNL>JI j_y3 ajI .iJU9j>i J"^^"^ cjLjjJji^I jJuuj 

i j\ OjLxJlJ 1 ^ a .t j\ tL^IJLaJ jl oLoj_Lx_«Jl i. ^^s- jJ^ 
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L>_i JLvaj*>U JjVl Ja>Jl oiLp ojli^l j _j5o t is^li^ ixjLa J^Sf L^IJLi. 



oiU-Jl j.Sv-*j J-* '-^J t dUi J-«i (.cIjJL?- liLJj tdjJL?- 

Ol J_oJ_wi!_LlJl s-ljJUjIj LJlj<JI ojliNi ^>=J <jjJlj>- (wJL>«jJ 

jl (j^^-*i <wiLS' J tJJliJl 'Lsi.Jj 4<> Ig'. ft IL (_5jlJl (_^L4Jlj t j_j-^L™Jlj 

tCJ ^r^^ ^jL>tlJl JLft-pVl oJljIj^ V'^rr^ ' 

ii ^Jlp ^\ (^ij^J Lft-x ^Vl J (j/ai^-^l j^L^I JLajVI 

j_jA'^-<iJi oL)^^ ^_a..lx5o i-iaj LJL?- Jl^ jj .oLoJiiJl jl oLjiiijJl «•! ^^Aj 

.ill L^iJ^ y>-\ oUj-AJ ^ I g ^ t(_jj^U.tJl ^^Li^ J-^ 

oJl* ^Ji\ jLjl^VL) (.l^lj^l ((jJlJ)) jl ^Ji\ A_;-4Jl oJl* (^^Jk^I tojLp 

iJuk jjio JlS .j_y5UtJi! \^\ iS J^'^'^ t_»~^ljj>Jl Jl iL-^l oLojlx^l 
aj_^I tiJjjUJl oVUJi J J t^jjUJl oVUJi J 

J.«j;^mJ| t*>ljLa ULo oli'^^l J-ft.^ JtS t j_^3JJ JlLclJI ^jLkJl j! 

.aJLJI oI ^JlJI j! jj~»lJl JJ (j» JaJu V j! 

V oLf^ j-j S-Jj^^iiCJVl o*>LoL«jJlj ol 5 a ..r? II «-l^l JljI^^ ^k'rr-' 

I JUaj t j_JiL_«Jl 'J I -^"Nl 4 ft Ij il J C-J j-J^^ I » ■ I g » ■ O jj<j 

jv-gj (ji-*^ J-*-^^ oLojJbt» jt-j-li^ ol ft la", ft II J oLS'^^^lj j^j/jU^VI 

* * C->Lo ^^-L^-ftJl a jjb j ^^^j ,^2;^J^-?*-*^^ 1*"^^ ^r*^ 4xiJl ^yxlj I ^^^Aj 

iiJLj 4.^^ ^ 4i">t>Jlj tiwijIj^Jl ^lijlj tj^jLjJLS' i»Lpj ii jlx^ oVUJi 

.ilyJl Jl- 

^ '^-^ j-t ^ t^'y j»l b'. ll jl 4.SL_iJl ^\ J jw? jJl (^-o^ 

^JLiJlj tijj^l 4i^ jv-tLx-j til-ii 
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^ LaJl-5'L-j ^w^j-vaiJl jJl^I ^l^jLl^ JAi ^*\PKI) (.Ul ^LUJ 

J_s^l jjJl ^j^Lu c i.1JIj ^ jJa l-^-J-f- ^j-ij t (PKI) Jl i» jJaJLa 

i/oLnJl ^t^LixjL (Jjjj^l liJllJl ^ jJaJl )ajcs^_ .oLS-ivaJl jLS^j^ ^-^J ^J^' 

oLj^ ilbli I yC^^ j2^jL>tl«..<JlJ (PKI) i« jJiLo ^ JJ Aj>-lla» 

^ij 1— 'Ls^ ojjjii JL-jV oLo-^Vl isUaj iSj^_ L«_gJL4j U-a; (^-i-Ul 

• L) ^li i.iJJi LaJlXp ^1 

LoIJUL*.^ \ySj!i iwJi lg"_i (_j-.<>-P' ^-j-^ oLajJb»^l Aj!tS Oj 

.Oj-;jJL; ilLjLjl .±Ub"j J i^LfrJi oUsLlJl JuJuJi 



.oU ji«il JjLj J_3 
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\^ ji-p-iJl Ju>-ljJl jUi^l kULkij to*yij>Jl iwJlpI (. L^:^ L>_J JwoLS^I 











( j^Sli a_jUJ,i 






( Z'ju 
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iJU 




sjb^l ojJii 4_iiJI 




( 5it>^5 




sJ_»L>- h V ilL^ J_* 

S-L-^l jL^Ml J_5_J 


4_LLJ (_jjLSL-i 


Jjj — xJI 


( 5it>^5 




i-jli J ol>l iJljJ^ J-* 

S_iLaJ- si-sL; J SJL^j 
(1) J >j !l ol « J \ « ^ 


iU iaJasi J JJjJl 








oL/il J^l J— Jlj »J !_a 


SLls t ii jjj^ oLI»* 
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jv-^^l IJla jjiiU-**! .i-SCoil JijIjiJi (J-i>iJ toLljJaxJlj tA-x>iJl A-xJl 

JaJaii J tA-ij-ljJl oIJu-L^ -J^-J^J t AjL,>JJ oiJjn:Lo ^L; L^l 

■^j'j-^J J-*^ cjLJLSI^Ij 

J-ioo j j-J-« 100 'Ujicwi iJLS'j (Jji^ Ji LoJ_o t L^L^-Lj^I 

oLojJijt^l A-j^ ol o jj '. J i^J-pI i^^jjL.!^! jj^'yi iJl^jk tiJJi 

t^jJl ^^Lj .4^i j-<Jl jUNi jl ^ jiJi ^ J^'^ (J^^ J^'-*-^ 

4_jlJ__^l 4_o_la_ilj (.(OS) J^-J<_ijJl j»l b i 4_«*lj_« i^jj tjLJl jljJL^ • 
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JUJI oJuk oIj L-Lf^ t oI«-Ijlip^/I j_jLi ^ J^LxdJ oi^,i^l IjLaJd 

(Exchange) j^^U j>Uij |_^Jlp ^ 3j^\ j jl-^-^l oI^IjulpI ^^-^ 

iJLwo J5' ^Iaj ^^^r^ (J..W" ^ C-JIS' ^jU>.jJI oLl W':<J 4jL>cX~^*>\J 

JVs ((oJb^ 4Wai jj-ol oLLk^ jl CjLiSj JUJLjC ^^^JI ol «> ig'. «> 11 

ols-IJLlp'yi (.r^' L^Ltj LfjLLjJ JaJas^l oiLpL jl^^-oJL^L ^LaJl 

.JbJ^JI 
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la Jill 

Jb Jl?^ J t AjL«.;>«Jl] oiJbCU Jj^l f-LLiJj <. |_5 j all o JjLaJl ol S. . la'll j 

AjjLS' JLxj (_5j-~JI ^*-/5jJI Jl oJjjJJ l3.ig->tlJl J t Lli-I jJl J-^'^l oIJuJU^ 

.1 j-^'yi iJL>Jl oLft_^jL^ 
I ^ I ^ J aJLoJI Lftijl J L^Lo jJi_x_« jj^l jj I g ■/» J -.^ ^ 4 o Ij '. J cJ"^^ 

^1 j»_*l-~»^lj 0_^jJl oLxJ jj ^ J^l jjJl oJuk i^j-^ ^jl J-«Jl (1)1. .^^Lt^JlJ 

jJl (_5J'-^ J • J J-^~^ (3"^^^ ^^C*"^ (J^^ _^J<Jl 0 Juk ^^,aJ>- ol l-«^ ' l^owJ 

ijjLi^ L=^J j-^' LJLp L>j& i±jJj>Jl JUJJl JsLlJlj 'J.SJ!C^\ Ci\ ij 

jlj*yi jl ^ jiJi J5 ^ j-^^-" J-^^~^ J^^-*-^ *^ ji^l J jJl:>Jl ciJLS^ 

.iiil j^l 
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JuJl>iJl] aIjjIsS JjJL^iJI ii j-i-^ f-LUL) ^ oI A.«Ja^ i_r^ 

















































Jl iLijJl jLa 

oL->dl 











J^LlJl jjb'. JL U-L 0 ^ ->i (^-iJl j»iLyi J-3 j» jl IJla 

.0^ L^l (1) jJiiixj 

oLojJlx^ S-^UJl oU-L^Jl jLjlpVI ikjiJl Jls-Ij oI ^ 

JloJLxJ (JLLoJI ^J_u_>« (.j^^"""^ *Wd^Jj-^J ^ g '■ ''^ ' jj 1 1 g . /. ftl . .. /. t «t <> Ij '. o 11 

"Uiij j-/?Lxp ^j./o iwiJLxj ' -^-^-^ o.sl .,(? Jl oUI j-=^^l ol L«-S' 



114 



^Jb Ji ttwLiiilJl jl c-JJ>ilJl tj^^UJl Ills' j_j3 .klowsj (wilSCo y>l LJLf> jjk 

IJl?- UsLp OjiC JlS jUii^*>U Ju^Lp JlJjJ ^ 5 jJlIJI ^Jlp o! 

.ol^JLiJl AiiScJl ojjUij Lo lil iU^U>- fuip (^JUcJl 

oIjj1™<JI iJij>J rtjJiiUj oiU- (SLAs) iaJL>Jl ^ ji™a iJijLiUjI 

jl-L. Ji^^ tLo_^_ i^L. 24 Jl Jlji ^yjJl j-a ■/ 99.999 (.Ui-Jl J.^_ jl 

'WsLp- l JJI *lil CjLjJLv.^ jjJLoJj OJL>Jl (.S^SjJ-^ jl ' ^^^r*""^' 

.aJip jiiJl f-bVL) «-lij-!l iJLo oLjijJ ^ ^ .p yu ioLSCoj iJliA 

(SLAs) J^l Lft iUtjl oJbJip 3 ^ J (>° j-" 1.5^ 

jl (_jJlp jjislj-*.- 1— 'J— "L>Jl j»-laj<^ jl H\ iaJLp «-bl oLjX«^ 

iSL^I J c_^j^UJl i>.^lj^ j! J^^' ^ ^ iiiS^' Ji'Vl J huj^^\ 
ij*>ll]l ^^LjJI «Jl* ^-'■^ ij-«-^ (j-**^' ^^J'-^^ J 

: JUI USL^I 

^U«:i*>U Lo/i iJI j» J oiJL>t/> i^^jnJl ^jl=^ (j» '^Lo jJl«.<JiJ jUj JaUj • 

.J j)lj->i^l 

• Jil olj~^>oj oL>t/o^ i>-lj>Jl 4.va.4><L/o i_aJlSvj • 
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: i3L5^ij>-l JaLaJ 1 ^ . ^ 2JloL5Ci» 2l»Lp iJiSL^ |_yJ^ 'jj-"^ c5'^jhd j 

.^^.oJl^^ J-^^ if^L^I ojU>Ij (.ULla:j 
fLJ™]! ol— ?t/o^^l iS^^^lA^ j-o-jjt/o i^y>-j ^Jaj^^ 5jjLjt/o oL.;>t»jj 

.ioJiuJl j>i 5ij-^^^l aJIj-^I JjU^ Ji (99.999) ((jj-^oJJl cjIj<-«x]|)) J.J<-iJ 
(SLA) i/iJjiJi (_g jjL™a 5-iLijl ojlij ^jLLScj jL^jL„j La o^Lp t^^J^I 

t L^_»_o^j jsUajJl CjI^^J_oJ ^,.oJL™a ij-oLjj t LLvi-aJl 4_^lj_oJ oj^,.SvJLa ijjl.>J 

250,000 _; jJJu oU-^D) y& (SLA) aJuJs\ ^ 

- 7.99.9 j! ■/. 99.99 Jl (SLA) S.«Ji^l ^j, 5Jli1 • 

JJui; SJu Jl 'I. 99.99 JJui: SJu (^ji^ JL2:JVI oI il - 7.99.9 j! 

8.8 JLo^l ^1) i:-- A-iUil oUL- 7.7 (i> ^1 ti-^ii '/• 99.9 

.^^j-.^Ml jIju apL- 24 ,j»L-! (if>L- 

UJiJl J jU jljJbr J-Lo ((L-woj 7 99.999 J4lii jl 9^^^-^ 
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jl 4^"^^! oL^L^ J^__u^ U^Li jl ((ij __^» (SLAs) L.LlS' • 



J.-Jl-1j oJLo J-^ U-^j (..>*>^-<Jl J ..^ ^ pLjI oLjLJl i>JLj<^ y.lOO 
'■ ^J^. L^-S'j tjil (SLA) ijip 4iK; dJUJu i^-Uj i™Jl 99.9 







8760.0 


100 (24x7) 


8759.9 


99.999 


8759.1 


99.99 


8751.2 


99.9 


8672.4 


99.0 



iali^ OJLxJU JjLo.^ oLaJs ^Lxi ^^Vl oLo jIa^I 4 obi! j_jlJ 

i-SC.^! ^ oiJLxJL/o oLI Ja-j y ^^^\ J 4. II ol o la", o 1| SJU^ .JbljJl/o 
tULJa:^ tJbj^l 2Jl^Jl<i j^-PJ oLSLAjj tv—iJij^l Jl .^"V iUj JaLijj t oUJl 

oljV jjJl ^ jj-j*>Lo SJlp SiLp oLji-w-^^l jJlxJU ^^r^l y>- la" < ^LiJl 

.j^^jLA-iIJI jL>iu»i*^lj tiwAJijiIlj t f-lj^lj t i^Jc^JJ 

iJlJ 0 ji^ olS') iLiJi 

.(ajj^I ojLol jl ((cookie)) i-iUl J*>ls- ^y>) iLiJl <otUj 

ia-Si ((^^^ J ^^^JL^jL,...^! |_^Jlp iLLJl ^ .p a " : iLlL) XkA> • 
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oLSLaJIj 4.<>JajSflj oLojJlx^I Jj-^I <jU^ ^Jlo iiiS^ j! 

_^ . ([CERT, 2003]) oL- j^l j jlJbJLlI ^ J^^J-^ 3.5 

jl j}\ ('/. 20 : ^^\) 1^..,,.^^ L-AO^ J oUUaj^^l oJla jl 

.Iji^ aa^x^ i_jiJ i»5'l ji<Jl aJLJI (wiJLScJl 

^i-^ lil 

jl JlLo JjL;>tj J LgJLoJaJl J L^Lo j-L«^ J j-^fl 9 4 o la '. J J5' a" jl t_-^J>«j 

j ji ' "j,* -,^^1 ol o la", o II SJL?- .L^Lo^ Cy° jL>.i:L^Vl 

(ji;>idlj (j-^l jl (_5 j^L^wO ^ toLijj-iJlj jljbjJl |^w<J 45C^I jA j^Jl-iJ 

^*yi jl OljJj liUjLoJ (_s^l 4.o.jT .,(^ ll J^ 4 W jJLoJl 4-/> b oJ L ,jJj<Jj Lo_J 

^JaLx^'^l 'uJajVlj J^^l^pJl ^jJlj iJlP i_-iL«^ jU t ^j-^JL>c:u~<Jlj t_™^ljj>Jl 
^j>i'!>lj ^j.™^^,5l<Jl t-\j.^>A\ ^ Ll ji J SJLp iwJJaJj Jl5 t LajI^^ (_?*^' 

JbJL>iLj jv-^ LoJL>- .5ij^ j_oJl oJ-^^Vlj j» J.>ilJL™oJ| CjL~^L^~^ 4jLXj<_i jjwa->=-AJo 

jLio (_gjL>o jl ^ iUkJl j^JLoLJl tijjujij LJjJl ojb^l ..." tc-iLJLSCiJl 
«l«Jlxjl«JI ilj-ix^l (j-^JajJl oLiajj t cjLjL™JIj tjLo-p'yi Jjl-*->-j t oLijiJl 
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oU jJ oLJU^ 4JL>-1jJl obJ^ll 

J>^'' U^J ^-Jj.) M (, o*yuJl j>. JuJlJI ^ -^j^ jj 

JLii . (CDROM) ^xJl ^ iJVi j\ (Flash) jL^I 5^li Jl- 

<LJLii]| (Jj_^^l jl Oj-ij-il jl oLiLoj n_»jljjJl (JjIj^ »jJ 

Lo i_4is j>! ^j.S\^ Lo lijj .^lii ^.,(? I i^LiJl "^'^3^J '*-<>Ji--oJ-J 'i-w-^l-xVl 

.55^^! j>i J~o 10,000 iiL,^ Jl*-j i_jj-^1j>- ,_^Jl«> J-«-><j 

^j/S j-va-i^ SjliNi oLx-SjJ J ./? a " ij jJlSL^ «i_^Lw^ ^j-o-vil ! "^jl 

J^j .CjUjJlx^Ij ioJaJ'yij oLSLJJJ |_j-^aJ-,^l j»l Jj-cJU-N I j iS'^-lJl jsIjJ-cJL^I 

J^l :LJL' 

Jjt?-I t^Lojk! ^^Vl oLojJu^l Jj-^!j oULJl jlpIjIj jIoj UJ : UJU 

JlpI ji Jj>-Ju (2^*-' (J-^?*-** -^-is^ >— ' j-^L;>«Jl j»LiaJ ^-^'—J*-"*^ J ^LlaJl 

tJji>-jLjl iJuk Lf) ^^.oJL^I ^1 oJuJI Lo J iuLfJl oLojIjtJI i«JaJl j oULJl 

.<Jji>-JlJl jvjiji ijij^*^' i^^U^^Vl ^-"^ «-L»^l cjJl^ i^-iijijj .(J^^i-jJL 
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Jj-^ (J^JJ S-^lj 0 j-j J Oj-^l oLiLJl J-2ij toiLp' .i5Cw>L]l A_Slj^ 

laT ...^ .4-_<>_9jJl J J ..^ llj ^ijj^l OjJ^>^ 0*>L:>«-^j t?_JL«Jl oLaJ-oJlj 

ol : JLloJl J-;^^ i^ji^ .iL_^L;_«Jl L^jJ^ iajjJaj 2L^j^l 1 ^ ■ ■ ^ILo j tLg-LaJ 
J-* J-^ J-^ ("_^ t/^ (CFO) i^L<Jl ^JlJJ J _^.«j>wJl i_jj--UJl 

C-jL) Li-wo 100 j»_?«j>tj LiLa (^-jJi (>dJ->-^' i_->j-^U>- Lol t ^ S la '. J J 

0 iwiij j-oJl j^L;»- j^l^ ijjl j-iJi ^^jl jjJl J jjjLjJl i_jLw.»^ «-L<>_»<il_i 

(jl^^li^l l^;.;-™; ioJiuJl 4j<.o-™] 0*L-^I jLiP^I UjJ^I U lij .iS'j-iJl 

Jla oU>cXi<JJ 5*L-^lj t TriWest Healthcare Alliance (Gehrke, 2003) A->waJl 
j^^ji^ I NT 4.0j j-^jj.S\jUJ 2000 jj-^j oL>t^^ |J,Aj<J j J <Jl y>j ^-^3 
jl OjOIp ^^ikuJl jy>i t (Musgrove, 2004) 2004 ^1 ^J/JsLj. ^ cJ 

.^1 jL>tiwu*yi ji iSj-ji i^jjkp- jis>\s><^ (^y^^ jic-L~«j 

JUp 5jj&L>- 4.wo-^j ^Ja^ iSLwA jj-S^ j*J I'ii I j-^SLi ^ Lq_« ' 
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iiLvi^Lj 't5j' W^??^ fj'^' ^ J-^' u^'-^l ^'^i^' ioJijl 1^ 
i^jJlJI lalgV <~r^ (.y^ ^r?^ djJu>- J J*>lj>- iiiJl ^Lvs 

2^;.«j>J ij-j^^ oLjjJJ ^ <, 1 . 2 la : X. iJj.;_l<Jl oVUJi Lj : la .t. ;!j 

t Ja^ j_jJlJ(-Li]| jI j_ylijJl J^^yJl LaJjLix^ Ijj b'. a <o jjVIj jLoJjL-^^NI 

aJJLj aJLp iji-o-^ J-* ijjLSUl JLxj (_5 j^l ^-/i jJl (_jJl^ Si jjJl la.lg->«J (1)1. 
AjjIiVl oljLg-oJl i^JJalj IJl^ i-jw' oLa_^jlj~^ JJ-fr^ ^1 o-**^' 

tialjJl J tJj jj..«^l _ j,_w-ill IJl* ^ UjL- o j_jJl Lg-~ij ^jVl A~^L-Vl 

1 45'j-iJl cjIJjJL^ i_5^ oLjjJ_»^I ^j^l 4_J.SLj& jI SjU>-f- J-S' jl k— 
^ jjjjiJl ^ .ajjLSvJI jlxj |_5 j-~]| i^-^ jJI Silj<jL»^l 4W.t ilj ^^^J.Ji.»ijJ I jl j.ojuj*^Ij 
oUaLU i^jj-iwoJl 4_aLj<Jl jjL>c^l jj jl (J ■ ■ 1 *^jl IjLo to*^L>tJl 
j^yLc- oLojJut«Jl ^1 aJlSI^ .(Jj1—JI j»— ~aJ| ^ 4i a^l j>JiJ iaJiitlll 
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. (oLiil JjJl>JI Ja;5-*^) Ajj^I A-1><jJI tJJlJt-llII Sjj^^lj t j,JaJl 

ijJL>o _UlJl ^ «ci.;-<)) jJU ^1 « ji liLo» jJLp j^SlI jJaJaJ^ J^^_ 

.^l>tXj oLJb-cjJl t_Jj<jdJ oJL^jJl iij^^l U>J& t il.>Jl 
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>ljj_<Jlj LJlj<JI tLk^^ IJla .oLi jJljx-^ 4-^ b il dUcLoJ 

oUL-Jl jVfj jJ^j tjj-^jJl ^ oULJl j^iUJj t(LANs) 5_Ju>^l 
olj-^o-oJlj t (oj.i_^l /'C_«_xjJl) jsLjJl ^LoL^iJJ «Lj:;>tJl 'LJlJIj t L^iLj<jL~-lj 

.A-S'jJl oliLkJij t(A:ojjb <_s^^^) ol~~jpAJ i^jJ^^Jl 

^ jLliJVl aj<_^Ijj tiJj-_L«Jl oLj-iill U^l j»->-»i!i ^-*-S-d 

j>i ioJL>ti„^l oiJbcuJi (j ^^Ij oLxiJlj ^IjlaVI jL™>Jlj Jlj^"^! jllp 

ijijljij 6 j^\j>- 1 g ^ ■/•'J ^ C<LJ..axll i^.otjLj ,OJLxJL/a oLijLLa 1 ■ ig"" 
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: Jl oLojJi^l 
.'U. J-^l J^l JlpS/I ^S/I oL_j1^ 

J j»l la". II ojlij^ ol^^-jcJl ^>.<>^ «-l ^^1^ j^-A^J jJ^ oL:>t/o^l 

.ijJl ojIjI oUU^ JJi 

N t cj I j,i.^.>ijJ I oJla oljjS^ jj 4ju>c.«^ jj-" J J'^^ 4^j-^L>cJl cjI j.^^.>iix!l 

^JL> c I— -oJl ^jj> ,Ji>tlll oUI^^I jj j»JL>tI*,Jj I. ^jA>- jl J ^ ■ ■■ I La jjSloj 

.^.U^l Jj 

jJl t ^l;>tj L^Ijl?^:l^I j L^f-I ^ (j^^^ ' OJji>- J 0 Jj JlP ol jIJu 

.iL-iJi ^UxJl Jj t«-bVl J oljjJcJl 

(j-ijJl ^-^1 Jj^itj • SjLcl^VIj JpLi^-"^! i^j^ssJl jjjji • 

cL'Jl?- Lo lil^ 4«>lg'. <Jl ^ L^Ljjti^l J->-l t UU- i/iJL>ci„^l oLo jJlx-oJJ 
.(olj-4>ti!l) aJu^I e-'j-.-UJl oLjj5C<J ib^^*>\J Jjli jJ- (jUi^l 

Ji4S ^ ^a->~.oJ I A.oiaj'yij ^^ysL>t-i'^l jl jUwi J^ ^J^J t jaJj>cX-,^l Aj^^ 

.olSwiJi J oLo jLtxJl Jl^ iliJl ^\a',..^ ^ 
'(J.Sv.^l U"^ i_r"^^ (j.W" L^JLXp t olj . g ^fnjJlj CjL>t^^l jsJLij 
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.2j ^1 



IjJI X»L?» 



iJi5) iS"^! oUoi- JJij t(DNS) JlkJl I oUoi-j tCOTS 

ij^j i^l^-^ J™^ c?^*^ 4.SL-1JJ i-iLsi"^! i-JsLj;^^! iLiJl isliJj 

AiUaJJ 4-.«_>t» i-isLjl^l jiLv2-» t dUi iiL^il^ 'j-'j-^ --i^-ai oJl:?-Ij iJaJJ 
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i^yVl oJi>.:uJl oL"b/_pi ^lijJl ijwU- 

. (Al-Saleh, 2002) ^^JO^'^Ul oVU^'Vl J^l JloJIj^ (862.11b) 

^iJui^i^Vl A-5X.-*>UI i5L^I iUxpl <,j»2001 j»U Jo. t^IipUai AiJ .A-5X-*>UI 

. (SOHO) JjiJl j\ J^ojJl ivjUJl oUj;iJI ^ L.^ .iAiji^l 

tLsX-'^Ul (LANs) LL>«JI ol5L.iJl olS'^l ^y. 6N1 

L-Juko . (Al-Saleh, 2002) __^T jLSl. j L^jlIU^ j L^^^-^"j 

ij)^ y I "^^jiy^ 'b"--^ ^ Jjofnj aSLwJlJI «-IjlJ 4.«SCL-j*>\JI JjL-^ jJl 
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tUi-xj 1 ^ «-) ^ S-^-*-; '-~->'ljj>Jl o j-So LoJL^ iLSCLJl (Ethernet) iSLJ. 

^_jLi^l .^L^^^iUl dIL" J ^UJI (WLAN) a^JOl^^OI (LAN) ^JJ-IjlJI 

i^Jiku J jV^Jbk:u~JJ (WLAN) iiOu-^Ol iJij^lJiJl oLSLaJI 

^ 1 4.o->r ^jjUJl cjL™-j^L iv»UiJl (WLAN) a-51L-*>1]| aJlI^IjJI 

I J .^.Sv— iJl j_jJl^ iLiiU 4jj_^l cjLjJ j.>cJL„^<>JI k_JJaij JuSv-lj 

JJjb L^S I j»Jb>ci~,^l ajj-* ^Jj:>il)JJ dS j^j^ ^IjLia j»|Ji>iJL^I 4^1j>Jl cjLSv—xJI 
(SOHO) oU-Jaj' ^y. JbJuJi jl .4™-J^I 4iL_lJ 4_JUl^*>0I Ji^l-UJl iJL& 

^ !l yo jj_aj>tj (_^l 1 j»l b '■ ll ^ !l ^J_4j>iljJI j-o-i k_JJaJo 

ojLiNi j»JL>cX™a (^^f 55L^I dJJU i| .45L^I iLiJl Jl 

i! ^>^-~- l-i-* ijj^ tCj*^lj>Jl jjajw j_j3 .Oji^jJuJl 45L^I jiLva>= ^\ iUJi 

yp t ^j^oJ (_5^l *^LSv— -iJl JbJijiJl .(jUajJl ^^-»lj c-J^JNLi jLs^2j*yi 

ojIju jI iLSLl^ L^l^ iUJi JaUj 0*^ tL»jiLva-«-! ;j~a^J>i:^.^\ iUj '•fJ'-*^ ^r:^*^ 

j-J<j "USsxij t j^^SsJl<i*5UI Lo 

Jji'_^^ Ja_^ j_^l iiUlJlj olJLjixjJlj tolj_.<>-<Jl j_jJlp f-j./rW J-,^-aJl iJu* 
^j-ij (_^l A_5lL«*>yi oL>Ji la o II ijjJ^j . (802. 1 lb) 

tL^U^ ^ i-^Lii^Vlj i>.jUJl oL-jL-Jl Uij«->j t(WLAN) oLSLJ. 

j4-^_ t^Ul (802.11) jl_^.,_<JJ Sl-Lo-I (802.11b) JL^.^1 jl 
11 _) 4_i oLojJlx^I (jiJJ ■^-'^j 'A_SlLx!>Ul (LANs) aAj>^\ oLSL-LII 
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^1 dUb- jjiLS:: i-iO^V <_iJLlij_; (802.11b) 

(802.11) jLa^I jl il5L^ (Ethernet) 

J^l J» (IEEE) j^^j^^lS^'yij j2;~jL^^4^I J-i ojjJa.<Jl 

(LAN) 5-:^" 

J-o-xj ^ j_»^L^ cjL.i.>tji^ jl ^ (_5-* • (^P) -sLaJI i^hJu • 
.'U^Jl-JI (LAN) 45Lw.io I jJ ^ «uSU->iN ^J-^-^^ j_yjJj>c:u~<J |^-o.>iJ ^^hJcS 
j^j iS (_5-^^-^*^ oL« jJj<^ ^j^l jJ jj-^ ''-o-^ iLjjJl JsLiJ j| 

J jL^. L.Jlj^ . (WLAN) a_^iJL^">Ul iJi^^l a_SL-^l ^ iLijJl ^Uu 

j-ol jj& : (WEP) 5^^5Jl~JI cjLSL_1JJ ^jJLSLJI ^--.^jwaJJl • 

j»Jj>cX~«j .(802.11b) jLx-^ iJL>,^l A-SlL-*>Ul aJu>,^I cjLSL-IJJ oUjJm^ 
iiJ^ _ (OSl) ^ J o^;Lvi:^;I ^ij-J cn^^^ o^^^ ^ (WEP) 

^ij^ CjUjJlx^I j^I (WEP) ^ yC ."Aj^-i (_^J ^U-j J-^" ^[J-^' lT" 

«,;;j^SLJl^V j\ Wireless Fidelity _! jl : ^1 (Wi-Fi) • 

Sfjb fjL^^. JJlL^ <dl .(IEEE 802. lib) >-T ytj 

^ Sfju (Ethernet) ^Jik^ ('Jl^'^. ^.JaJi (802.11b) ^ 

. (IEEE 802.3) 

^ :(WLAN) 4_;.SLL>.*>Ul 4_Jlj>^I ^j_--L>JI iSL-i • 



Wireless Ethernet Compatibility Alliance. J-i j» jJis' (»•') 



131 



^iJi^^Vl J Wi-Fi jl (WLAN) oL5LJ, o .JLiJi J^alJ iHJ-i\ 

L,-JU oLi_^lj^ ^ : (Wi-Fi WPA) J ^_j_-.-^>^l iLijJl • 
cui-^j .iJL-l:; Jlj LJU Sij^^l :LiJL^*>Ul LAN ^uJkjSl iUJL 

AjjJk J_a:>t:Jl ^ jjj J OUL-JJ iLL«.:x_x> i-~.<>-«-J ^JlIiJ (WPA) ii-^l 

. (Wi-Fi 2003 ) ^Ji^u^l 

ij50L-"^l (LAN) Jy*jJ ci-S" 
HjjIsj tiji^t:Jl i~;-Jl iaj^ (802.11b) jLjt» iJL>tj 

oUaj>i^ Aj- j.^>j>^j ti_ilLJl iSL_lJJ i~:i:>tlJl ij^Lj iJLvaJLa Ji'^l (_yJLC> 

(BSS) Basic v-L-Vl ^uJuiJl 

o^^A^ (BSS) iL^L-f i^JLi- ioj-o^ t(l J-SLlJl) Service Set 

I io_^x>j>t» jl .(SSID) iojLkJl 
i^L' ^SLJ, .iJJJu aKI^ (BSSs) ^L^L-'Vl i-JuiJl oU^^oj?^ or^'' 

. (SSID) ,y iJ 5Ji^-l J 

iLiJl ^Jtii^" (WLANs) olS" yJJ aJOl^^OI olSL^l <:JJ>\ jl Jl I 
<.._i_LJl ^_^JUk-o) oLaJL^I ^1 Jj-s^jJJ l^SA^\ (LAN) iiL-i ^_^l 

Jaj«j ,<LS>xSi\ A-lJl j-*-^ J-o-jC-x L^jU tCoJ^^I Jajljjj t oLxjUaJlj 

WLAN J^^SLlJ UiJLP ^-ib^j (.^JlJ 500 Jl 300 iiL^ SiU iUJi JsUJ 

t l^xJaJtj ^-^ jJlaoll aSIj". oil i?-L>^ : iJlxJl jj^tjU UtJ A_l>ilJl i«ij» J 

Ji^ j2^jL>tl«^l iJLPj tA-JaJllJl jJsLjJ i-jLj-iJi ijjL>Jlj tiSL^I J._5L1j J 

.(2 JSLUI) ^yr 

Jo±<JI iijjs UAjI |_5p-^ t((i?-L>Jl Aijjs ^1 iJliJi AXjjiaJl j^ 

j.<>.;>t.>i ^JaL™) t (IBSS) 4j.iL™<JI 4™^^ I iaJlixJl if- j.o.>t^ jl t J^JuJJ 

1 ^ .,(? it-i ^ j-iLwo JSLio JaXj (802.11) jLot^l (jij 4-50.--*^ ol lg->i-a ^j.^ 
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.(1) JX^I 
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. (2) JiCill 



kS'j^^ iLiJl^V iiL-Ji A^L^Jl O^yij- oJLji^ iijjJaJl oJlss oI 

.((j-SLijJl ^ ^jLuL«^oJl J>^) IjJljCLo 4-5U_«JI aSCiLJI ^\ J jJl 
«-U^l oLaLJl iS'jLiwo J^l ^ i.Ja.^\\ jS- ^ '-^'-j^ (IBSS) J-«-«j 

jj^j^jSJuJl ^j^juj^^l cil (_s^ (802.11b) jLj<^I Sili:u-*>0 
Network Interface iSLJ. -^j^' ^iLk; iijL^^ ^ t^--^ 

^j_^L>Jl ^ 5__,,JwiJl iiUsJl J-i ^ (NIC) liLk; 4~^" 'Card (NIC) 
^-bj t(WLAN) 1^ j.l-UkJL^^U ^^"j t (PCMCIA) 

^LA ^ J ^UajJl ^^j-SuJl ^ Jj^?^ (Wi-Fi) iiLkJl oJl^ iL.Jj>Jl 

.(NIC) iSlk 

^UaJl t_S^^j<j ! ^2^-^Jl> » JL>».oJ| 4jj-* ^^xsi jj-lJL~xj (802. 1 lb) (JjSjjjjj cLLLLoj 

(WLAN) 

jlj_Lf> JJ^L..^ ^Jl>.jl.-^1 J-^jj ij . ^jJLLa j»LlLxi' J-<>-«-j i.(3 J-SLlJl) 
jUj ikaj ^ J-vi^ 4jLj ^JL>ti~xJl Jij (1)1 (jyi^iaj L* J .iUJi jl Jaii (MAC) 

j'jA^ Jl tOj yui jJ^ ijj^ (SSID) 5»Jj>«Jl j.<>j>t» j 

.iLiJl oLo-^ J^*^ JLi^jVl iJL^MJl yu> jt-f^l j» Loi' iLiJl ikaj 

cr~~:HJ^ 0^ o^^. .(WLAN) iSLi ^1 iUJi "^U^l _ ^^o^")) 

I J^oj<JL„j ^JLk:L™<Jl jl (Karygiannis and Owens, 2002) j 
«daij ^] «i.>t.JjJl J-J<Jj aSL-LJI y |^JL>cJl ^^^.i-LJ iLiJl AJaij ^ 15 

j_1j<JI ^JL>tJl ^ JjLkxJ LA__,_J-iJ dii Cols' li^ JaJi iLi-JL; 
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iUJ 4 la S : I J-A^^j ^JLk:L>-^l IJla oL oLw" -Il^^j dJJJJj t(AP) iLiJl 
.JJUJl iL5X«*>Ul jv-liJi '-WJ ^r^J '-o^j^ LSX^V ^t^^^-^j 



RC4^jjl> 




. (3) JiCill 

. (WLAN) oLSLj. JUjcu-I ^ -^Ij a^-~JI cjUjLcJI j^I jl 
L 4.™^j^l cjU jJjt/j jsU-cJLs^/ ^,i>t.oJJ Lys ^ (WLANs) cjLSL- i ^cJLoJ 
iSL-i k— jl .iSL-iJJ ^'■'■'((|_,l^^^:uJl ^ jl \\ >^^|)) _j ULp L^I jLIj 
: J jij 'ici^^ ^ dljJislj ^jL=^ iSL^I J^LS' 4j<iaiJ diiwij AjLio (WLAN) 
.MUi jl5 lil U Ja^l jLJ-L. ^U^l 03 .«cJ__^)/L. ^ jLvaj1» 
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«•! i;--j:S^I oL^^I oU~«Jl oiip JLaJ .a-5^LJI (LAN) iSL-i ^1 <b 

.(WLAN) ;5LJ, 



'■J^'j oLSLoj j^jL_i» I j2^jl><jl«^I :^j^ejii\ S-JLLi • 

.i]">L-^ll ;k^l^ LsLjJ ;5L^L JU:Vl Jl 
^1 JSLl. iJUJl ^1 ji Sj^Vl j>.JLi<Ji~-^ J^. : 5-^1^^)11 -^ly • 

^ j-x J^Lij 0 j~k^ (WLAN) ' ■ (1) j^Jl> » X^oJl lg"..._i ! 4jj ^ 

j-wJiJ (j-S^-«j Lo-S' t4J.lj<-<i ol . la'j oL^L^ cT^'^ 4jj ^ ... I (WLAN) iSL-J. 
Iji^ S 4. ./Till i.^«^jx>J| oLSwi j_^J 0 j-J» .,^11 J-d^JJ J..l<Jl olSwi 1.^.<>.jil:>- 

• Aa^Ij a^L~v^ i^^jlajij 

lia-'>Ul oL-jUil 

Ijlj .4_^5lL^*>Ul oLSL-lJl J*>U<jL^I 4_) |J>iLj N bij ^jlv^jI ^-iJl ^ 

cJ^^I jb&iji J-aJ .oLSL^I |_jJ^ iLDJ l^^jj^ia ((Uij^)) IjJ^ jl 

(LANs) oLSL^ jl .oUjJu<_Jl JjlS' j»LLj. jl JjL-__^1 ^J-1:;5Lo j tC-J^)/l 
L^JLJu i^-Ja. U Jl A^^*^ (LANs) jS/ (WLANs) oLSLJ, ^ L.I JS\ 
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^JJI ^LJI Ji-li 

oij^j^l (WLANs) oL5L_Ji Lol tjjJL^t^l iLajJl <uljL>^ 
t U^-wo^ A^ t JL^AiwoJJ 4J iLiJi (802.11b) ^ j^jj^, ■ 

^ Jaj jJl ^SUa^)) J j.<>j>>L/o I J j-xU>- (JL«jCL»iL ((ojL™JLj -LaJo 

oL>^^j (NIC) ((aSL^I 
ojLvJL |_gy>=Jl ixvfl jj-ij i;jJJl ^ oJla ^ .iwoj>t^ (WLAN) 

Lo-S' ((LAN Jacking)) CjLSL_iJl a W W jl _ ^ <l.^>^JJi cjLJlo_p I^Lla j Lla 

(LAN) oLSL-wi |_^^^,j>tjJl j-SjLx J-SLijtijJj *Lii^^ ^ 

(LAN) 4il W . I 4J jj>tJ^ (^..w^lj^ oj_g^>MJl j_^ljL^ i-iLL-!>L!l 

jL^j (.;-5X-">l!l (LAN) ;5LJ, ^ISLkj '^y. Ji' ^ .(GPS) ^j^l JuJi^..^ 
Jl^ (.2-JU«Jl oL^^I JJ-|j ^1 oljLiVl t^j^ jJl>^I JLii^^Vl 
ioj-o^ iLi^l -l^La^ oL^V (Netstumbler) ((c^l ^'Lo)) gj-LJ^ 

5jL~JLj t^>^ Sl5Li jl . (GPS) Jl ^ j lf^JJ>- 

I j^y JtiJ .0 jL^ j» Vjl) 0 J\}p JiJi ob! j ji^ 1 0 ^UaJL (^3^1 

JaUJ Oli^ JbJL^J JaLSJ ^^1 JliJ .5~oSll ^ iLiJl JaUJ jlilo JbJL>ilJ i.A=^U 

.1^^ ljLl:ol A-viLJl iLUJi olji^Jl ^ iLiJi 

iS'_f^ 1^-^ ' (AP) ilijJl Jslij ixSLal JjJj>cJ t^JLvi'l jiJi 

jl _^^l ilsL™; j y>x>c^_ jv^l il . (4 JSLlJl) (www.warchalking.org) jl y>Jl 

iS\ .C-J ^^*>U ^J-o-j (_y^l tiU-j 4_s^Li^ 1 ^ 4_^5\J_~^*^ '(.SLwJi 

4j J jj iiLij)) Lo. ^ il ,_5J-f- Lo_^_J^ jJajJl ^j-Sv-oj jUaLiJ jl ^^^^Jl f^ys^^j SjL™JLj 

J*>Ll^ .4ij.^JL™aJl iSL-lJl dJJU |j~J ^J-^JL^oJl jj.^.o.^1 jl jLjlpL) t((5JjJ^ 
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oJljUj (Kinko's & Starbucks) ^^^^ jt-f^ Lj ly^^. 

i^ljLo (802.11b) J jLa^I Ji j 2lSL_1J JLlo iL^LJl ^^JJl jl 
Ap-Lo iLaJJ (_$JLo oiU> ili-LJl ^-aJl liJUlXoJ .(jiLaJl j oU>Lj>-*^I 
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Ijl y liy>cS\ jIAj JuJljJI Jl^jI JLaJ .oU jVl J5 ^ j jliCo ^ 
(3ii^l ^j-^ J>S^ .jv^jl^;*^^ oL«-~/» Si^jj '^;j<j "C^L* ^j-> ..,^'."1 Ljbjij 

*>Lol ^^^-SU^i,^! ^JL>J ^UwJl jLiJl j_^LLJIj t^UtxJlj tA~<JUJlj ajJsjJI 

iL5LL«*>L!l 4 o jj: o II JJ^ toJU>c:L<Jl jJl ol o la : c. la la>- JlI! 
.(http://www.communitywireless.org) ^^-_<>.j>tJI ^_^\ ^^Vj>^ ^_^^LL^'i iLU 

i/o^^;>«Jlj ^_^^^l>t^l il^Vlj CjLpj.<>-:>t.«Jl JuJlxJI tJaJajiJi oJl* J ' 

<U^i-«»>*^\Jl <Ljj>tx>Jl 4.SwXjl <LJJij ^j_^-b>tJL..A^ ^t_^_^-oJi>c_^ L^^^j>t-Joj 4-,*aj^^Ajl 

I^Jlp Ji^l^ ^L^^J ty^^' Jj-s^^^l c^i (5 JS^I) (802.11) jU^Jl 
o^^l i^jLLa i^-lS'j-iJl iJU- .COTS ^j^^^ ^^^^ c3 

j,_f^j iJLoJL^L OjJloLjj ti^iLxJJ i-.SLL>i!>Lll iSL-^l ol jjJJjLxj ^.^j'^l 

ajJ_J_ajJI '\.^5\J_vJI "lAjs^-oJI 4.S\.,.^I ~aijj>- j_<>Jl ol ^J^iJl ^^^.o-^ (j . W '. " 

. (Karygiannis and Owens, 2002) ^-SlL-MJl oLiiJl (wired LAN) 
jS\ jJLij (WLAN) ^-SCL-*>lJl ^Jl>,^I aSL-IJI cjI i>Jlj<^ *l jJuJi jl 

cioiiiJ <JjL>t^ Jj^ iv^Li^ cjLjj>cJ 4^^5Jl^*>VJI oLSL-iJl ^ . j» 1 b '. 1 1 jl 

Oj.^'yii tjaUaJl jl (^J^' J'*^' J'^^^-V *l_5^ "-^l-^-'-fJ' 
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jv^J^ Olj «it~>Jl ^1^^ otJ^^" AjLIoj JUJI iw^—^l^pJl j^JLit:L>-^ 

illjV Uj*>L. L/2j>J IjiJi:^ ((SJjjjo.)) iiki/. ^ jjiJi tylj^l 

.(malware) iij^^jtJl 5i-~>Jl oL^^I 





802.11b t^iUjlMlt (>! 



802.11 ^ 




<3 




<3 




. (5) J5LtJl 



j J . ; J t L J jj<_j. *y (malware) iL;-^ ^T^'j-; i^j-^- 
i-jlijJl <Zj\f-\ js^y\ jJ-^ jj lil (LAN) iS^^JL-L^I iJL>^l i5L-iJl |_gjJljJL; 

olJbJ^I J ol ^1 JS\ (800-48 NIST) J is^UJl 5^1 iJbJ 
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i_jj^U>- iSL-i ^\ t jjJij>e^l iLiJi j_jJlp iLj-jjiJl oULiLII cJLsk^ _ 

.^UJI iuljJl ^b'l LL-^I oULJI _ 

.L4J i__>j-^UJl IJl* ilij Jlu> a_SCLx iSLji cJii^il i.,_jSX>'^ ujj-xL?- j_jJlp 
J\ o:>Ls^jJl ^1 (DOC) ((o=JUiJl y>J\)) oli^lJLLpl o-^j _ 

.(800-48 NIST_; ^UJI 

^ J ^ ' ^J-^ ^ '^1 ■j'-^'^' J ^•:i->^r^l (WLAN) olSLJ. 

^"^1 Jj<->- -'i i.(WEP) ((i;SX~]| cjLSL^ 4jil5l<Jl A-wg j-./^-^l" i;.oj<j ^ S jj<j 
(WEP) ^ j^Sfl oLLs^lj^ jJ> U-b-j (WEP) i;U^ jl ^s\ tUwilj 

j^Lij xJLoj j jji! jll ^y\Ji]\ yjuj JL«J .ijL«.^>iJl ^ LJLc- jJL>^ ^j^^ 
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RC4 J....SS iij^ (Fluhrer, Mantin and Shamir, 2001) 

o! V IJJj (WEP) J ,_jJlj^ JU^-i o>^Lf>. JjU^ Lj! ijJk^V* 

UJ .(C^Ui AJcs>i\ js> (WEP) 

oJl* i J q'^^?'^ i-iiJi oJuk (loannidis and Rubin, 2001) 

. (WEP) J I yd]\ 

t(WEP) ^ 4J..1:lSLJI jv_wa_siiJl i^Lki^l jLlj i, h iJJ I^Lla ^j^J 

jvJ jLj<^I IJla oMp^ jj-^ t Sij^j^ oUU>_sAJI j5o jvJ (LAN) 
(WLAN) oISLJ. J^I ^ -0-^1 J-^I oLls^lj^ ^-JL^; ^/^i^ ^1 i^La ^jS^ 
: ijSlI ^'It ^j/d WEP IEEE Ji^ j.U 

Ij>jj>- '^_^jJk: (WEP)J (_y-^'jJl ^JLgJl JiiJ : Sjj^I j-« Jij?6iJl _ 

Lo-S^ LgJLjjJk oL— J ^^rr^' la" ..." V i~J J— uL?- oUaj>t^ J j_s^ J 

Jili . (WEP) J ^liJl ^-^Jl k^_y^2J>^\ jl cJlS' oiJ : _ 

ijUJl jj .((4.^53.™]! 4.SL-IJI aIsL-^jj 4i4>t^l J ->J|)) jvjJ.il] OjjJa 

.(,_5J-~Jl *|JJLP^/I) j^jwijj'Jl c ^jS- CjLajJu<.^l 1-jLLS' i^La ijiJLS' 

^\ L.jLi- oLT (WEP) J ^Vl 0JL4JI ol :oUL-Jl Jjwsj S^'sL- _ 

. (Karygiannis and Owens, 2002) ((?Lf) 
J, Si^j^l ^Lk^^/l Jl (WLAN) olSL^ ^1 Jlp ii>-LJl ^y^ 
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j! (WLAN) >l jJuo ^_jJlp (_5J<-^ ,__5Jlp k-JuiJliJ j t j_-.<>_va-lJl 

^J.>>>Jl~,^«J I .iw~.>tJ Lo^ 'iSwXJl ojli^j J-Ji^j *-LlJ j^lwij jj>>j ^ J-^^-^^*H 

^J-^j ^JJLoJl ^^JL) LaAJwP ^ ) ^J^5\-JLj <lLoJL>«-oJ1 ol j-ijlJl ^^-o-^- J_)-U>cj 

oMjJjo j>-y j-i jji ^l-S' c^j -^-S^^Jl AsiL^l 

^jj'yi ^JUl o^,iiJl (jiiLo .AiVki ^jjb} oL-jU-a Jli^iLj jl i^^l ,_5J^ 

4_jlJIj tJu-iiiJlj tSjb^l oUsLU oiUfl-<Jl ol>lj^)ll J-isil £,.«_sA:o 
ol^l yrl jJ^' s-^. .(WLAN) ^1 ^JiJiJ>^ ^*\mIC) 

ojlil^ Jj^l J-«-^ J^l jlj J^j'-^l \i3_) i_J>^ l^pZ jA i«»<L™Jl O jl 

oliJL>^ (t-frJ"-^ J J*>^ (>• *-dj j-i' jJ-<Jl jii-i i^iUi • (WLAN) 4iLJ. 

4jjbl a^UsLa OIpI jJfl 

ol^l ^Vl cla b\ ti^L^I Jlo jLSLjVL (WLAN) ^SLJ, Jlp 

iLiJi JuJL>t; J ^ (WLAN) i-ii; j»JLit:L>^ Jii Ul - 

.A^H\ oUslj^l jl tJ^ojJl Jj^j t jli^lj tiLtjJl 

.Jaii Ui-ljJl oLSl-iJl ^J^- (WLAN) oLiJa: <.(WLAN) 

^JJlSJ j^Lj-jjJl L^l^l ij y-J iLiJl JaLij oLSv>j J CjIJjJLIj ^J'j — 



M1C= Management Implementation and Configuration. (sO 
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JJliJ jUJl JaUJ J^f ^y. AjjLjcJI ^Ui/'yi JuJu>o' _ 

^1 .-oiJwo j! c!-.Jl>JI j! JsLlJl ^jijj II ^ (WLAN) oLSLJ. Sjlil 

jLiJi iJaij .S-J*>1^ 0 ji jJL/o J 

0 j-^ '-^r" 'dr^^ (LAN ^^Lo i_.<>j>t^ ^'-r*' j-9 ^-S^^) ((SJjjj.^ 

j^Ju (NlCs) iiLk;j (WAPs) ^_U->Jl Ja^ j.-iicju-l _ 

128 Jviiij) 64 (WEP) JiS/l Jlp Iji 
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j .1^^ (WAP) ^^SJu-^Ul iLLJl iki; jliC. ^1^1 JjU _ 

^ jI oil j» ^ (WAP) jl5^ '^y' J^' 

.'^ ^1 ^ VJ-^^ (WAP)j (NIC) ^1 ^ 

jJl^ LsaJi ;5L^i ^ L5^'U.^i (wap) ji--^ J-a^i iJi:! ^ 

dL-jOi jU JoliJi 2:;iJl t « (Wi-Fi) (WAP) J iUJl5» 

(WAP) ^\^J>^\ li- .^1 v^-Jl oJla (.IJJ^I ^ 

oLo jLtJl oJjjjsJl olj-^>-Jl ^ Oj-uJI (WAP dDcuJ .o__^y» c^>cw5l 

SjL>j5-j t o Lo jJbtAjJ I Jj-^j o*>L-j ^j,^a;>tjijj t (TKIP) o-3j-<Jl ^LjL<JI 

. (AES) ioJLiuJi A;;^>jcJI jL«» |_yLp L!!jlj::^lj tiji^l 

J jJl A^vsl yl^\ (2;^^^ ^ '~»*-<^l dJjLo jJjt/O J dlloJajl A-oJ^L^ Jj<J>i-*<i 

JLsi> ^\JLi_X>^ jS^\ |X_o jljjjjij oL^jj_oaJJ \i\ .,h o L>t_oLj j_j jaJL>tJL^I _ 
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^ jUajVl o-V*-; '•iLiJl ikij (1)15^ LjIjJ^ J ji^-Ul _ 

^U^I (.LJ ^jlp j-^-viJL-- dUU (WAP) Jy-jJl dLcu-jj tJJi^ oli^ 

oJl_* ^t'Lj'-J I - g » Olf-I j^Vl J g ■■■1 oiLvfl-oJi Olf-I j^Vl Ol 

.di" ft la". J jj^l i^Lw^ j-vs j-ftJl AjJ jJl J_jij>tlJ ^L* ^1 j_a jLUl SJaiJ 

iLitjV *-Lj-- J J-vfliI ^ j-ftJJ iJipLiJl ijjLjtjVl ijjLlftJl oj. .il^LlftJlj 
AJ-aJl jjajt* ^ ^_^b oljLijVl oL-xS' jL^^ -^.^rtJ' SiUiJl ol«-l 

^-^>jcJI J^yjjjj)) jl ((i^SCLJl oLSL^ 4jiLSl<Jl A-^yg j../?--kll)) j»Jji=:u-^ .1 
5jLi)/l ^ki- (WEP) J^yj^l 11a cJii,:^ : (WEP) ((^^SJl^^OI 

5_wo_^l ^^jJLjLJaj ^ (WEP) -k-^-^j-S i,;.'^^'^ J-r^ J-^ ^j^->l jJl 

.(802.11b) Uij (APs)j iUJl Jsl^j l_™-Ij^I ^j-. ^ Ji>=Jlj 

CjL>=X1<J| ,j,^2J<J j» . (RC4) «U,oJ<jdJ i^jjl ji^ l_5^ (WEP) ^jLo.^^ jij 

(WEP) «L.oj<j jl ^ jvJ-^Lij .ajULo j-oLijJj d-LoLij ^j-* ^j-^ ^3-i>cJJ 

Jboj t (|_jjL>,^) iilS^I ^\ i™jJlj U>tjj-« Jl_}j ^ <JU>j<JL^I jl Cj^,--^ Ji 
jl CjJL>-j 1 4-a^.,^uJI *ii*>liJl ^j.J.™]| ^tLJa ,_ji>^ .^jU>.J>tJJ 4.oJj (_5^J^ 'li-Js 

oJla oi U-^ t(WEP) j»-JLi.:L™; N iUJl JsUj ^y. 7.60 ^ JS\ 

. J^.^1 ^J_A ^\ |_jJ J) a ll j»Jj-t:L.~<JI jl ^JJL><_<J| ^Ijwajl 4_«JL>J| 

J-O l_JI^J (_M^-'-^ (j»lij'^l ^L^) ^Lli-O li!>Lkjl ij-ft-OjJl i^jjl J-=^ 
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dJi J ij-ojoJ JL:»-Ij ^LlittJ (APs) iLiJi Jalijj iw™xl_pJl j«|p-<>->- . j»Jj>iLl>«^l 

oij <.i;U- 128 j! 40 (WEP) ^"Llo jl -oULJl jL-jl 

.4jU>- 128 _) S.~<>jcJI jl t AjU>- 
iLijJl ^jg Si (wJikj ol I— ^ tj-- a-oJlSo jLiJi ikij Jji^l .2 

J-^Vl (_5S oij^_^l i<Jl5' ^Jl>i;l«J V iLiJi ikaj j! j» JtS'b .^^1 iuIS' 
t5ij^^ J-^*^' oij^j^l 5.<Jl5' d\ .(default) jLgj>JJ diil^ Jllp 

jliJL jv5;j>xJl jl _^)) 'U*>UaJl ^LaJI A-5X-*>Ul <-a..l-<Jl 0^^! JuJlJI 
ol ..(MAC of the AP) iUJi ikaJ Jl ^^jJjJl ^Uaj ^ j>«Jl «Ja5L-jJl Jl 
j_J<j') ^ jJ t ^Jj^i^^l (WAP) ^-jJ ^j.^«j>o oLo Jjt«Jl 0 Jift 

•iSjJ^ ^r^' .(SSID) ((4»Jl>J| Is- 

N Ju^-o Sui jLiJU-l I Jl (SSID io-UJl ipj.«->^ Jiy^ 'JJ> .!> 
o_^" jl (WLAN) aSLaJ (SSID) .iUJi iki; dJJU Jl 

Jji-jJJ .(APs) iLiJl isLiJ ^^1 jl oJb^ljJ Liix^L/o li^^ oLSL^I 

(JjUa.<JI ^^^ji.«JL jl j»Jj>iiX™<JI 1 Jj->iU>- Jt^ t CjLSL.»xJI oJlA ^j.>s J^ 

ijj: ik™o ^ ^.JlS^ (SSID) J^^j tiSLAJl dIhJ (SSID) 

tAiS'jLi^ jvJu jl (SSID) LiJJLP c_ 4j<-vaJl 4 W S'l J.>iij .4jLo.jxJI '^j^ 

.A_SU^*>Ul |»jl>l1«^I 

03-.JI oJuk cJLS' lil (i(SSID) 5»JLiJl j-o.^ o^jJ.)) li^ Jc^**H -4 

(SSID) o ^^1 i^" iliJi JaUJ jjk*^ jl .S>^'Vl ^'U JJ ^ 
t(SSID) o^l ^ JJa^x. .(SSID) J J^L" ^5L^I J^. IJl* jl .(default) 

.iLoJl ilulj ^'yui ^ ^jL9d«.^l o j.>..>U>- ^J J?^^ A/sJLtJI O^^j^/o ^Uaj i^J^^Cj 

Jpj t (DHCP) LS\~oLji 1.- a . .,(? oJl i_jj-xL>tJl ^j-So i} jS jUjjj J-c-l .5 
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(WAP) lift J.*^^^ .;-5X-1!l S>f=rbU CoL' (IP) cJ^I J ^^^j^ 6l 

Jli>- .<0 JLs^ajVl JjL>tj i_Jj-^b>- (IP) Oij-^ JL--j| (j-f- ^J-^^ liJjU^Ls- 

jJl^Vi oI ^ jljip L^^I il5L^I (IP) UAj! jLipVI 
(192.168.1.0) li IP Jl Jl-o-jl^" iUjJl J^LiJ JuJl^I jl .default 

(default) ol>:^ (192.168.1.1) li IP Jl ^Jl^^jl^j tiiL^^ 

(defaults) J-^Vl ^ oij^j_<Jl jj^Vl oJuk S jJ-j .(Router) <^ j_<JJ 

.AjL>j>JlJ iiLvil 0UJ9 

^--i ^1 Jjjj .(MAC) 1^-3 oJL™>t^l L^jljLP ^Jij oy^>-')l] ^-Ji ^ jvi .6 
(MAC) jjjLlj<_j 4_o_j1_Lj iLLJl 4 W S i JjjJj J*>U^ j-^ oL^ jJlj<_<JI 
(MAC) jl ^ jLS" lil .iUJl 5Ja^ Ji\ J jJ-aJL ^^1 

IjiJi *LLIj (MAC) ^^.jLp Jli-i)/ p-^Ul ^^1 J^l jl ^IjJl 

iLiJl isU: 5^1 1^^^*^ L'l>^ 
^jj^l 1. jl t ^^^iLgJl jsUaJl j_j3 Jaii 4..woj<jJl ^jUkJ^ ^ iLajJl 

oJLA ^ (MAC) jlyU^ ^-^^ ^JLkjL^j . iijJLi_gJl ^LlLgJl 

i J j>J_p ^1 5^^-J<_vaJl cjLS1~1JI jv-j*>L; (WEP) 5jL>^ jl .4_;.o_xjJI 

J-S' ^\ Wj-^ ^c-jLLJI J^-^ jl ^— t'i>c.juJLj .^i^LLoJl Sjb^i/ J jS j^jy^ 

i_S^,i^ jjlij iU^LiJl ^^jJl 0 j^l) iLiJl iki) ((ojL*)) oJu JjjJalj ^ 

.'L.SCL.^i'iUl rt-SC^L ^ j_y5sJ i/0«-*5Loj JbjL;>«JLi ^jLj> t JL>».oJl k-J j^L^ 

.Lj^ 5J|j 67 J M-*^' 1.5^ SJuJl ^-/s j (^.^(LjJI 

(VPN) '^\j>- iSLj. J jj^Ul ,j,i!J<-; tl^l '^_JhS 

<ij\j>c^ ^j-o .,^0 .kiL 'U^UJl »u5\J^*>\Jl jj ^^1 iS' (J^^ jr^ j*-^ (_5Jl 

Jj>iJL™oJl |X__Q.^ ^J-* jr* ,Jjaj>iLjJJ JjL-uj j^i/l ojjJa-oJl 4_^5\J_^'!>\Jl 4_iLo.>Jl 
oULJI 4.^«jcJj 1 45L-IJI jiLv2» Jl J jj-jJl ^ IjJ^Sv-oJj jl jj--SvL»^l 
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tii J t(AES) ^JiiLxJl i~.«->«jL)l jLj«^ i»JLk:L«^ «•! j^l j_5Jlp 
.«iL-LJl j_^Jji^» J*>U^ y> iSC-lJl (^Ij^l j»JLi*i^l 

f-ljJUij j_j^JL>tl1,-^ 4^ Jij^ I'L.^-aVI tj-"^ A^^j t^lill j»Li«Jl ^ 

oLSLJ. J.-.iL„^ Alsy j^^y. l3 cL>*i^ .A-5X^*>Ul oLSL^I 

■.^j t(WLAN) 802.11 

(nDosa) 

^kiJ JL. oUr^ (WLAN) i-oVl L5X-*>UI oLSL^I J-^ii-^ j^J^Jb Ji 
iuVl (LAN) ij^ (nDosa) oL^ cJii>-il .(nDosa) oL..>.^l iUJl 

t nDosa ajLj>JI iLwojjl_p-) (nESA) j^l 'L^jj\y>- JloJLxJ 

JLrfSjj (RF) ^1 ojLiVl aJI ^ ^Js- (2;Jjili 0 jJijJ V awjI jiJi 

I ^! 0 (>° c^kJl ^UtJI o! VI t^l j-^l j~£^ (LAN) iSLJ. JaLU 
JjJl^ dii-o Jj>Jl iJuk jl . (Kim and Shin, 2003) ^ujjwjJI ^ ^ : ; o ; 
tjV^_.«.>tiU iJblij t^^-JoA^I jl ix-.* jdJ iLli : l4J<-.o.^ iS (WLAN) 

.0_^jJl "wJiia] Lai J L^JbJixj ^2j5L>..<JI '•'^yj 

J ji^jJl Jail (nDosa) 2L^Vl (WLAN) oL5LJ. j^JLi,JL^ 

^Ij JiLlj 5 ^,..i:;:>.Jl j Uajj AijL^^I (WLANs) oLSLJ. J\ LJlj t L^l 

ejjj.^ II LoJU^ •^l-f' ^Lo.^ A_x>j>wJl jJsLuJl ^ j\ 5»L«J| ixSCoVl 

i:^Vl (WLAN) i-:^ op iqLlLJI Sjb^ «-l jl tijj^l Ji>«jJl Jj^-^j 
t-JlJax: j»Vl J jJl^ J A-.<.-«:Jl oLxjjIji- jl .^\^ jjJb J^l ^rj^ (nDosa) 
jLs jj..li/> jjk LJ Lai jj .iLv^l jiJi ^ ^j-^ ^ L^*^ jl ^^.^i^Lj ^j^^,,,s>t::]\ 
.iL^ J ob— .;>iiJl J-«^ c^xi.xw' Ji (nESA) A-^jjl y>- 

(LAN) 1^ ^yL2_Jl LXL^^Ul (LAN) JaJaJ^ ,^->->Jl ol 

4>!j>Jl ^ '• y -^"^ u"-?^ j»LlaJl Jj<j><L~- (nDosa) kJ^\ a-SILx^AJI 
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^^js^ cj\As^t^ L~«J L)<-Xa - j»UaJl jl Laji ^jo.,/?..«' Lo-jjj t(RF) ^jjjil jJl 
^\ yj '^^^ ij >^ i<>j*>U J i>JU^ IJi^ Ajji AjLj>t) 2L5CL-">Ul (LAN) aSLJ. 

(WPA) Wi-Fi JU SUJI 

oUjix^l j»l jj^:~~>J jLj<-*J iivslj^j j-A (((Wi-Fi) JJ ,_^^>j>,^l iLiJl)) jl 

cjUL^I ijLo^ |_5 -'-dj^ (_5-*J ' L.^.SvJ-~^*^ iJiLjLoJl 
jl .U-i^lj oij^j^l a-5Jl^*>1]1 (LAN) oLSL-lJl i^JiJl ^ iLaJL jv.S^j>cJl 
LJL:>Jl L_jj-.L>Jl 5j^l J-^>-^ (v-^ (((Wi-Fi) _U ^^o-=.^l iLjJl» 
^ ^(802. 1 li IFFE) jL*^-^ ^^j;-!^ ^^^^>t>3^ ^j.«-vs>tj^ 

s 

iS f^-''-*~! ^L:-^' (Jt^ (lr° ltJ^^I "-^ j-* (WPA) jL>t<Jl jl 

1^ '."U i-fi-^jj A-;.-.^.^ oL:>t/0^ jVl ^ .oLoJJJ^^I (j-""^ lS J J^J 

lift jl . (soHO) ^"L5::ji /jjljlJ j! oi -jJJ iia^*>ui u^i oIsl^i 

i_yJl_P 1^-^ j-^Jl] J-)Li j-ft J jVj-jtjLJl Jlj JljJI ■^'y^ j-* J-^' 

il^'^Ul Jip Ijili ^ji^j (802. Hi) \j jA (WAP) 

^JjjJ (Wi-Fi) J |__j.o->,^l iUjJl ijL/5l jji ^-vij J-aJ 
<jj_ft JJj>^l LJua-p ^ jjJj t(WEP) oJLS' |_y:Jl oUL-JJ 

j»|jji=:L^I oL™>=Jl oJla ^5 . (WEP) jL"-^ ^ ULp Si jijLJl j» Jj^:u~<Jl 
. (TKIP) c^Jj^l ^Lii<Jl 4^*>L- J J*>li^ oULJJ SJjj<^l ^^^.oj<Jl 
dUi Lo-j t ol_^ jJlj<_<JI Lwq-xjJ ^-o-^ olj-ij-xJ (TKIP) J jJj j_) ij jj 
oL> j_L<_a 4_a*>L^ ^j,^a.>,^j Pre-Packet 5 ^L^LJl iaJij^ 
AJrj-^\ J t (Micliael) JLI^ Message Integrity Check (MIC) iJL-^l 

o^LpI 4_JIj tJ^..,jL™; jlpIjJ ^ Initialization Vector (IV) JLLo_<JI ^Ijjo^I 
(WEP) ol y6 ol>_>Jl olft J:>U- ^ (TKIP) .^b^Ul Jli-il 

y<^l 



<http://www.wi-ri.org/OpenSection/pdr/wi-fi_protected_Access_overview.pdr> . (1) 
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nDOSA 


802.11 i 


WPA 


WEP 




nESA 


CTR-CCMP 


RC4 


RC4 




'bLs- lz6 256 




J 1 1 28 ^^.-ttj^j 
liJU- 64 


iJli- 40 


1 *l 1 


aJU- _ 48iv 


i;U- _ 48iv 


_ 48iv 


;;u--48lV 












( t, " J I a 


CRC _ 32 


CCM 




CRC _ 32 




nESA 


CCM 






'L.wtaJ j^^jJl (J ^ ^L^^Lk.*! 

(header) 


IV 


IV HJL, 


IV HJL- 






ijJ>-\ 3J^j EAP 


EAP 


EAP 




j^liill Sjbl 


nESA 








(header) i-jj ^xJl i-oju 













(802. IX) (_^^^X.>»oJ ^jL» t l>.^oJl (_ji;>iXj| jLjt/O ^|Jls^;L^| (jl^ 

.(EAP) J^^j^j 802.1X 3L^I «Wi-Fi _U ,_y<..^l iliJi)) 
t ^Lva;l JJ ;5L.iJl ^JiP j.Jui,jL^ J5 Ajjjii ^y. Ji>^ dJJi J (RADIUS) 
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Lvfl-_^^^ (WLAN) oLSL-LJ *^jJl^ oL^^^I jujuJI o jji JJJ 
cJiko' .(802.11b) S-ILajlJI oI^^I ^y. JuJlJI ^JL^j' t-irr^ 

ol ^ (WLAN) 

L> Ji^Jl |_yJLP Jj>Jl (j-wi:^ ol .oLojJlx-JI j^l aJlSLa jLj<_J 

.aJLw** ^1 Aj _ 
• aJL^i Aj_^ (_j.a;>ilJl _ 

.aJUI (LAN) ^SLj, iSS^'^y jjjJl ^ Jjp - 

jj& Granite System Inc. aS"^ j^^J^uJl ((^^^SCL-MJl jlJbJl') jl 

^^SLL-^Ul jl-u?JLi t(WLAN) oL™-j-<JJ i.XL-^Ul J^Li 



< http://www.cranite.com/pdr/wliitpapers/wirelesswall-tecli-op.pdr> . (2) 
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.(WLAN) i5LJ. j^I iki- ^UJ (_;-LiJ j_yJLlJl Aij^l oJiAj tjyVl 11^ 
toLojJ-x^l Sjjkl^l i]L>Jl JLjJL>tj j_^L-Vl (♦-^r*-^' ^-r''-*-*' 

2lpL-aJI j-jL«^j J-vfliVl oL^jL<>w«JLj SJjLLo i;^^! (t-j^r-^-j J*>U>- diJij 

t -9 ^ y - ^ 

.;:^T L^iLi ^ oSldJ p-^Jl ^-^Iv?)/! A JbJL>^-j (WLAN) olSLJ ^\ 
yt LJ Uj (WLAN) iSiJili L^UJl c_JI ^ ji^^xixJl L.! 

0*>LiL4» Ojj->^j t^3-^ljjJl . Oj-isJLoJl -(J-jLjjJI j_j3 jj^Jl» 



jjiwJiiJl ols sJlauJI diijj ijj:;^^! oliaLlJl « ^iJ^ COLS' lil L»! 
S o la " •. J ^ji>_:Laj oLJl_<>_x_i ^ j_aj jl oLSj_LJJ g ^ .^j^ jja 

j»l |_^Jlp jji-iiJi aJu^ 'j'^^V SJLxi olil jjk ((^_^^^aJl jl (_Llx5C<Jl)) UL?-1 
. (Karygiannis and Owens, 2002) a-5CL-*>UI a5L^I JJii>- oLo jJbt<Jl 

cJLS' lil Lo JuJl>^ iiL_^l ,_yiJL>^ oj_lii^ j! j^'Vl il jJu. ^Jui,iJJ JJ 
ol jjJJl J J-^^-^ U-^b^l i^^y °' ^^:^-l-<Jl i~5jL^*>Ul oLjtiu^l 

«^Lj Ji-b (^jji JiLlj I y.^2s>Jc^_ o! <^ljJ-Jl ^ ^ ^ .;>x-;.wiJl Ai^il ^1 

ojb^ J^iL™*! tiJC ^ ^ j»lJLk:L--L) UAjI jJ^j>JI 0^15 jJl 'j^^ jJ 
Uli- JuAi™<Jl k±JliJl ^ ^^1 |_gjLij.™a d\ .oU jJm^l jj^l (jl^;^ cjLJlo-p 
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j^Vl oL-L^j y>-y iw-U- (WLAN) ISLJ, j! ^y. JlS'LJI ^ ..aJL^jJl 
oLij Jl;>ijj olj..^.».^j>tj ^ ^f-yaj J.5L^ jjlt: a j»l jj II o'j t S Jl<>jL)<_«JI 

oL:>-b:;iM<l 

ol >±Jlj (WLAN) oL5L_ij ti.XL^^Ul "oj^SlI ^ 'Sis' jl 

^ t4jL;J^I olj.J™Jl ^ (WLAN) oLSL-i ^^jJlp tUJaJl JUljJL^ .(jj-~Jl 

ol5\~Xo AjiijcuJl cjLjJI>ijJI jv~<>j<J ^^^/*-^^ o L> b '. <J I c-olS LqJ^j .o1.™.jj_<JI 
^jJ L^-~i! ^ cjIjuj^JI j cjI ^cJl ^yj U2J<j jl ji] L^l jlS t(WLANs) 
oU_LiJ ol__,-^ i^J-^ (802.11b) jj S.W. 

iJL>Jl (WLAN) <5L-i i^5^LJ AiSLi-o j ^UI j dU^jL^^JJ -u?- ^ I jj^j 

jLpLiJl J iojJJ c,.:>i--/5l JlI iajLJl AjjUJI o%oL>«jJI oULo jl ^1 

iS-j^ jLxpVI (j~«J UJti-! Lo |j^ •^'^V ^'•^-^^ (j* -'^ 'Z'-^' '-^j'"'^' (j* '"Vh 
oJuJL:>«J| oLo jJi_)<_<>J| ^jJ^ oL.Laj jt-P' jJL J _ SJuJUjtJl oLo jJbi^l jj jj 

jl 10 jl t,_p-<>-j^ La^^ ^_^l oLojJL>t.Jl qIjj jl (j»^l (j» Lo ikaj J la", oil 

20 

^JJol j| .(_^ ^1 cS^r^ (j^J '^LwiJl jl t ^ j-JlI oJbJL:^ L.^ y jJ^^^J 
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(J^^^ liJj-Jl SjL^^ j j-Slj oLoj-Lx_«Jl jj tiJLLoJl 

IjLju oj>Jj JjIjjJI ^ US' Jljj Ji t c.(^ " 4JL~- 15 jjLa Ji oLL.^ 

j\ (CD-ROM) j\ J^i^l Ji- 'JJj^l -liJl— J j! VI 

j»ajj| 1^ ^r^-*-^ cT^' 4jiLJl jl 4^;j>,^jJl oLLLJl liU tdUJLS' 

i__j™i5LjcoJl Jaj__^l jjj^ ^j^-x cJlS' tl980 jaU- j_jji3 oljjWrU ^^^1 

by>^ .iaj^^l J jis ,_A^I ^ 6250 isLtSJl (_5JU> 

6250 A-x. ^ cJji- ^1 oULJl "oiUjL^I ^^^SUJ Jj» .5^ 1000 Jl jjU^^ 

Liaj i/oiLiuJl *_jj->ib>Jl cjIj. g ^ LJLp JjlJu-j .JojjsJl IJla ^Lx>o ^^^1 

-li .4^_li]| <u>c^^^l ^^^iJlj ^jjiijjl JajL^j ^ jjI (Jil ^ SJjJL>- 'LoJajL 

^ JLsLjijJl t_5-j j-i* jj-f- t Lx5v.o_a cjLiLoJI jI iJs^^Vl JJ^I Jo jj>cJ Oj-S<j 

jl iajj-i 50,000 dUcuJ jJ liU jj^Jj t dUi ^^ji jlj<:L„j 
^1 oULJl ^ Li jj dJJl jJ I iU ?(CD-ROMs) 

l^^l') JjJbJl dUcuJ j_^l |j^ 4.oJ-waJl J-ijtXj Lo-J ^L^iP ti...>c^ 

cjIjNjjJI ^jJI oUji JjU^ Ji iiLS^I jLi t^^JiJl oUjJm^l "^^L; 
oji'li oj4^lj t (CD-ROM)j tiWj^'^l t±oJj>oj tj^jjkJl ^jL^i tL-iJj>cJ 
.SLJL.JI oJ^^S/l J ^jJ:\ ^ ioi^%JI oUviJ ^,^>Jl^ (USB) 
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jv-^Xa O^lj J5 j_yi>cj::o oJ^ Jj tji>=l]lj tJai>Jlj 

(ii-ijj-Jl) 4Jij.4>txJl oULJl oiUx-xl iJLSl^l ^-jy^^ 
_ oLojJbi^l ilaiUwJl JLjij^I jL-a! JiS/l ,_5Jlp y 

oL«j_L<_a i.L^jL;>tlJ ^j_waJ*>L]| Jl_g.:>tJlj iiJliClJl J_jLajJ t S_LSL«_<>J| 

CjLwo^ aJLwv^j b a>- (1)1 t Oj.S\jlJl tL^.^ 1 W . . .. ' ^'yi jJ-~J LoJLj 

^jjj oL« jjjt<jl SiLxJU^I CjLJwo.^ (1)^ .4jt9 y>- ^\^J (J^*^^ 

^iUJb jjt/o ol~o i_^Ljl jU>tJijl i^iU^ (J~°^ ^.J-j 
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I— is jJ jj-b (24x7) J^o-«-i j»UaJ cjLa jJjt^j 'lJs'L:;^! 4j>t— J b a->- jj 

. J^ftjJl 5-LjI ^J»1]| i^LoJ j_ji]| a^*>Vj<JI cjULJI -LpI jiJ iSli-oJl 4j<_JaJl k— ™~j 

Jjk ! j_^l oLo jJLx^I A-ft^ 1.5^ ^^l-^^yi iJlft^ jL,i<«j JLftJLxj 

tJL?-lj ^Uaj j\ t oJl?-Ij i^j^ ^ Silj-« jl tJl?-lj iwiLo ^-U^^^l^ il ^_^.,>?"S^ (^-jJl 

Jiip- (_ylyl jl iJa^l IwJl^t (^jJj-aJI J-^ ?^l jl ^ I ^rfr-^ j' Lf-j--^l 

iiLjk Jjk ?iii^^l JJ>-b ojj^j^ L^l jl n_->j-^L>Jl ^\ oULJl 

?^.>uJl j5L,j 

JLx_) ojli^l j»l_«-lAl J-^ ^-^-^^-^ jJLwul J oLjLwJI Ja_i^ ^^^-"^ J-^ -.^ ; 

^J,^ a •. '\ jl J-iij LoJllp jI toj^^Vl JLLlpI k-~:->~j oULJl '^\:>- 
jl iJaLji^'yi oLojJl«_«JI JaiLxj ^j-o oULJl jl oLLLJl 

oLojJlx^I j»! Ji^i J (>» '^jL^tJl JL^Vl (iUi^l Jtif> j! toU9j.i>wJl 

_ (w»~~Jl jLS' L-f» - L4JI ij^UJl oLo jLtftJl ojUi^l ojjLaJl ^Jlp 0^ 

ft ft "* 

. J.^>j<Jl J^-i>3 jl ^LftJl jjMI I jJaj J^*^ 4ftlg'. ftll ^/^^ 

J^<>J<-Jl ^ LajUIj CjULJI jlJlii ''-^ '^-^>~d '-^ 

^^jJl Lo jJl^J ^ (80 - 20) j-:o_^l oJlpU ^Jl4L-I .1 

ft ^ ^ ft " 

. JjJal 0^ jUijVl J-».ii^ c^-jJl Lo J (apL- Ji' ^ jl) Lojj Alais- 
oL^V '\-J>yJ\ hyj^\ .2 

oLft .,(^ 1 4jiJjL>t^ os-l ^ 4-ft la'il (_5J-f- it j-4>t^l CjULJI j-r^l -3 

.oLiLJl iw^xS i^^JJl j»lJaJl iaii tj»Uaj ^^l ^^^1 
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^jj>\ ol^^^ CjLjLwJI W a->iJ Jj>iiJU~oJl ^jjiijJl JjL><j |^»^>^ ]aJij>-\ .5 

t J-o-^ jv^Ij^ jl j-^l J-S' oj.^"^! ,_^Lv=' J-^l -7 

.'ijiL^Lj SiL>c->i*^l oLXo-f- t J.5Lxj j»-b>iju»j ^jjicJl JajLx jj 

jl oI«-IJlipI i:>«jLJl i>Jl_>t<Jl ij<-^ jlJLai jl oULJl jlJLii 

^ - -.^ ■ oLjjLsj t5-.SL_^l ."il -a-l a llj tA^jJI .-.il -a-Uj t 2_;_^Vl ^ " -.^ ; 

ijj^l j_y<>JjJl ^ij-ojJl 5JjU» j_jJlp' oLiiJl oJl* J.<>-«j .^^jJlj tOj-^Ji 

oLj_^l oLJLj oJLpLij iJjLl» L-SLjLo jJ jI <(_L» J_i:>«jJl J ^jL> t -l->.^oJl 

j_jJlp ^j,^i>.^ icr*-") ijJsljiJl cjLj1.>o*>IJ A-xiJi cjL™j>cJI J*>lj^ ^c-*^' j-o-^' 

^^->r Il ^j,^aj>c.jJl 4jJ»L>Jl e ^1 oLJ-o-t-j t (1 jJ^I |j,^aj>t_Jl 4JI 

.t^jl>dl j-JaJl J^l ^ i._^ikJl 7.99.9 
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.cJ jJl ol5 oj-Jl j jii j! : jl .3 

.Loi' ^LiiJ iLli 0 jl : j^f-Lijl SJLIS .4 

Jji) ^j^JL>cX™<Jl J AjjL?- (.^A/oj (4-S_jjjJlj t aSjJIj t it-j-Jl) jL^jvJl f-bl 
ia:... ^ ^1 '^J^ 5j^5Lo_<JI ii-jl j-<Jlj (j; g " jl W w jl ij^ jji 

I ^ >JI 

'• ^7^1 J-^^ ^J-f^' 

^UiJl ^1 Jji-jJL ^jLi,JL^I 4-*^ ^-"^ .Ui-V «il,LkJI» j.JLi,JL^" 

cuijUaj Ijl^ tiLLJl a;~«JL) jjUjj _ ^p^sVl ^ - -.^^ J±/> _ SJ^Jl^ iu* j-s-Jj 
Vlj-^o JL.~»j Jii ajLs (J-il la" 11 ^ -.^ ■»-^ j»J lilj tJjJ>-jJL ^JL> t JL»^o-U ^-o-A-j 

.J _^jJl ^ (_5j^l (3^^-^l 

159 



"U^-i j-ojJl CjI S ■ ■ W" ^j.o_sAXX3 CjU jJji^I 4.J_4j (V-JL*- Lai 

iiUaJl JLij I jJ j-Jl ol^^J^I j-Ul 4.0-15' ^ 'uS'jJl iiUa-Jl 

Ul ^;^5U-Jl .{"i^ jii^ 

250 ojJi ljU>dl~^l L^jJ j-j jjj<->= j»Uij |_yJj iaii J— Jl S.oJlS' j»UaJ JLalj'^l 
^jJl iiLkJl (.Ul; ^I Li ^1 oj . JiC] j^/ji 500 ^1 
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^L^aJJ JaJa-itj jl <L».^j_«Jl oLa jJlj<_«J| A-J^ ojli^ i_r^ 

j\ lw» 'uJUt-ijJl j»l jg'. II oUsLiJ jl jUwiJ 'i^j^jj ^^yz^^ cjLJ_oj<j 
j_jJls- jv-^UI jjls-I JbJjiJl jj~-j jjijj;jx^lj 4jLv'lj-2JLs tiLixU oU^l .,<?7^l 

Jl9 0L~J>t_ajJl jl • (J-^ CjLaj_Ij<_oJl ^j_al JjjJ_a 1 g .,h (f^Lvilj^l" 

oLoJlS' jlj tcJ-jjl Jli i>iJL>tI_>..w«Jl J— -f- j»ij-«Jl 5j ^ :^l jlj t C ■ ..^ ' 

gjL^I Lo! 'bj^ iS^J ^LiJl 2^^' (.y^l ^L>t:L«^ .a><_jlJI iL^L,.>J U-J 

.« j.oJl»^oJl 4jL«.;>cJI jj^^iaj 4 la .t. 1 1 JsLL:^ 

jlj t jj,^aj>tj5Jl ^Lxj jjjJLwixJl tijjujij LJ_3<Jl Sjb^l j*-;^:^ jl ^—>h 

"Lij jja ^_jJ6 4^ J g CjLpLoJL>-I JLLxj s-IjJLoJI jsLJ j^ .CjLajJj<_oJl ^j^l |^^^A^>t3 

^ U jl) 

jl k— .^^^ t CjLpL>JL>-*y I oJla ojb^l c^jJj JLJ ^wilj jLo-Sjl^I 

j^5vJj .CjL« jjji^l jj-^'^ oUaLiJ JaJaj>cj jl jLo.5^1~-l 1 g '. P jJLvaj 

j.oJL™<JI jjJaJJ J t CjL«jJj<_<J| ^I (_yl-P oUI Jj:^-'>\J 5^_,.oJU~<J| 'b»..Wl| I jJaj 
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J^SlI oL- jUil J^^Jk 











(Jill) J^SlI i-jUl 








5JU 












ol 3 , , k T 11 i>\ ^ J^L' 








iJlp 




Jii>- SJi'jil SjJLaJl 


(.IkJl <>l jJLo 




5JU 






(.IkJl <>l jJLo 
















iUJL; j^iUiJl oLL,^ jl ^ Jii 
y«\ jl J iJ yJLx^ ^UajJJ 










;-5aL^^ui iuji iu: jl ^ jl^L- 




j-LtJl 111 jj^ 


t 1 g ■ ■ 




JsLXJ KSSID)) ((iL*jLjJ-l 
SJO^-iUl iUJi 


55" ^Ui' Jl 








iLUl jUjlpI ol5 lil L" jJls- 

CjI j-JjlL; ji 5— JjJl 5JLk_JL; 

, a 1 L*_^ 1 , . .1 Ijwa 4-^-^ J— 1 j-^^1 
/;^;^jL^tJL-™il iJL^J oLa j_LJ.! 
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toL>tlL<>Jl oJui <Li j» J-4J ^-w'l -iii .(3j— Jl OLJ lg"<J 4.Jj lii-Jij SjJ.i<Jlj 

OoLj Sjlp J>ij j ts-lpi^/l jv^jJ J^-i-Jl -^WhI ^->ilj>ciiMl cjUsLiJI 
(J-^*J 'j' j.«JL><iL t,L»jJL>txJl 1 J la"" LgJi Lo-S' t l~xJLXA Lo-Pij 4jLws^ 1 J W"" 

jjJjL>tj (jjJJl |_y5L>tJiVlj oLpj-o-jjtxJl i^LaJl i-i^oJl i__>jj>tJl jl^ 

500 ^1 200 jj> 5Jl^^:l<JI oLVjJl oLT^I .(^ ^'Vl 

jj ' .L^*>y- ^ jLajJJ LajLj jIjl?- oI i_5^"— *^ 

jl ^JLf^ dUi ij-^JJ iojii-^l aJLJIj A_»jiC>Jl oUlj'.oll 

.ioUJi JjL-j oLLjJI oJl* ajjJjJI 

4-lJl j_j3 (_g j.;^l ol jjtlll j»Jaj<^ JLx jj>tj i/oJLiU ol jJai- Uai-- ji t J^-^LixJL 

j» ^^i-/5l o^^l ij^j ^5^"-^ ol^^l ol .oLiji^l j^'y ij^tXJl 
jl |_jJj 4Jl-J^I ol ^^J^^l ^ j^xJjjJl iljJuJij *ljJ_<Jl jLi' ^l:L>t-->i 

OU jJlx^I jj-^'^ 4-^L-Vl jv_wALi<Jlj ol->J 1? .,^-<jL; 4jlji ^^1 I jJ>r . ..r7l 

oJ_^Vl ^ SJUljJL<JI oljLoJjL~-*>U ^^-'^'j-^ J .^h M J-S^-i-J I j-S'jJ-J 

^1 tjLo-C-Vl (_y^J ^.^J^-iJl Jj jjjLiJl J (i|j.-J>J liijj .jj-oiiij^lj 
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cj^.^*^' oUjA^I 

(Farnan, 2003) 



jajJl j^iL^_Ji ^Lxjuj .»u.^™>- .,(^'uJI ^^Lix^l t |JL>- ^< g bj& LxLo-p jj 
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jjysa'ifl JUiJ'yi oliLi ol>J 

t SJJlXix^ ijws^^ V^'j-^' ^LijLS'l LaLp 12 j-o-*-; J'JS-i' tC^jJLi^il ,_5J^ 

^Jks- ilaiL>t/o ^15^^! o jiJ *y (1)1 0 jili ^^^-SJl^i-^I oJ .'Uj-lxJl oLL>^j 

J tiS'^ i^j^ ^ ^ j^^'^y ojUuJi cjMjufi (^Jii>l jl .oJl>wJI 
^Lp ji J J jj-Jb 46 j_yJ^ cJlvs j j jJlSDVI ojL><jJJ iSj^^tJl oLt--^ 
J-o-p ^j^. LoJl:^ .|.2001 jVji 36 ^ jlS\^ t j.2002 

jjUJl JLo^l _ jl oLS^^^ I jJLS'I «•! — cJ j_^JLi^:L«^ 

tJbjjJl jl (jiji-Jl jLo-s-l iwJlpI 4jai:;j^ 5jJ *_j^^L>J| olil^yLi^l 

jl «. Lfj-iJ oUjJlx^I j^I cjUIj^^ dJLL^JL..~<J I iij ojL>cJl 
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oLSL_wi jlj-Lxj ja2001 jsLs- LiLj ^^jjJsjJl t±.^>cJl |j-Ju>t^ j-JL-^l 

it- j.^>_>c^ (jUJl ^^j^aj .<CJs A>c.~vo s-Lxxsl (.r"!^ (jLwJl IJla 

4JjL>c_a l-Lo-p ^ J g " ■■■ " L<>_ij jl Lijj& (1) j.So L«_ij CO J . la ->- oL« jJ_3<_a ^j^l 

isUJ J*>LijL-^l Lo j_y2J^ jLJ^Ij 14-315 j»l b •. II ijL>^ c— jLS' lij 

Ji f-LJil jj jljJl lj-^ Lai J J .ij-oj^:^ o j^C:^ t_Jljj<Jl jLi t ^Ju> .,h II 

J-S^-^ ^^'jj-'' ^;:i'^l jl iJU-ll o!>l>tL~Jl JjJjiJ ilUJ aAAjo \jj>!j t j j5j 

.dJJi Ijili iSC-llI 0 ^ j:i<Jl oLo jlx^l jl 

jj& j_^ljJLaJl oLa~a;>tJl (w-JlSCo jU t^L-i^yi oju& j^j oJb-lj (^Jl>«j LoJlLp 
ikLJl diiioJ j_yXJl oJL:?-jJl iJljJLiJi iJLS'jJl t ijL>c:L--*^L ijjt«Jl if>Jl 

oljL>t:i-»<*y Ij t<_jLaij^/l 4jjL>tj ^j-u |^^^>.j><Jl (_5-l-f- ojJLlllj 0j-j>Jlj t S-jjJLsJl 

^ oLJujJl ^ Jb>Jlj tA~oly^)/l JL-p'S/l Jlk;N 4^J*>UI ijlj^lj tSiU^I 

UJI 
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(FBI) JljJiJi oIa^iJI k_-l5Co jj^^'yi JUaJ*^! ol5L^ 

j^^yLc' 0 jJai- L«JLiu t "UiiJl j^^^l^^l tf-LiJLi k_~xSv,<JJ U>t_aL>i 4i>.,j^ <(j>tJL)t/o 

oL^~^ ik-j I J .A all j_jJLP (1) ji J .^4.-^ A-laj oljL^ JJ j Jl ^^-i>- AjJJ 

.^^j^Vl JL^-Vl 

Jl J^l t^JJl t^jJiiJl t^l^Vl JsL^I ^ JjVl ol^'Vl J^U:;. .U5LiJlJ 
jl^f ii^j toJ^Vl ^ JLLU'Vl i~-L;)?l j>-aJI j! oLLiiLllj 

^ (_5jLjLalJl oL^tj'yi J^LxJLj .(^^1 2-^Ll^l j,Jl^^:>Jlj tojLjtJl 

JL/u'^yi oLSLJ,)) c_^L*j1 oUjVI 11a .cJ ^Vl J oL5LaJ1 J ^_^1 ^1 

JaLlJlj i-^jUJl oljLjii:L^Vl oLJUPj iA-jUjVI olJuJLfJlj t((j_yj^^^fl 

J ^ j_--L>JlJ i-o-f^ljJl oLJu_>Jl J . la «J dUi Lj-j oJL>t:L«Jl oLV jJl 
oLSv-^ JbJL^ jLLiJl i_jlSL«J1 ^yLi .c-J j-^^sfl 4 1? ■«'lj-; 4_>xL>-^>Jl oLiLwJl 

• iUijl ij jji 0 j>jJLoj 0 j-A/o S-j jjli j-P ^^"^ iw™-"! ^^>Jl 
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oljLjitJL-^Nlj t^Uj^l ijjU^ |_^j^,:;5J'^l jLvaJ^^I oL5L-i oI^Jl^^J 
oL5C^ ^---ij-''^ 2r*'-'^-' ^rr^^' i~jljLi^:L^Vl LJi >— i^U^ LJl^ 

^^jLi^l c5>''^i oVi^_^ UJij ._ji5:UJ ^j^isavi JUi:Vl 

c~JI (_g.Ul t Internet Fraud Complaint Center (IFCC) 
^ (_g 75,000 ^ ^\ Lib>i t ivfLLo jli 4j| j_jJlp J^ojJI (^'j^' 

_ ^LjJtj^^ ^ il5'^ Lo ^UtiSI jLlj (IFCC) '^y> iii 

J^.^ij>iLjJJ 4jL>cJL^*^I jj I J . . u .is' j.»iJl JJ>-li LjJa j^^s ^j_wJj<_oJl 

iL>o^ Computer Analysis Response Team (CART) t_j5UJJ ^^Ul ^^^j— U>Jl 
iJL><i™^ •J-^^d■^ (j-^*^'-^ 0*^1 i«-jL«Jl oJbJL>Jl ij-^-JLi^l 
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.A-^Lc' 0*^L/ajl ULp ^ .ii^oj {SjJ^ c)^^"^ oJLSjoi 1j1 .,<? all O _jSvj .i_^JCj>^\ 

:^j^^l 

•lL^I j-*JI ij-ij^ JljLS t (' ^j-^5^-J j j ') _) *_jjj_)t.<>Jl t j^^Jl^.*.^ J jJ Juj-o-jj oj 

^LxjJI (j-Jil J-i t «#Conflict)) oj j_«_«Jl 

tLJjj_iJL5' iLjJl^L) Jj^j^I «-Ufl-aJlj ijjj>tJl i?-">L«Jl iljL^tjl SjbV 

j»JJ^:L™j jLS' «uL; j_^Jl™j J jil .((# Conflict)) _; 4ijjj«_<Jl iiwv^^JJl 4^ b ^ 
(. iw™-<lj.>Jl oJla Jjl^ 4j,5Liil LJL^ .*Ijjlp!>\J iLLiJl k_™-ljj>Jl 

jjk «C~S' Cjjjj)) ciLi 0^ . Rootkit -; ^Jj-^ ^T^^j^ J'r*^ 

JI j^Lsai iuji 

.oljLu^l oJla 

i-JsjJl ills' jJl Jl™ojjj 'di-i (^jJl iw^-xlj^l JLp-I ^JL>tl^l 

_^^-L!I jL^)/ (NASA) ^L^iJl j oj^l i^*>LJl ^L>^l Sjb)/ 

^Jl>«jl^I t5_L_a_«Jl frl a \\ Cj'%>-j.x^_ i-^sLiJl 4 ft ^ ft II J_Ju>tjj ^ t^l • -.^ II 
iSL-iJi j»JL>,^^ oNl ..^"^U i^wijVl 4 ft biVl ^ ^^^LxJl 

Jy^jJl jlj^l .i±jLiJl ^jJl ^Ul ^jjp£S^\ Oj^^Ij iJii^ljJl 
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. (chatting) aI^UmJI 
ol ijiL>txJLj jV^jLLttJl oLliLuJl oJla U>i ajI |_jJlj^jjj 

^1 ^1 i^^^ diJii' |_yJL^jjJ o ^1 .JaLlJl IJl* J J 400 

i]*>L^I 4^y>,Lj Qj-sf L«-S' tjJJl oLJlS' dii-i John The Ripper 

oJLaj A-ijlft ."jVI ./^"I i^Ji.- 

((# Conflict)) «-Uapl J j_j1™jjjJ i^^Lj jJ i5iL>MJl 5i ^ 

. iC, yA (^.^l_p- ^\>ci\ .1 

.\y^\ (MTV) (.^lil jSl ^ ^'l:;: LJ j I j 

^1 ol jjJ LiJo Ji i~ol jLi^'iLl ^j^' i~s^aiJl oJla 
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J->^l (.g-jJl t*— 'J— -U>Jl jLs^^ j»2000 j»Lp ij^jLo /jlil 1 

JlSJ .jijli ^ J-y^ 3.5 _j JiVl i^jJlp ojJLi>j jjL~i^ ^ t jLoJLjl oLiLkJ jvij 

t(jJbj _ oJL>c:uJl iSU.^>_«Jl) jjjj -L^i jjUjJL t j»2000 j»Lp ^jU/jlil 
J™Jl J-ii^^l •tij-'^ Jl^lj ^ J~P^^ 

i. y>\si\ «J ^-^j-*^ ^ tSJL>c:uJl iSlL>-<JI j_j3 UU>18 j-ojJl J>i (^LJ' 

^UkJ Lo-^UjJI (.1 ^^:JlSI;I (.0Jl:J ^y ^2000 ^jJa <>] f^] 

Ji~«Jl JLJI JI^IjV SJjUt^ (Bloomberg L.P.) '^j^ jL ^jJj ol^LfiL" 

i^^jI^IjJI i_^j^U>- ^Uaj jjia;>wJl iLiJl jjSCoJ .^-^^^-~«jJb 

^-j-~a jJb)) _) J JJ^.x>Jl ^UajJl J*>li>- olJLj oJlpU oLoJLi- ^JLij ^y-^ J-Li 



^^1-4^ ^jwi>o cjUjJu<^ ^^_^~^jJu JjjJ^ '^-^Li Jjli-« 200.000 
^^^^jJb Lljl . jL^IJlS' ^jLi^ 'J j*^ 200.000 ^^jj jl ^^^^jL 
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.jVji 200.000 ^ijfj OJcJ i^^'"^' J 

*L<>-v^L«Jl ^j-a ^j-*^ -5 ^ ^^J"^ J^--^^ (1^-1*) ^l^y^ Cx"^^ ^ 

^ i. 

toLi™j^lJlS' J LajL- ULp LjU jLS' 4j| 4Jl)L1<JI ^ IS'LojjL "ul 

^y. J5 *U-i*>l] Uijj .j^jJl y_aj Jl*^. ^\ 

27 ^ .^Loj;^*^! -Uj<j J5 J-i^l .iLLi^Jl ^ U-^Lka LS'UjjIj 
j_j^ly^^i/l jv-So>tJL ^j^j jji^.w«-.>tJ JJ LJI 4_<>.5'L>t_a c g 7 i I ja2003 jjl^_^ /JaL-i 

j» 5iLcuJl oMUa;Nl (.l-bkx^lj Olj^^^lj L_^*>Ul 



.5~<>JkVl ^Ij ^j-si> j^l Ula j<-So<>> J-*^' cs^l J^^ 

Computer Security Institute (CSl) »_jj_^L>JI J ^ 1 |_5_;jj.jl.SL]'^I 
j_jJlp tcJ_yjNl Jl4J<^l ^ j^ .(www.gocsi.com) 

IJla J-^jt^l (_5jj>iLj .1 ' j^L>cJl jvjI iS ^_«^oJlj i^sLicJl JL^jt^l ^ 

(^^' (NICP) k^p.^^\ ajL<>j>J jJl ^ jjUJlj ^i-~<Jl 

o'^LSjj ipLLs^l OjLx-J jj-p ojL^ jji! (NICP) ol .iJljJuJi oLL;.L>ciJl 
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(CSI) ^ ^ LjL>t^ J^-ojsTiiiJ JjLiJij t ^-~<Jl 'jJjJcS\ 

j-jjJJ L^*>LpJ ljJLva_« Oj_»Lj JLLP ^^,_4:Jl I L» LJLpj .Jojjl/jL™J 

oli^l^^l C-JlaXj Lo li| JJLiJi ^L»»iiJl oLxj jjj t 'ii—x 4jL~^ «L<kjj.>cJl 

.o^L,(?oll ijLiJ>Jl 

•jLJI oIjJL>- (J ^^;>- ojL.o-0 i/ilp ijjLt/1 j»JLaj i..-»x5^l ^j^i jujiaJI 

Cheswick, B. and Bellovin, S. (1994). Firewalls and Internet Security: • 
Repelling the Wily Hacker. ISBN 0-201-63357-4. Addison Wesley. 

Garfinkel, S., and Spafford, G. (1996). Practical Internet and Unix • 
Security. ISBN 1-56592-148-8. O'Reilly Books. 

Zwicky, E. D., Cooper, S., and Chapman, D. B. (2000). Building • 
Internet Firwalls. 2"'* ed. ISBN 1-56592-871-7. O'Reilly Books. 

: Lo iS*>L«Jl oli aJUsNI ^^^I j» 

Comer, D. and Stevens, D. (1992). Inemetworking with TCP/IP (vols. I, • 

II, III). ISBN 0-13-468505-9(1), 0-13-472242-6(11), 0-13- 474222-2(111). 

Prentice-Hall. 

^yi 4.lSLo_o i^JL^Ij 0^j5jjj^lj tJ_giL^I i±jJj>cIj ti-^' Jj'^' 
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^'LjJl j.iU- tlJLllI JlL^I (_yiaJoj jJOj i-iiJl ^1 JL^ (iJii-ljJl 

Curry, D. (1992). Unix System Security - A Guide for Users and System • 
Adininstrators. ISBN 0-201-56327-4. Addison Wesley. 

(Curtin, 2000) (http://lists.gnac.net/firewalls) jUl jlj-l:^ Jb^ ioili 

.(majordomo@lists.gnac.net) ^1 (a}[^ J\ ^\y^ y> Ja^ o'^J^ 

http://sunsite.unc.edu/LDP/HOWTO/firewall-HOWTO.litml. 

(ftp://ftp.tis. ijUl jlJi^r tiUjb (FWTK) jUl jIjip- oiji! ;p_^.<.^ • 
com/ pub / firwalls) . 

(http://www.ranum. j^^^ji'j LJ jLJl jIJl^^j ilLcuJl oljj..luJl • 
com/pubs). 

(ftp://ftp.research.att.com/dist/internet_security) • 

(http://www.net.tamu.edu/ftp/ : (Texas A&M) ajL.^ oljil • 

security/TAMU) 

(http://www.es. : COAST ^j^r-^ ^ j^P^ "j'- 
purdue.edu/coast/firewalls). 
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[(Set Solutions Inc. 2004) iS'^ j» iL«-iLo oUJLk-,a.Jl oJia j» _^x>j>t/o] 

J-o-xj Oj-«JL>ti~.<Jl LoJ-^ : Abuse of Privilege jLiaVl JLwjCUhI 

.4. ft .Ig'." i^L-x jl j L^j aj j»Li!l j<-^-J^ *y 

^ dy>^ ^ ,_5^ ; Access Control Lists iLaJL j^is?*Jl ^\ ji 
LgJ oLojJut^l Jj:^ JbJL>tij ^ routers) oL^j^l JJu) 

.A~i>-jL>Jl cJ ^Vlj dhSL-i Ji)^ (_$JiJl a4- : Access Router SUlil 4^3^ 

jbJl jl-i>- j»Uaj jj6 : Application-Layer Firewall oLAjJalJl 32. hi jUl jlJ^ 

j_5Jlp J ^jl ^,.ft-I->.^JI i^jJlp JaiL>^ oLJU-Jl J*>Vi^ OJLiJi j»JL4j jJl 

jLJl JLjo- .(TCP) J-5-J1-; jv^^^l Jj^^j^ Jl_s^"V iLoLT i-^j 

(_^jL!l ^Ju>ti«^l Ajjjk JuJL>tj aJl«.p jjk : Authentication ij^^l ^ 

.^LkJl Jl iliJi JjUi 

J_«.:>JJ iJbU 4_L^ J : Authentication Token Sjj^I J.l9cjdl SjLal 
.(_5^l oLidj itL-jj jl cJjJl Jlp iftjii iLJ—- jl SjUti^Vl /(_5Jl>iiJI 

^jJl J_iJj>cj oLJ-o-p ! Authorization Juj^itlll jl ^L«_«Jl 
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ts-lJcif^Vl ^jLaJ "^j-^J C-Ij Ji j»Uaj jJ' : Bastion Host j../a,->r.^.il i^j,.^»Jl 

iLJaJl jl SiL^I oLoJL>t^ ^-'^ ""^ '-''j"'^ 0^ ""'^^ ^-'^ Lf* 

iJL«JL» J_J«_1:lU ^UaJ SiLp ^ ■>»-oJl . «> ll J-<>-«-j .i»L«_L) J ji>-jJl 

^y. Vjb (^1. . .'. (.VMS (.NT (.^_^jJl (.JliJl Jlp) oVUjOL^VI 

j-^ jl (Filmware) La^^-JJ j-S^ V i-ajjJaj ij_^:>t^l oL:>t^^l J—i-^ ^LlaJ 

.Jais o«-l ^1 0 ^li j_y)LP j»jL«JI j»lJaJl 
ji ^ij-^l ^ Ji>cX)J : Challenge/Response i)l;>si^Vl /(_^-b>s;Jl 

^Lj jjb : Cryptographic Checksum j .>i.. ?j jl) ^j.«.aiJI ^j^a^LoJl 

^_Js> Ai-~iJl ^UaJl oLiLo 
jLSLiI J-SLi j_a : Data Driven Attack oUL-JL J. — Jl ^IjllpVI 

i_5jL!I jIjj>JI Ji ojLxpL) jJuU IjJu^ oIJLJL (Jl yLj>-Vl dJj^ 

oLajJm^l ij^l 2"^--° J-* : Defense in Depth ^lijJl 

(DNS) JU^I j_ft : (DNS) DNS Spoofing JLkJI ^UaJ ^Jut 

^UaJd isjIjJl f-U^Vl Jiip- iuJLj>- S ^li itL-jj Lo| t ^p-T ^llg'.l liUaJ (j^a^ 

j-^- 4^ j^l I— ij jj<J ^ ; Encrypting Router ( jA.LgJl) ^^^^-K-gJl jjl 

Virtual ij-.i>l^*^l iSL-LLi i^^jLiJl ijJL>Jl jl t Tunneling Router JUJ'^I 

. Network Perimeter 
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AjL«j>JI ijJts- ^^ A-oJajVl 4^ j\ j»Uaj jji I Firewall jUJi jlJls?' 
AjU>j>J : Host-based Security c-A. -/ i. o Jl jtjLaJl oLo jJjt^Jl j^l 

i5L^I JJ-|j jJj^l (^IJli^VI j-a : Insider Attack Jj>-IJlJI f-|JLlp| 

jl Cjl_aL>tJL5Nl ^jS- i_«_l.SL]| j_A : Intrusion Detection ^'j-'-'*''^' t-a— S-^ 

.iSC-iJi I ji yj> ^c, oLo jJlx>! jl (Logs) o*A>t-x 
JJa*: <U3 (^Ul >IJcu>Vl _^ : IP Splicing/Hijacking (IP) oUai>.| /SS^ 

Jj>i^ (1)1 j»-;>iXix>JlJ U>t/oLx A . .pi^-iti^l (_Ji;>ilJl (■\y>-\ Ol -i-x-i (IP) >— 

^*pJl JU^Vl oUJs tiSL^I iaJj j! i«Jb>Jl iaJj A_x>jcJ| (IP) 

i^^OJU^I j»lJiJl A-i JjU^. tiJJl (^IJJip'yi j-» : IP Spoofing (IP) Jl ^JL>. 
Jl iSL-i jl jalJii^jL^I J*>y>- J'^^"-; j-^' j»Uij i-ivs JL^tiil 

.-cu^U- (IP) 

J^ojJJ 4JLJ<J:jJ| j»lb'.ll |_yajLvai- ^< j.^ : Least Privilege jLio'^l 

I 1 g ..... " Jj ,_^l 4_v3jJJl ^ tjLj<J'yi 

.oLojIa^I J-'^ k-^J^ j_jJi>iL/o isLiJj C^t^ iJUJi oljLu^l 

5_aJL«JL«Jl oL>j_L«_«Jl jjj^itJ 5-Jl«_p j_a : Logging iL>\X>-'^\ jjjJLJ 

.^iSL^I j! jUl jlJi^r Jl* ^^Jl ^lA=-SlU 

4j>J1_x-o jv-^ : Log Processing k^lJi^'^l (JjjJ-o jl) J^^js— « 4.;^L«_a 

.L^wa~><Jb jl ^ijA _>^l i-ljl-^'i/l (_}^l 1^ ..i-?->uiij iili jJl o!A>t~.' 
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jvJo ^\ oO^I Lo :Log Retention cij|JL^"ill (SjjJLa) J.^^ JiA>- o jii 

c5j^' jIjl>J| jJ& : Network-Layer Firewall 2i5wSJl iaJaJ jLJl j\.X>- 

^ : Perimeter-based Security aX^^I Ja^j-^bt ^^JLp 4^L2Jl ^L«.9cJl 

j_yJl jLiJL j,_SL>tJl iSL^Jl ajL^ 

1^. ./i' J ioJiuJi jX^wo if> JlpI jiJi ^ : Policy LmL^JI 

tijL>.:xJl oL«jLw>J t jj>tJLj S_aJL>«JL<JI Jjlj-oJJ (^.^Ll<JI 

t oiU- <J J^oJ<J (.yy^ ji J^J ! Proxy Jb«5'jJl ^JL^wJl 

t(IP) oUais-l /iij^ Uijl ^jrU) : Session Stealing ^..JbyJI Si 

Jl ^^1 

«-Lis-l^ '■ Steganography O jmaII jI jj^aII J-s'-li oULJl <^La>-J |»JLp 

oULJl o! J-* JjVl Ljj-^U- Oj-aJI jj-a!I Ji^b oULJl 

JlHj j jJb ^^--i-J A—o-Sj «jL>il. Jl. 5-! jJ>t/» Ol Jl JJ-V J-^ c5 J—'^ L5~^' 

ilJi 0 ji^ 0^ I— |_^l oULJl ^ ^j-iVl *_s*>y- Ju> tLfliJij 

oI^^-AJI Jlp oLjVI 0 jjj j»JLp Jl^l Ijl^I J jL^ Lo^' J-o-oJ 

j-aL '^-'LS'j ^ g b ; |_jj>t_aj_; jL^ J-* ; Trojan Horse oil jjJ? jl •>■ 
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A~>- yi ^j!ls- jiii ^UaJ jl <:>-jJi j-a : Tunneling Router 3^*^' *^J-* 
i-^j iJ J— ^ Lg-x-vi" JJ (Lftj-.«..lj) 1 ^ : . o <>-j Jlxj oLo jJlj<_<JI aS y- 

j_jJlp ^ g : Virtual Network Perimeter jis"^) iSwllI 

jl oULJiJ iwiLo (J*^ jj^j^' ilr° ^-'-"^ J-* : Virus ly^j^S 

jJ<.»Xoj I j-^l (_5Jj ^. s . .,h " y 4_™aj Jji^Lv.^ ^^Ljjj ! Worm o^jJlJl 

aJI jLLJI «cJ ^^^/I y J ^» jl -l^-^ i_jLva» dUi JLxj 4..-^ 

.oiji ^1 oL? LJIj tij^Ais^l Lxj ^ jJ j>1988 j»Lp ^Ij 



: ^^^i Sj^^Scu Ai^bU aJUI iojUJi oj. 

• http://www.faqs.org 

• Computer virus FAQ for New users: 

http : //www.faqs . org/computer-virus/new-users/ 

• Virus-L/comp .virus FAQ v2.00 

http : //www.faqs . org/faqs/computer-virus/faq 

• Viruses and the Mac FAQ 
http://www.faqs.org/faqs/computer-vinis/macintosh-faq/alt.compp.virusMiiii-Faq 

• http://www.faqs.0rg/fags/computer-virus/mini-faq/alt.cop.virusFAQpartl/4 

• http://www.faqs.0rg/fags/computer-virus/alt-faq/partl/alt.comp.virusFAQpart2/4 

• http://www.faqs.Org/fags/computer-virus/alt-faq/part2/alt.comp.virusFAQpart3/4 

• http://www.faqs.Org/fags/computer-virus/alt-faq/part3/alt.comp.virusFAQpart4/4 

• http://www.faqs.org/faqs/computer-virus/alt-faq/part4/ 
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ySliCJI jliiVlj ti]L-j j-iJ 

oVU^'^yi (>• JuJuJi SJl>^I oL'y jJl ^ CERT J-^jJl ^ 



Charles Hymes hoaxes 
http://www.nonprofit.net/hoax 


ij^-o^ jJjLi] iijlSGl oljjJl>«Jl • 


CIAC (computer incident advisory capabihty) 




Internet hoaxes- how to identify a new hoax or valid 
warning and what to do? 
http://hoaxbusters.ciacorg/HBHoaxInfo.htnil 




IBM antivirus online- hype alerts! 
http://www.av.ibm.com/BreakingNews/Hypealert/ 




ICSA- Hoax Information 

http://www.icsa.net/html/communuties/antivirus/ 
hoaxes/ 




Internet chain letters- how to recognize a new chain 
letter, what to do? 

http://www.hoaxbusters.ciac.org/HBHoaxInfo.html 


-c^ i-JLII JjU • 


McAfee- virus Information library- virus hoaxes 
http://www.vil.mcafee.com/hoax.asp 


McAfee _ J jLdl 


Network Associates- virus library- hoaxes 

http://www.nai.com/asp_set/anti_virus/Ubrary/ 

hoaxes.asp 





. Hoax jj ji jl j-"! iJliJl j i ilL^j jl chain letter ^_J>-'^\ 
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EI CAR (European Institute for Computer Anti- jUill k±~>xJl J^l jj> ^jjj^' 4__^j1I) • 
Virus Research) EICAR jLd.1 

iittp://www.eicar.com/ 

^1 llL^yi, (.^loVl JjL-jj 5j>L:^Ij (.oU>.UJI (EICAR) 

Jlv» J i_jj-^U>«Jl j\ SiljjJs ix-iffl^l jj^jJl ^L5oj ijLiS' 



ICSA (International Computer Security ICSA yJ^\ iU- J,UJl il^^N/l) • 

Association) 

http://www.icsa.net http://www.icsa.net/html/ 
communities/anti virus http://www.virusbtn.com 

oljjlg'll J 5JLj>t/o {Virus Bulletin) i_>j-^U>«Jl S jl^ -U>«Jl 



The Wildlist Organization International iJjjJl S ^1 i>.j!>Ul ioJiji • 
http://www.wildlist.org 

JujjJ (Wildlist Organization) 5 ij>tj*>L)l 4 o la : ^ 4 o g ^ oi 

J5' ((in the wild') i_;j->.UJl oL-j^ J_p- iL.-Loj iaJjj iLoLi oLojJu» 
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f*-y.yJLj J-^l j-o 4j<-jLiJI cj LLvs I j-oJ I . NIST (www. NIST. gov) • 
(http://csrc.ncsl.nist.gov/cc/ccv20/ ^LlJl jLj<^I 1 15408 toL«_^JL«^l 
cc21ist.litml) 

i^.Lo-^ ^1 ^JlJ^ (B.Guttman & E.Roback) ^ .(NIST. 1995) • 

. the NIST (specpub 800-1 2) JJi : i_;^UJl 

i_jj-.-L>Jl j>Uaj ^AiJ (DOD) jLj<-« . (DoD orange) (-jL^" • 
/JjVl OjJl5 ^ t (DoD 5200.28-STD) 5Jl^x:lJI oLNjJJ ^U-JlJl 

.(.1985 (.Lp jy^^i 

.(OECD,1992) ^j:>l^^\ jjbdij ^.^1 J^l j>> iJi^ • 
.(OECD,OECD/GD(92)190) (.^.jU <.oLo_^I^I iJi:! 4.1^ J.;^^ 

t3^'^l ^l/Vl .c_jj.--UJl 1,1^ <>^jJl .(RED 1987) c-jLiS' • 

.NCSC,NCSC-TG-005 A,OiJ^ (.i^Llli 

CERT (sm) coordination center • 
http://www.cert.org/ 
cert@cert.org : ^jj:^^] 

412/268-7090 :Uc\^\ 
Computer Incident Advisory Capability (CIAC) • 

http://ciac.llni.gov/ 
ciac@llnl.gov Jo^l 
925/422-8193 l^'L^Jl 

Defense Information Systems Agency for Automated Systems 
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(Security Incident Support Team Cassist, for DOD Sites) 

http: / /www.assist.mil/ 
cert@cert.mil J^^l 
800/357-4231 l^'L^Jl 

Department of Homeland Security • 
http: / /www.uscert .gov 
uscert@uscert.gov : ^jj:^^] ^jJl 

Federal Computer Incident Response Capability(FEDCIRC) • 

http://www.fedcirc.gov/ 
fedcirc@fedcirc.gov Jo^l 
888/282-0870 ■.<Jl[4]\ 

Forum of Incident Response and Security Teams (FIRST) 

http://www.first.org 
first-sec@first.org : Jb^l 

NASA J ^Wl J^iUJd ^S'^ • 

NASA Incident Response Center(NASIRC) 
http://www-nasirc.nasa.gov/nasa/index.htm 
nasirc@nasirc.nasa.gov : ^j^^Nl -IjjJI 
800/762-7472 : ^"1^1 

(Federal Bureau of Investigation FBI- National Infrastructure Protection 
Center(NIPC) 

http://www.fbi.gov/nipe/index.htm 
nipc@fbi.gov JO^I 
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ISSA:(www.issa.org) • 

(www.sans.org) : SANS • 

(International Computer Security t_j_^L:>J I ijL>^ j_^L«Jl iUtJVl • 
Association) ICSA: (www.icsa.net) 

(Computer Security Institute) CSl: (www. ^ _^L>Jl 
gocsi.org) 

http://www.infosyssec.org/infosysec/index.htm 
http://www.certicom.com 
http://www.counterpane.com 
http : / /www. cs . purdue . edu/coast 

http://www.cs.georgetown.edu/~denning/crypto/index.html 

http://www.ntbugtraq.com 

http://www.nsi.org/compsec.html 

http ://www. sans . org 

http://www.securityportal.com 

http://www.icsa.net 

http://www.itpolicy.gsa.gov 

http://www.cit.nih.gov/security.html 

http://cs-www.nist.gov 

http://www.bs.org 

http://www.rsa.com 

http ://www. telstra.com. au/info/security .html 
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j..i<l7->»ll 








Advanced Encryption Standard 




AP 


Access Point 




BSS 


Basic Service Set 




CART 


Computer Analysis Response Team 




CERTs 


Computer Emergency Response Teams 




CFO 


Chief Finance Officer 




CISO 


Chief Information Security Officer 




COOP 


Contingency Operation Plan 


^jl jJaJl oUup iJa^ 


COTS 


Commercial Of The Shelf 




CRM 


Customer Relation Management 




DHCP 


Dynamic Host Configuration Protocol 








l.<'.^l^^ . 


DHS 


Department of Homeland Security 




DOD 


Department Of Defense 




DOS 


Denial Of Service 


d^Jji-l 0^ 


EAP 


Extensible Authentication Protocol 




EDI 


Electronic Data Interchange 




ERP 


Enterprise Resource Planning 




ESS 


Extended Service Set 




EUA 


Enterprise-level User Authentication 










FBI 


Federal Bureau of Investigation 




FEAF 


Federal Enterprise Architecture 


aJIjJLaJI ^jUjiII jLl^^l 




Framework 
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GPS 
fflPAA 

lA 
IBSS 
IDS 
IFCC 



Global Positioning System 
Health Insurance Portability and 
Accountability Act. 
Information Assurance 
Independent Basic Service Set 
Intrusion Detection System 
Internet Fraud Compliance Center 



INFOSEC 


Information Security 


T1> 


Internet Protocol 


IRS 


Internal Revenue Service 


TV 


Initialization Vector 


LAN 


Local Area Network 


MAC address 


Media Access Control Address 


MIC 


Message Integrity Check 


NIC 


i> C LWUl K. J.11LC1 iclbC v-aiQ 


PDA 


Personal Digital Assistant 


PKI 


Public Key Infrastructure 


SLAs 


Service Level Agreements 


SMS 


Software Management Servers 


SOHO 


Small Office/Home Office 


SOPs 


Standard Operational Procedures 


SSID 


Service Set Identifier 


TRIP 


Temporal Key Integrity Protocol 


VPN 


Virtual Private Network 


WAP 


Wireless Access Point 


WEP 


Wired Equivalent Privacy 


WEP 


Wireless Encryption Protocol 


WLAN 


Wireless Local Area Network 


WPA 


Wi-Fi Protected Access 



^ SiJ^ ^LkJl 

("US SA™^ j^Jr' '^j^) 
(i_-UJl) ijL^I J^l ^1^1 yrl 

OJ^l ^Ixill 4^t>l->.- (J yij 

Wi-Fi ;SLaJ ,_y»>J.I iLiJi 
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Hijacking 




Ethicality 




Shares of stock 


(«-«-^ 


Stake holders 




Fraud schemes 




Security 




Hoax 




Trap door 




malware 


oL^-^ 


Firmware 




Effectively 




Hot spot 


ili-LJl iniJl 


Efficiently 




Configuration 


(^«_^ J JuJiai) ijJl 


Upgrade 




Enhancement 




Authentication 




Access control 




Up-date 




Back-up 




Patches 
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Validate 




Internet protocol scanner 




Authorization 




Risk assessment 




Assessment 




Packet sniffer 




Software installation 




Notarization 




Vulnerabilities 




Trust 




Availability 




Wireless wall 




Zombie 




War driving 




War dialing 




Chain letter 




Protection 




Spoofing 




Privacy 




LAN jacking 




Information defense in depth 




Life Cycle 




Confidentiality 




Integrity 




Supply chain 


Jjj^^l <JlmJlw>' 


Business process 




Controls 




Noninterference 
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Non-repudiation 




Accountability 


i!f-LJ.I iJbli 


Hacker 




Sniffer 




Cracker 


(cJ ^^^1 asLi >) 


log 




Share holders 




Data warehouse 




Security clearance 




Router 




Redundancy systems 




Hub 
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Access control 




Accountability 


ils-L-il iJbli 


Assessment 




Authentication 




Authorization 




AvailabiKty 




Back-up 




Business process 




Chain letter 




Confidentiality 




Configuration 




Controls 




Cracker 




Data warehouse 


oIjLo ^^^-^ 


Effectively 




Efficiently 




Enhancement 




Ethicality 




Firmware 




Fraud schemes 




Hacker 


(cj ;sLj. jp) ju- y 
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Hijacking 




Hoax 




Hot spot 




Hub 




Information defense in depth 




Integrity 




Internet protocol scanner 


c~j ji^l J ^ yjy. 


LAN jacking 




Life Cycle 




log 


Oil jjLl (J.^x_^) 4j 


malware 




Noninterference 




Non-repudiation 




Notarization 




Packet sniffer 




Patches 




Privacy 




Protection 




Redundancy systems 




Risk assessment 




Router 




Security 




Security clearance 




Share holders 




Shares of stock 




Sniffer 




Software installation 




Spoofing 
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Stake holders 




Supply chain 




Trap door 




Trust 


•"•sit 


Up-date 




Upgrade 




VaUdate 




Vulnerabilities 




War dialing 




War driving 




Wireless wall 




Zombie 
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iLi^l V^lj oVLaj'VI JuJuJI JuJu^" ^ ^ y_ t^Ul (CSCPRIME) 

AjJJ .SJL>tl«Jl oUVjJl ^ aJUJI SjljjJ ixjUl i_->j-^UJLj iibtiuJl 

ojIjVI j-laJ J oLojJlk-oJI jj^l oL>ijL>-»j olf-lj^L) 25 
^[ cJiv J Jl5 toj_^kiJl aAJUj ioL* ioLtL^I ^jLl« SAp LaJj! jli! t(PMP) 

oLi^ i_yJl Jaii jU\ S.<Jl5' ^L/s jI iJLJl J ..r? II ajLp jJJ oLo jJl«^I 

ij-jjJcJl iLjt J j-*J .(3 oJJLxJU aJLjJI AjL«j>JiJ jJ j-JI J jiojJl 

'LJLaj o^JLa LLiL^ c-JLS' J_iJ .cjL» jJ_»_oJI b i ^ I 5jb^ ^^jjiLoJ 

4-o->r 1| IS jJ:J:i\ (gsk) jjj'Ai' ti.,_wo_^ j-^y^c- ^ 5Jl«LiJI oU jJlx^I 
j-*J "(_5^ (_5^^" (_5^ oUjJj<_<Jl jj-^'^ ^^-^ c^lS Lo.S' t 4-J J ■ cjIj.,(^->ii:u~<>JJ 
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oL.jJbt^l j^f ilj^ j.2001 j.Lp 1999 (.U c^ji JlLI .^j-SLjji j 
L^LJ-o-pj jJlj<_<>JI ^j_^ljJ ^^^^^\j>- iLL»xl jjt j-Ji ^ ^^jS (j\ 

JjI^ .cjLs jJj<^I jv-i^j Slj ^jj^jJl j..Jis>^ LJL>- (l)lj<-~.i^ Ajt^L?- 

j_j3 jU^ jjsj ^lijJl Sjljj CIO J CISO ^ykJl |_yiL^ dlijS 
^\ ^ oiJLxJLo jjL>^ 6y>- o^Lla j-i-^ . (CISM) oUjJm^l j^l 

^fJL^ tjJL;^ jjk CISSP tCISM tlAM Jj^_ j^^ii-JLS" .^.o.J 
LJL?- Jjj-j 0 jJlLJlS' .LoLp 20 oJL<J ^^^^_y>'^\ jjl~>Jl ^j-^'" ^ 

aJlS' ^ 'u5U-^*>Ul j^'yij ijL>j>tJl j-jlj<^j t i^L~Jl jv-xjj toLjjJiA^I jj~otj 
j_j3 JLi] .DC jW'..t.|j _ ^^jilsjJl ^lijJl 4j<>iL>- |_j3 cjUjJlx^I jiLA» Sjl'Sj. 
ojLiplj i5JL~-*>0l i^^U>Jl jj-^"^! ^ 'd>cJ ja2003 ^\s- jW; .tlj 
|» jJlp oljjjiSi I JUa 4J| .4Jl>«^I <l>5LLx*>UI Jj-.^jJI JsLiJ 'dij^^^ 
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O^J ^ 



t28 t26-25 til : cjLo_^1 Sjlil 
91 c55 c53 

-91 1 88-83 t31 tl2 : ^—l^L^I Sjlil 
102-101 t 98-97 c94 

36 : cjLo j>Llaj ojbl 

166 t24 : ^1 cjI ji\ 

35 tl7 : (cyber) Jl ^Ujl 

60 : cjL> jJuJ.1 oLxi; ^ jL±l-VI 

86-85 : h\s>^'^\ 

162 1 157 1 13 : oUUl 

36 ; 45\~iJl ^ysljs-il 

-118 c20-18 tl2 : oLoj_UilJ_j_^! 

163 tl25 tll9 

17 :iJj_y5a);i 

66 :oL.jLdl 

79-78 :aJj^^II oLoU^NII 

127 1 79 1 76-75 1 68 : ijJl ^1 

1 19-15 tl2 t9 : oL«j_LJ.1 
161 tll9 t63 t60 t58 t56 t31 



173 tl63 t69 ^1 



79 t67 



80-79 t71 : iUJL j^iUxll oUT 

40 : oLo jiA\ ii i ibo'Vl 

1 12 : (SLAs) J_ojJ-l ^5 oLJLLI 
116-115 

t69 c62 t48-47 tl9 

144 t 114-113 t78-77 

48-47 : SiUil ^^ll oUI yrl 

144 : SiUail juidl Cj1>1 

146 : SiUll ol^l ^Vl 

tl03 t65 t25 tl8 : Silj^ :Lj._.s^I 

166 

36 : J.UJ1 (Beta) jU^l 
161 c77 : Jl jLi^l 
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43 ; cJ ^1 

43 : oUUl iJiJl 

: (EDI) jj^^Vl oULJl JjLj Uikj! 

64-63 

-63 : (ERP) ij,\y, JaJa^ iJiJi 

64 
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